[punoxenne Ne 2
K TexHUUECKOMY 3a/IaHUI0
Ha OKa3aHHE TOCYIapPCTBEHHBIM W MYHUIIUIIATHHEIM 00pa30BaTeIEHBIM
OpraHM3aIsIM, peau3yIoIM 00pa30BaTeNbHbIE TPOrPaMMBI 00IIEro
00pa3oBaHUs U CPETHETO MPO(HEeCCHOHAIEHOT0 00pa3oBaHus (Jaee —
00pa3oBaTeIbHBIC OPTaHU3AIINH ), U30HPATSIHFHBIM KOMUCCUSM CYOBEKTOB
Poccutickoit denepaiiiu U TEPPUTOPHATHHBIM H30UPATEIIEHBIM KOMHCCHSIM
(manee — n3buparebHbIe KOMUCCHH), PACIIOJIOKEHHBIM Ha TEPPUTOPHSIX
cyowrekToB Poccmiickoii ®enepanuu (3a uckimoueHneM Pecrryonmkn Kpeim
u r. CeBacromons) (¢ y4eToM MoTpeOHOCTEe! yKa3aHHBIX MOIb30BaTEIICH ),
YCIIYT TIO TIPEJOCTABJICHHIO C HCIIOIB30BAHUEM €IMHON CETH Tepeiaun JaHHBIX
JIOCTYTIA K TOCYIapPCTBEHHBIM, MYHHUITUITATHHBIM, HHBIM HH(POPMAITHOHHBIM
cHUCTEMaM M K HH(POPMAIMOHHO-TEJICKOMMYHUKAMOHHOU ceTh «IHTepHEeT»
(nmanee — cetb «IHTEpHET); MO MEepenaye AaHHBIX MPU OCYIIECTBIEHUU
JIOCTYTIA K TOCYIapPCTBEHHBIM, MYHHITUITAILHBIM, HHBIM HH(POPMAITUOHHBIM
cucTeMaM | K cetd «MIHTepHeT»; 10 3aIIUTe JaHHBIX, 00padaThIBAEMBIX
W TIepeiaBaeMBbIX MPH OCYIECTBIEHUH J0CTYIa K FOCY1apCTBEHHBIM,
MYHUIMITATHHBIM, HHBIM UH()OPMAITHOHHBIM CUCTEMaM U K ceTh «HTepHeTY;
M0 00ECIeUYeHHI0 OTPaHHYEHUS IOCTYINa K MH(POPMaIi1, pacupocTpaHeHHEe
KoTopoit B Poccuiickoit deneparyu 3anpenieHo, u K uH(GopManuu,
TMPUIHMHSIONICH Bpe/] 37I0pOBbIO M (MIIH) Pa3BUTHIO JCTEH, comepKanieics
B ceT «IHTepHEeT», Ui 00pa30BaTENbHBIX OPraHU3ALUIA; TI0 MOHUTOPHHTY
1 o0ecriedeH 0 0e30MacHOCTH CBS3U TPH MPEIOCTaBICHUH TOCTYIIA
K FOCy}lapCTBCHHbIM, MYHUIIUTIAJIBHBIM, HHBIM I/IH(bOpMaLII/IOHHI)IM CUcTeMam
u K cetu «HTEepHET»; 10 OpraHU3alyy MOJKIIIOYECHHS K eIUHON CeTH
nepeayl JaHHbIX 00pa30BaTeIbHBIX OpraHU3alUi U H30MpaTebHBIX
KOMHCCHI1, 10 Tepeiaye AaHHbIX TPH OCYLIECTBICHUH JIOCTYIA K ATOH CeTH

IIporpaMmMa U MeTOAUKA UCTIBITAHUI

|. IIporienypa npoBeeHUS UCTBITAHUN

1. 3aKa3uMK OCYIIECTBISET MPOBEPKY HAIWYUA Yy NPEeACTaBUTENS
HcnomauTens cueayromux J0KyMEeHTOB:

— Komnus ['oCy1apcTBEHHOTrO KOHTPAaKTa C MPUIIOKEHUSIMH.

2. B cnydae oTcyTCTBUS JOKYMEHTOB YKa3HbIX B MyHKTE | riiaBsel [ 3akazunk
MIPOBOJIUT MEPONPUATHUSA, YKa3aHHBIE B I1. 3 r1aBbl [. AKT poBepKU OKa3aHus Y CIayr
(ITpunoxxenne Ne 3 k Texuudyeckomy 3aJJaHUIO) HE MMOAMCHIBACTCS 10 YCTPAHCHHUS
3aMEUYaHui.

3. 3aka3uMK MpOBEpPsSET KOMIIOHEHTHl Yciyr corjacHo riaBel |l Ha
COOTBETCTBUM TpeOoBaHusIM TexHuyeckoro 3aaanus. [IpoBepku mpoBOASTCSA
cornacHo rinase V.



4.

MOJANKCHIBaETCA AKT TMPOBEPKM OKazaHus Ycayr (mpusoxkeHue Ne

B canywae otcyrcTBHs

TexHnueckoMy 3aJJaHUIO).

Llensro

3aMEYaHUM WIM II0CJIE HUX YCTPaHEHUs

3 K

Il.1lens npoBeieHUs] UCIBITAHUNA

IMPOBCACHUS HWCIBITAHUMN

SABJIACTCA

MpOBEpPKa  COOTBETCTBUS

MPEOCTABISIEMBbIX Y CIYT CBSI3U U €€ KOMIIOHEHTOB TpeOOBaHUSAM TEXHHUYECKOTo

3aJaHus.

CocraB MMPOBCPACMBIX KOMIIOHCHTOB Vcnyr CBA3U.

Komnonent Ycnyr csizu «llepenaya qanubix L2»,

Komnionent Ycnyr ca3u «llepenavya qaHHBIX»;

KomnioneHnt Ycnyr «3amura JaHHBIX»;

Kommnonent Yenyr «Orpanudenue 10cTyna K iHGOpMalumn»,

KommnonenT Yenyr « MOHUTOPUHT U oOecriedeHre 0e30MacHOCTH CBA3U».

111.006M UCTILITAHUI

HepequL IMPOBCPOK KOMIIOHCHTORB yCJ’IyF IMPUBCACH HUXKC:

No [IpoBepseMblii KOMITOHEHT Yro nposepsieTcs
1. Komnonent VYenyr «llepemaua | OGecrieuenne miepefadyd  JTaHHBIX
JaHHBIX» (3a UCKJItoueHueM Yciayru | C30 B eIMHOM ceTH Mepenadu
nepenaun ganubix B BUC nna 'AC | naHHbIX
«BBI60pEI»)
2. Komnonenr Yenyr «3ammuta | OOecrieueHre  3alUThl  JAHHBIX,
JTAHHBIX) 00pabaTbIBaeMbIX M TIEPEIaBAEMbBIX
P OCYIIECTBICHUU JIOCTyIa JJIs
C30
3. Kommonent Yenyr «Orpanndenue | O0ecrieyeHue W KOHTPOJb JIOCTYTIA
JOCTYIIa K HH(pOpMAaIIm»» MoJjb30BaTesien B ceTb « MTHTEpHET» C
bunpTpanuen BXOJISIIIIETO "
ucxojsmero MHaTepHET-Tpaduka 1mo
npotokoiaam HTTP/HTTPS
4, KomnoneHT Ycnyr « MOHUTOPUHT U | BIIOKMpOBKa 3ampenieHHbIX THUIIOB
oOecrieueHne 6E30MaCHOCTH CBSI3M» | B3aUMOJICHCTBHH, MOHUTOPUHT
Ka4yeCTBa MPEIOCTABISAEMBIX YCIYT U
samura ot DDO0S arak
5. KommoneHT Yenyr cBs3u | O0ecnieueHne nepeaadyu JaHHBIX OT
«Ilepemaua manapIx L2» C30 po Touku mNPUCOCTUHEHUS
ECIIJ




IV.MeToMku TECTUPOBAHUS

1. IIpoBenenue ncnbiTaHMil KOMNoOHeHTa Y cayru «Ilepexaya 1anHbIx»
- aneMeHT «llepenaya nanupix» B BUC ¢ 3amaHHpIMU IapamMeTpaMu KauecTBa

- aneMeHT «llepenaya nanubIX» B ceTb IHTEpHET

1. BBenenune

1.1. Hacrosmuii paznen omnpenensieT MOpsI0K MPOBEACHUS UCIBITAHUM TIPU

npoBepke Ycayr UcnomHuTteneM B €ro 30He OTBETCTBEHHOCTH 1O MPEI0CTABICHUIO

noctyna C30 k cetu MHurtepuer/ECIIJ, onpenenenusix ['ocynapcTBeHHBIM

KOHTPAKTOM Ha OOBEKTE.

1.2. KontponupyembiMu napameTpamMu MOAKIIOUYEHUS SIBISIOTCS:

- IPOITyCKHAs CITOCOOHOCTH KaHaa 1o HarnpasieHusM oT u kK C30, eauHuia

u3MepeHus: — Mout/c;

- BpeMs 3aJepKku [P-makeroB, eqUHNIIA U3MEPEHUS — MC;

- Bapuauus BpeMeHM 3alepkku [P-makeroB (manee — MKUTTEp), €QUHULIA

U3MEPEHUS — MC;

— notepu |P-makeToB, enuHUIIA U3MEPEHUS — MIPOILICHT.

1.3. KoHTponb NpoBOAUTCS € KUCMOIB30BAHUEM HUCKIIOYUTEIBHO NEPEAadYd U

npuema 1udpoBoil HHPOPMAIIMH, B CBA3HU C YEM MOKA3ATEIN TOYHOCTH U3MEPECHHM

HE YCTaHABIIUBAIOTCS.

1.4. Pe3ynbTaThl MpOBENECHHUS HHCTPYMEHTAIBHOTO KOHTPOJIS BHOCSTCS

B [IpoTokon mpoBeneHusi tectupoBanust Ycuyr (nanee — IIpoTokon mpoBeaeHus

tectupoBanus) ([Tpunoxxenue Ne 6 k TexHUUIECKOMY 3aTaHHIO).

2. Meroauka mpoBepku snmeMmeHTa «llepemada nanueix» B BUC ¢ 3amaHHBIMEU
napaMeTpaMu KayecTBa

2.1. 3HaveHus MoKa3zaTesiel MpomyCKHON ClIOCOOHOCTH TPOBEPSIFOTCS COTIACHO

TexHnueckoMy 3aJJaHHIO:



2.1.1. TpeboBanuss K cpeAcTBaM H3MEpPEHUM, BCIIOMOraTeiIbHBIM YCTPOWCTBAM,
MaTepHaliaM.

2.1.2. IIpn BBINOJHEHHM NPOBEPKH NPHUMEHSIOT CIEAYIOLIIME CpEaCTBa

U3MEpPEHUH, BCIIOMOTaTeIbHbIE YCTPONUCTBA, MAaTEPUAJIbI:

- NEPEHOCHON KOMIbIOTEp (HOYTOYK) C TaKTOBOM YacTOTOM HE MeHee

1 I'Tu, o6bemom mamsitu He MeHee 4 ['Oaift, Hannurem He MeHee 1 mopra Gigabit

Ethernet, nanmuuuem omepanmonHoit cuctembl MS Windows Bepcuu 7 u BbllIe

win FreeBSD/Linux (nanee — HoytOyk);

— uHTepHeT-obo3peBarenb Firefox, Chrome, Opera u ux aHamoru

(Cnyrtnuk, fAnnexc) B Bepcun He panee 2019 roxa, ycranosnennsle Ha HoyTtOyke;

- 1O (yrunura) cmd, ycranosnenHoe Ha HoytOyke B coctaBe OC.

2.1.3. [Tpu npoBeeHNN UHCTPYMEHTAIBHOTO KOHTPOJIst HA HoyTOyKe OMIKHBI

OBITh OTKJIFOUEHBI AHTHBHUPYCHBIE, MEKCETEBbIE SKpPaHbl U MPOYUE MPOTPaAMMBI,

KOTOpPbIE MOTYT MPUBECTU K IMOBBILIEHUIO 3arpy3Kd LIEHTPAIBHOTO MpOLEccopa,

b0 mepenaye JAHHBIX MO CETH, a TaKXKe MPEMATCTBHIO Mepefavyd AaHHBIX I10

CeTeBBIM MopTaM (OJIOKUPOBaHUE).

2.1.4. IP-anpec, nuio3 mo ymMoJiYaHWI0O U Macka MOACETH [Jid MPOBEACHUSA

npoBepkH, wiansl IP-agpecanuun niig C30, napameTpsl MOAKIIOUEHHS (B TOM, YHUCIIE

nopT Ha oOopyaoBanuu HcmomHutens) mpenocTaBisitorcs Mcmomnurtenem mnpu

IPOBEIECHUU ITPOBEPKHU.

2.2. Merton u nopsiA0K MPOBEACHUS TPOBEPKH.

2.2.1. [TpoBepka OCyIIECTBISAIOTCS ¢ TTIOMOIIBEO KOMaH bl PING yTrauThl CMd.

[Topsiiox mpoBeEHUsI IPOBEPKU

—  Ilogkmounts HoytOyk k oOopynoBanuto Hcnomnutens B Touke

npucoenuuenus k ECIIJ] Toro cyonrekta P®, B KOTOpoM IpOBOAUTCS MPOBEPKa

—  3Bamyctuts yruwury cmd Ha HoyTtOyke;

—  Bsectu komanay ping X.X.X.X, rae X.X.X.X — IP-aapec BbIACICHHBIN IS

C30 cornacno miana IP-aapecanmn

—  3amyCTUTbh TECT



—  IIpepBarb npoBeaeHue Tecta no ucredeHnuu 30 cekyHa
— 3adukcupoBaTh pe3yabTaT NpoBepku B IIpoTokoiie mpoBeaeHus: TECTUPOBAHUS
VYenyr. 1lonoxutenbHbIM pe3ysbTaToOM siBisieTca Hanuuue oTkiauka Ha |ICMP-

3ampoc, YTO MOATBEPKAAET CETEBYIO JOCTYNHOCTh C30

2. Meronuka mnpoBepku 3jementa «llepemaya pgaHHBIX» B CeThb
HNuTepHer.
2.1 YcraHoBlIeHHBIE TpeOOBaHMS K  KOHTPOJHMPYEMBIM IapaMeTpam
noaxioueHust Ycenyru B C30:
- CKOpPOCTH MepeIauul TaHHBIX — COTIIAcHO TpeOoBaHmit T3
— IIPOIICHT NOTEPSTHHBIX IMAKETOB — HE Oosee 5%;
— 3aJIepKKa Mepeiaynl MaKeToB:
— 10 TMPOBOJIHBIM KaHajiaM — He 6onee 250 mc;
— Ha COCTAaBHBIX KaHajaX C Y4eTOM HaJH4Hhs OJTHOTO OSCIpPOBOHOTO y4acTKa
(0JTHOTO CITYTHUKOBOTO cKayka) — He Oosiee 1000 mc.
2.2 TpebGoBaHusi K CpelcTBaM HM3MEPEHHI, BCIIOMOTATENIbHBIM YCTPOMCTBAM,
MaTepHaaM:
221 llpu  BBHINOTHEHUH  HUHCTPYMEHTAIBHOTO  KOHTPOJS  MPUMEHSIOT
CJIEIYIOIINE CPE/ICTBA U3MEPEHUM, BCTIOMOTaTeNIbHBIE YCTPOICTBA, MATEPHUAIIBI:
— 1 mepeHocHOl KOMIBIOTEP (HOYTOYK) C TAaKTOBOM 4acTOTOW HE MeHee |
I[Tu, oobemom mamst He MeHee 4 ['Gaiit, Hannuuem He meHee 1 mopta Gigabit
Ethernet, Hanuunem omepanuonHoit cuctemsl (nanee — OC) Linux unu FreeBSD
nu MS Windows Bepcun 7 u Boime (ganee — Hoytoyk);
— uHTepHeT-0003peBarent Firefox, Chrome, Opera wunam ux aHaioru
(CnytHuk, Annexc) B Bepcun He panee 2019 roxa;
- IO (yrmmura) cmd (komaHIHAs CTPOKa) YCTAHOBJIEHHOE Ha KaXKIIOM
Hoyt6yxe B coctase OC.
2.2.2  llpu npoBeneHNH MHCTPYMEHTAIBHOTO KOHTpoJisi Ha HoyTOyke mOmKHBI

OBITh OTKJIFOYEHBI AHTUBUPYCHBIE U MIPOYHE IPOrPaMMBbl, KOTOPbIE MOT'YT MPUBECTHU



K MOBBIIICHUIO 3arpy3KH LIEHTPAIBHOrO Mpoleccopa, JUO0 mepegadye JaHHBIX
10 CETH Mepeaadyn JaHHBIX.

2.3 Merton u nopsiAOK U3MEPEHUI

2.3.1 V3MmepeHue mponycKHON CTOCOOHOCTH KaHaa CBSI3U U BPEMEHHU 3a/IPIKKHU
IP-makeToB oOcCyiecTBIsE€TCA TMOCPEACTBOM CEpBHUCA JJIi KOHTPOJIS CKOPOCTHU

nocryna B Uatepuet (manee — CKCJIN) mo axgpecy http://speedtest.rt.ru ¢ HoytOyxa,

NOJIKJIFOYEHHOTO K MOpTy obopyaoBanus HMcnonHutens Ha OOBEKTE COTJIACHO
CXEeMBbI opranuzamnuu Ycayr (puc.3).

2.3.2 Hacrpoliku ceTeBOro nojaxiaodeHus Ha Hoytoyke (IP-ampec, nutro3 mo
YMOJTUYAHHUIO U Macka mojceTH 3a nposepseMbiii C30), riansl [P-aapecaruu ais
C30, napameTpbl NOAKIIOYEHUS (B TOM, YKCIIE TOPT HA 000PYAOBaAHUH

I/ICHOJ'IHI/ITCJBI) MMpeaoCTaBIIAIOTCA HUcnonuurenem IMIpr MPOBCACHUU ITPOBCPKMU.

2.3.3  TlpoBepka MpoBOAUTHCS B CIEIYIOUIEM MOPSIJIKE:

- OTkpbITh B HHTEpHET-0003peBaTenie Ha HoyTrOyke »neKTpOHHBIN amapec

xenra CKCJIU (http://speedtest.rt.ru).

- Ha oTkpsiBIIElicS B OKHE WHTEPHET-0003peBaTelsl (CTpaHUlle) HakaTh
Ha KHOMKY «HadaTh TecTupoBaHue».
- Jloxknatbcsi  OKOHYaHUA ~ u3MepeHwit  (mpumepHo 60  cexyHn)
U 3a(pUKCUPOBATh pe3ynbTaT U3Mepenuii B [IpoTokosne npoBeneHus TECTUPOBAHMS
Yemnyr. B kayecTBe 3Ha4YeHHsT BpEeMEHM 3alepkku [P-makeroB npuHuUMaeTcs
MIOJIOBMHA OT U3MEPEHHOU KPYTOBOM 3aI€PKKH.
— CKkpuHIIOT pe3yibTaTOB M3MepeHWil BHecTH B IIpoTokon mpoBeaeHus
TECTUPOBAHUS Y CIIYT.
2.3.4  Usmepenue mnoreps |P-makeToB oCyIIECTBISIETCS € MCTMOIB30BAHUEM
yTHIUTEL CMd B clieAyronieM mopsiake (MOPSIOK TPUBEIACH IS ONepaIiiOHHON
cucrembl MS Windows):

AJTOpUTM U3MEpPEHHUsI IPoLIeHTa noTepsb |P-nakeToBs:

- 3amyctuth yrriuTy cmd Ha HoyTOyke;


http://speedtest.rt.ru/
http://speedtest.rt.ru/

— BBectu xomanmy ping test.ip.rt.ru, rme http://test.ip.rt.ru — 3JI€KTPOHHBIH aapec
B ceTu «IHTEpHET» B 30HE OTBETCTBEHHOCTH VcTionHuTENs. PE3epBHBIN 37EKTPOHHBIN
anpec speedtest.rt.ru

— IIpoBectn Tect B TeueHun 60 CEeKyHO, MpepBaTh IMPOBEICHUE TeCTa
o uctedyeHun 60 cexyHa U 3aUKCUPOBATH PE3yJIbTAaThl U3MEPEHUS — IMPOIEHT
MOTEPSAHHBIX MAKETOB.

— Pe3ynbTaThl MHCTpyMEHTANIBHOTO KOHTpOJIs odopmuts B IIporokon
MPOBEJICHUSI TECTUPOBAHUS Y CITYT

— CKpUHIIOT pe3yabTaTOB U3MEpeHHl BHecTH B IIpoTokon mnpoBeneHus

TCCTUPOBAHUA yCJ'IyF.

3. IlpoBeaeHne NpPHEMOYHBIX MCNBITAHUI KOMIOHeHTa Ycayr «3ammra
AAHHBIX)
- anemMeHT « Kpunrorpadguyeckas 3amura KaHaJIOB CBI3M»
1. BBenenune
1.1 I[enblo UCTIBITAHUS SIBISIETCSl MPOBEPKA BO3MOXKHOCTH TEPEIayd IMaKeTOB
JAHHBIX B paMKax 3aKpBITOTO (3AIIUIIEHHOr0) KOHTYpa CETH M OTCYTCTBHH
BO3MOXKHOCTH TE€PEAAYN JAHHBIX B IPYTHE CETH.
2. TpeboBaHus K cpeacTBaM HM3MEPEHUM, BCIIOMOTATEIbHBIM YCTPOMCTBAM,
MaTepHaiaM:
21 Ilpu  BBINOJHEHWH  HWHCTPYMEHTAIBHOTO  KOHTPOJS  MPUMEHSIOT
CJEAYIOIINE CPEICTBA UBMEPEHUH, BCIIOMOTaTEIbHbIE YCTPOMUCTBA, MATEPUAIIbI:
— 1 mepeHocHoOl KoMIbIOTEP (HOYTOYK) C TaKTOBOM 4acTOTOM HEe MeHee |
[T, oo6bemom mamsatu He MeHee 4 ['Gaiit, Hannuuem He meHee 1 mopta Gigabit
Ethernet, Hanuunem omepanmonHoi cuctemsl (nanee — OC) Linux umm FreeBSD
nmu MS Windows Bepcun 7 u Boime (ganee — HoyTOyk);
— uHTepHeT-0003peBarens Firefox, Chrome, Opera wim uX aHaIOTU
(CnytHuk, Annexc) B Bepcun He panee 2019 roxa;
— IO (yrmiura) cmd (koMaHIHas CTPOKA) YCTAHOBJICHHOE Ha KaXKIIOM

Hoytbyke B coctaBe OC.


http://test.ip.rt.ru/

3 Merton 1 nopsiIOK U3MEPEHUI

3.1 Jna mpoBepku cieayer noakmouuTh HoyTOyk Kk mopTy oO0OpyAoBaHHS
Hcnonautens Ha oO0bekTe (KpUNTOMApIIpyTH3aTOpa) M HACTPOUTh CETEBOE
MOJIKJIIOYEHHE COTJIACHO MapaMeTpoB TaOJIULbI aJpecaluyd B oOLIel MOACeTH s
BbIOpaHHOTO (BBIOpanHbiX) C30 (mnan [P-agpecanun) - agpec, Macka U IUTIO3 MO
ymonuanuto. [lnan IP—aapecaruu u napaMeTpsl MOJIKIIOUYECHUS, ONIPEICIIIeMbIC B
coorBeTcTBUM ¢ TuiaHoM [P-anpecanmum C30 B 3aKpbITOM KOHTYpE CETH,
npenoctanisiercss Mcnonuurenem 3aka3uuKy Ipu NPOBEICHUU IIPOBEPKH.

ANTOpUTM MPOBEPKHU:

—  Bamyctuth yrriuty cmd va HoytOyke;

—  Beectu xomanay ping test.ip.rt.ru, rae test.ip.rt.ru — snekTpoHHBIN aapec B
oTkpbiTOl ceth (cetn «VHTEpHET») B 30HE OTBETCTBEHHOCTH VCTONHUTENS.
JlaHHbI agpec NOMKEeH ObITh HEJOCTYTICH JIJIsl B3aUMOICHCTBHUS.

— Beectm  xomammy ping X XXX, rme X.X.XX - ampec
kpuntoMmapuipytuzatopa B C30. JlaHHbIN afpec N0KEeH ObITh TOCTYIEH B paMKax
B3aMMO/JICHCTBUSI BHYTPHU 3aKPHITOTO KOHTYpA.

—  PesynbTathl mpoBeNeHUS ~ MHCTPYMEHTAJIBHOTO  KOHTPOJS ~ BHOCSTCS

B [IpoTOKOJI IpOBEIEHUS] TECTUPOBAHUS Y CIIYT.

3. IlpoBenenne  mNpHEMOYHBIX  HUCHBITAHMNA  KOMIIOHEHTa  YCJyr
«Orpannyenue 1ocTyna K uHGopmMauuu

- anemeHT «KoHTeHTHast (QHIIBTpaLIHs»
1. Bsenenue

1.1. Hacrosmuii AOKYMEHT OIKMCHIBAET METOJMKY MPOBEICHHUS TECTUPOBAHUSA

KOMITOHEHTa Y ciyT «OrpaHudeHne JOCTYIa K HH(POPMAITAN))

1.2. llenpto mpoBeneHUS TECTHUPOBAHUS SIBISECTCS MPOBEPKA COOTBETCTBUS
KOMIOHEeHTa Yciuyr «OrpaHuyeHue J0CTyna K HHpopMauu» TpeOOBaHUSIM
Texuuueckoro 3amanusi (mamee — T3). CocTtaB mnpOBEPSIEMBIX HJIEMEHTOB

KOMMOHEeHTOB Ycnyr «MHdopManionHas 6e30macHOCTbY (fanee - Y Ciayru):



- Kommnonent ycnyr «OrpaHudeHue nocTyna K uHbopManum» o00ecrneunBacT
OrpaHUYEHHUE JOCTyNa K MH(POpMAIUHU, pacpoCcCTpaHeHHEe KOTOpoil B Poccuiickoit
®denepaluu 3anpenieHo, U K nHpopMaium, HaHOCAIIEH Bpel 3/J0POBBIO U PA3BUTHUIO
NeTeH, conepaxkalencsa B cetu IHTepHeT:

— npoBepsieMbIit aeMeHT «KoOHTeHTHast QUIIbTpaius».
2. OO0BEM UCIIBITAHUH.

2.1. B cocraB wucneiTanuii snementa «KoHTeHTHas QuibTpanus» BXOAUT
poBepKa Mo 00eCIeYEHUI0 U KOHTPOJIIO 10CTYyTa Mojb30Bareneil B ceTb MHTepHeT

¢ ¢punbTpanren BXoAsero u ucxoasiiero Murepuer-rpaduka.
3. VYcnoBus U MOPSAAOK MPOBEICHUS UCIIBITAHUN.

3.1. IlpoBeaeHue UCHBITAHWM KOMIIOHEHTa YCIyr MPOBOAUTCA HA OOBEKTE, Ha

KOTOPOM OKa3bIBACTCA Vcnyra.

3.2. IlpuemouHble HCHBITAHUS KOMIOHEHTa Ycnyr «OrpaHuyeHue JOCTyNa K
UHGOpPMALIHI HAYMHAIOTCA npu MOJITBEPKICHUN TOTOBHOCTH
IpOrpaMMHO-aNMapaTHeIX CcpeaAcTB lMcmonHuTensl, UCHOJb3yeMbIX B COCTaBe

IIPOBEPSEMBIX KOMIIOHEHTOB Y CIIYT.

3.3. Bo BpeMms mnpoBeicHHUS TECTHPOBAHHUSA (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH
CucteMbl HM OfIHA U3 CTOPOH HE JIOJDKHA TPOBOAUTH PA0OTHI, KOTOPHIE KAKUM-JITHO0
o0pa3oM MOTYT TOBIUATH HA Pe3yJabTaThl UCIbITaHWA. B cioyuyae kakux-nubo
OTKJIOHEHUM OT HacTtosiuied IIporpamMmbl CTOPOHBI JTOJKHBI yTBEPIHUTH TaKUE

OTKJIOHCHHMHAI.

4. TpeOGoBanusi K cpeicTBaM HW3MEPEHUI, BCIIOMOTATEIbHBIM YCTPONCTBAM,
Marepuaam:

— [Ipu BBIMOJHEHUH WHCTPYMEHTAIBHOTO KOHTPOJSI MPUMEHSIOT CIEAYIONINE
CpeACTBa U3MEPEHUM, BCIOMOTaTEIbHbBIE YCTPOUCTBA, MATEPUAIBI:

— 1 mepeHocHoOl koMmmblOTEp (HOYTOYK) C TAaKTOBOM 4acTOTOM HE MeHee |

I'Tu, oObemom namsatu He meHee 4 ['0aiiT, HanuuueM He MeHee | moprta Gigabit



Ethernet, nanuuuem onepannonnoi cuctemsl (nanee — OC) Linux unu FreeBSD
umu MS Windows Bepcuu 7 u Boiie (ganee — Hoytoyk);
- uHTepHeT-0003peBatenb Firefox, Chrome, Opera wian ux aHaioru

(CnytHuk, fAnnexc) B Bepcun He panee 2019 ropa;
- Meronuka TeCTUpOBaHUSA

- IIpoBepka oOecrneueHust W KOHTPOJS JOCTyNa IIOJIb30BaTEIe€l B CETh
WuTtepHer ¢ ¢uibTpanueid Bxogsmiero u ucxogsmero HWHtepHeT-Tpaduka
KoMrnoHeHTa Ycnyr «OrpaHdueHue jgoctyna K UHGOpMAuu», 3SJIEMEHT

«KoHTenTHas q)HHBTpaHI/IH».

4.1. B kadecTBe NPOBEPKU MPOBOAUTCS TECTUPOBAHWE (DHUIBTPAIMHU JIOMEHOB
corjlacHo 0a3e JaHHBIX PECYpPCOB, OTHOCAIIMUXCS K 3aIlperieHHBIM KaTErOpHsM
(HapKOTUKH, TTIOpHOTpadUsl, TEPPOPU3M, IKCTPEMHU3M, HACWIHE, COITUATILHBIE CETH,
aHOHMMaif3eppl W T.JA.) B COOTBETCTBUU C TpEOOBaHUSIMU HOPMATHBHOM

nokymeHTtauuen Poccuiickon denepanuu:

- biiokupoBka URL pecypcoB, OTHOCAIIMXCA K 3alPEUIEHHBIM KaTETOpHsM, IO
nporokojiam HTTP/HTTPS, BHecenHnbix B peectpsl PockomHanzopa, Takue Kak
«Enunbiil PeecTp TOMEHHBIX UMEH, YKa3aTesael CTpaHull CauToB B ceTu MHTEepHET
U CETEBBIX aJPECOB, MO3BOJSIONUX UACHTU(DUIIMPOBATH caiThl B cetu MHTEpHeT,
cojieprkaire nHpopMaIuio, pacipocTpaneHue Kotopoi B Poccuiickoit deneparuu
3aIpEUICHO», BHECEHHBIX B «DelepalIbHBIN CIIMCOK YKCTPEMHUCTCKUX MAaTEPUATIOB)

Munucrepcrsa roctunnu Poccuiickont @enepanumu.

- biokupoBka pecypcoB, OTHOCSIIMXCS K 3alpElIeHHbIM KaTEropusM, IO

BBOAMMOMY IP-aapecy.

AJITOPUTM NPOBEPKH:

— Hactpouts Ha HoyTOyke IP-agpec, 1uiro3 no ymojuaHUiO U MacKy MOJICETH,
Ha3zHadyeHHbIe 11 nposepsemoro C30.

— [Moaxmtounts HoyTOyK K 000pynoBanuto McronHuTeNst Ha 00bEKTE.
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— Hactpouts Ha HoyTtOyke [P-aapec, IP-anpec nuiro3a no ymoi4yaHUuiO ¥ MackKy
MOJCETH B COOTBETCTBUU C TuiaHoM [P-anmpecanuu. J[OmoaHUTEIRHO Ha HOYTOYKE
HacTpouTh |P-anpec mpokcu-cepBepa B coOOTBeTCTBUM ¢ TuiaHoMm [P-anpecanuu u
ycTaHOBUTH ¢aiin ceptudukara mpokcu-ceppepa. Ilman I[P—anapecanuu u
rnmapaMeTpbl  IMOJAKIIOYEHUS JUISI TNPOBEAECHUS MPOBEPKU  MPEAOCTABIISIETCS

HcnonnureneM 3akazyuKy Mpy MPOBEACHUHN IPOBEPKHU.
— 3anyctuth Ha HoyTOyKe nnTepHer-Opaysep.

- Bectu B agpecnyio ctpoky URL pecypca, oTHOcsmerocs K 3anpeniéHHoM
kareropuu (rpuioxkerue Nel). YOenurbcs, 4To JOCTYM K 3alpPEIIeHHOMY pecypcy

3a0JIOKUPOBAH.

- Bectu B anpecnyo ctpoky URL pecypca, oTHOcsmerocss k pa3peméHHoin

kareropuu (mpunoxkerue Nel). YOeauThcs, 4TO JOCTYI K PECypCy pa3peuicH.

- Bectn B ampecnyro crpoky IP-ampec pecypca, oTHocsmerocss K
3anpeniéHHo Kkareropuu (mpwioxkenue Nel). YOemuTecs, YTO MOOCTYN K

3anpenieHHOMY pecypcy 3a0JIOKUpPOBaH.

— Bectn B ampecnyro crpoky |IP-ampec pecypca, oTHocsmerocs K
paspeméHHoi kateropuu (mpuioxenue Nel). YOenutscs, 4To AOCTYN K pecypcy

pa3pemeéH.

— Pesynprar nposepku otpaszute B lIpoTOKOnEe mpoBEeAEHHS TECTUPOBAHUSA

Yenyru (mpuinosxenne Ne 6 k TeXHUUSCKOMY 3aaHUIO).

[Tpunoxenne Ne 1
ITepeunu URL pecypcoB u pa3pelieHHbIX U 3anpenieHHbix |P-anpecos:

1. Tlepeuenp 3ampeméHabix u paspeméHabix URL pecypcoB (mpoTokon
HTTP/HTTPS)
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URL pecypca (nmpumep crucka) | IP-agpec Pesynbrar Kareropus

HoyrOyka c¢ | GI0KHpOBKH

KOTOPOTO

IIPOBOTUTCSI

IpOBEpKa

(oTKpHITas

JIBC):
https://yandex.ru 10.X.X.X He Pasperiennslii pecype

3a0J10KUpOBaH

https://vk.com 10.x.X.X 3abmokupoBan | ComnmanbHast CETh
https://www.facebook.com 10.X.X.X 3abnokupoBan | CoruasibHas ceTh
http://pornhub.com 10.X.X.X 3abnokupoBan | [TopHorpadwus
http://worldoftanks.ru 10.X.X.X 3abnokupoBan | Komm. urpsr
http://3rm.info/?newsid=26584 | 10.x.X.X 3abmokupoBaH | -
http://upyachka.ru 10.X.X.X 3abnokupoBan | docyr

2. Tlepeuens 3anpeniéunbix u paspeménubix URL pecypcoB (biokuposka mo IP-
azpecaM pecypca)

Ip-ampec Caiit IP-ampec PesynbTar Kareropus
pecypca HoyrOyxka ¢ | OJIOKUPOBKHU
KOTOpPOTO
HPOBOUTCSI
poBepKa
(oTKpbITas
JIBO):
87.240.131.99 | vk.com 3abnokupoBan | 3abnokupoBaH | ConuanbHast
ceTh
31.13.64.97 www.facebook.com 3abnokupoBan | 3abnokuposan | ConuaiibHas
ceTh
62.240.84.135 | 3rm.info/?newsid=26584 | 3abi1okupoBaH | 3a0JIOKHPOBaH | -
185.12.241.151 | worldoftanks.ru 3abnokupoBan | 3abmoxupoBaH | Komm. urpst
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http://3rm.info/?newsid=26584
http://worldoftanks.ru/

4. IIpoBeneHne  NMPHMEMOYHBIX  HCHOBITAHMHA  KOMIIOHEHTa  YCJIyr
«MOHHMTOPUHT U 00ecneyeHue 0€30MACHOCTH CBSA3H»

- DJIEMEHT « MexceTeBoe SIKpaHUPOBaHUE»

- 3JIEMEHT « MOHUTOPUHT Ka4eCTBA MPEJOCTABISEMBIX YCIYT»

- anemeHT «3amuTta oT DDOS aTax»

1. ITpoBepka OJOKUPOBKY 3aNpeIIeHHBIX TUIIOB B3aUMOACHCTBUI 3JIEMEHTA YCIyT

«MexkceTeBoe IKpaHUPOBAHUE Y.
1.1. VYcnoBus U MOPAAOK MPOBEICHUS UCTIBITAHUI

1.1.1. B kadectBe mpOBEpKH MPOBOAMUTCS TECTHUPOBAHUE OJOKUPOBKHU
3aMpenieHHbIX TUIOB B3aUMOJEUCTBUI B COOTBETCTBUUM C HACTPOCHHBIMU

NOJIMTUKAMHU UH(POPMAIIMOHHOM 0€30MacHOCTH.

1.1.2. TpeboBaHus K CpeACTBaM WU3MEPEHUM, BCIIOMOTaTEIbHBIM YCTPOWCTBAM,
MaTepHuaIaMm:

1.1.2.1. Tlpyu  BHINOJHEHUH  HWHCTPYMEHTAJIHHOTO  KOHTPOJS  TPHUMEHSIOT
CJICYIOIIUE CPECTBA H3MEPEHUH, BCTIOMOTATEIbHBIE YCTPOHCTBA, MAaTEPHAIIBI:

- 1 mepeHocHO# KoMmIbloTep (HOYTOYK) C TaKTOBOHM 9acToTol HEe MeHee |
I[Tu, oobemom mamst He MeHee 4 ['Gaiit, Hannuuem He meHee 1 mopta Gigabit
Ethernet, nHanuunem onepannonnoit cucteMsl (manee — OC) Linux unu FreeBSD
wm MS Windows Bepcuu 7 u Boiie (qanee — Hoytoyk);

— uHTepHeT-0003peBarens Firefox, Chrome, Opera wim uX aHaIOTU
(CnytHuk, Annexc) B Bepcun He panee 2019 roxa;

- IO (yrmmura) cmd (komaHmHAs CTPOKa) YCTAHOBIICHHOE Ha Ka)JIOM

Hoyt6yxe B coctae OC

1.1.3 Jlns npoBenenusi npoBepkun HoyTOyKk HEOOXOIMMO MOIKIIOYUTH K TIOPTY
KpUIITOMAPIIPYTH3aTOpa [Ji1 OTKPBITOM CETH WM HANpsMYyIH) K KOMMYTaToOpy

JOCTYyTIA.
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ANTOpPUTM NPOBENECHUS ITPOBEPKU

—  Hacrpouts Ha HoyTtOyke [P-aapec, IP-anpec nuito3a no ymosiuaHuio U MacKy
IIOZICETH B COOTBETCTBUM C IuIaHOM IP-anpecanuu. Ilnan IP—anpecauuu u
[IapaMeTpbl IOJAKIIOYEHUS [UI1 IIPOBEACHUS IPOBEPKU IPEAOCTABIACTCSA

Ncnonnurenem 3akazyuKy Mpy MPOBEICHUH POBEPKHU.
—  3amycTuTh yTHIUTY CMd

—  Beectu komanay ping 192.168.1.1, 20e 192.168.1.1 — IP-anpec yacTHOU CETH

kiacca C (He ucnonws3zyemoii B [Tnane IP-anpecarmu C30)
— Y6enuThcs, 4TO JOCTYI K CTOPOHHEH ceTH 3a0J0KHpPOBaH.

—  3adukcupoBaTh pe3yabTaT IPOBEPKU

1.2 TlpoBepka 5>1eMEHTOB YyCIyrd «MOHHUTOPUHI KadecTBa MPEIOCTaBISEMbIX

yeiyr» u «3amura oT DDOS araky.

1.2.1. B xone okazanust Yciayru «MOHUTOPUHT M oOecriedyeHue 0e30macHOCTU
cBs3u» Mcnomuurens obecrieunBaeT okazaHue Yciayr «MOHHTOPUHI KauecTBa
IPEAOCTABISIEMBIX YCIYI» U «3amuTa oT DDoS atak» B COOTBETCTBHM € YCIOBUAMU
roCy/1IapCTBEHHOTO KOHTpaKTa B XO7i€ NpeaocTaBieHus Y cayr nocpeactsoM ECIIJL
B COOTBETCTBUU C JEHUCTBYIOIIMMHU TEXHUYECKUMU TIOJIUTHKAMH B YaCTH

obecrieueHUsI MOHUTOPUHTA M O€30ITAaCHOCTH CBSI3H.

1.2.2. JloctaTounbiMu (aKTOpaMu [JIsi TOATBEPKACHUS (aKTa OKa3aHUs yCIyT

SABJIAIOTCA .

- OTCYTCTBHC BIIMSIHUM Ha nepcaadyy AJaHHBIX, B TOM 4YHCIIC U Ha AOOCTYIIHOCTb

pecypcoB, B TOM YHCJI€ BCJIEACTBUE ocyiiecTBieHuss DDoS arak.

1.3. Pesynbrathl mpoBepku OTpas3uTh B [IpoTOKosie MpOBENECHHS TECTUPOBAHUS

Ycenyru (mpunosxkenue Ne 6 k Texauueckomy 3a7aHUIO).
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oT 3aKa3uMKa:

3amecTuTens Munncrpa

M (POBOro pa3BUTHSA, CBA3H H MAaCCOBBIX
kKoMMyHuKkanui Poceuniickoit ®@egepanuu

/M. Kum /

ot UcnostHuTE S

Crapmmnii Bune-Ilpesugent no padore ¢
KOPHOPATHBHBIM U rOCyIapCTBEHHBIM
cermenTamu ITAO «Pocresrekom»

/B.B.Epmaxkos/
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