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TEXHUYECKOE 3A/JAHUE

Ha OKa3zanue 20Cy0apCmeeHHblM U MYHUYUNATbHbBIM 00paA306amenbHbIM
OP2aAHU3AUUAM, PEAUZYIOUUM 00pa3oeamenbHvle RPOPAMMbL 00Ue20 00PA306aAHUS
U cpeoHezo npogheccuoHaIbHo20 00pazosanus (0anee — oopazoeameibHble
opzanu3zayuu), uzoupamenbHvim Komuccuam cyovekmoe Poccuiickoit @edepayuu
U meppumopuaIbHoIM U30UPAmenbHblM Komuccuam (0anee — uzdupameibHole
Komuccuu), pacnonoiceHHvlm Ha meppumopusax cydvekmos Poccuiickoii
Deoepayuu (3a ucknwuenuem Pecnyonuku Kpoim u 2. Ceeacmononsn) (¢ yuemom
nompeonocmeil yKazaHHuvlX no1b3068ameleit), yciyz no npedocmasieHuio
C UCNO1b308aAHUEM €OUHOU cemU nepeoauu OAGHHbLIX 00CmYyna
K 20Cy0apcmeeHHbIM, MYHUUUNATbHBIM, UHHIM UHDOPMAUUOHHBIM CUCHIEMAM
U K UHPOpMAUUOHHO-MEIeKOMMYHUKAUUOHHOU cemu «Unmepnem»y (Oanee — cemo
Humepnem); no nepedaue 0aHHbIX RPU OCYUWLECMEIEHUU 00CMYNA
K 20Cy0apcmeeHHbIM, MYHUWUNANbHbIM, UHbIM UHPOPMAYUOHHBIM CUCHIEMAM
u kK cemu Humepuem; no 3aujume OaHHbIX, 00padamuvléaemvix U nepeoasaemuvix npu
ocyuyecmeieHuu 00Cmyna K 20cy0apcmeeHHbiM, MyHUYURATbHbIM, UHbBIM
UHpOpMayuoOHHBIM cucmemam u K cemu Unmepnem; no odecneuenuio 02panudenus
odocmyna K ungpopmayuu, pacnpocmpanenue komopoii 6 Poccuiickoit @edepayuu
3anpeuwieno, U K uHgopmayuu, npuduHAIOUeIl 8ped 300P06bI0
u (unu) pazeumuio oemeil, cooeprcauienica ¢ cemu Hnmepnem,

07151 00PA306amMEIbHLIX OP2AHUZAUUIL; HO MOHUMOPUHZY U 0OecnedeHUI0
0e3onacnocmu céA3uU nPpU NPEOOCMasieHuu 00CMyna K 20cy0apcmeeHHbIM,
MYHUUUNATbHOIM, UHBIM UHQOPMAUUOHHBIM cucmemam u K cemu Unmepnem,
no opzanuzayuu NOOKIIOYEHUA K eOUHOU cemu nepeoaiuu OaHHbIX
00pazoeamenbHbIX OPZAHUAYUN U U3OUPAMETbHBIX KOMUCCUIL, N0 nepedaie OaHHbIX
npu ocywiecmenenuu 00cmyna K 3moi cemu
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1. TepmuHbl, onpeaeeHUs] U COKPALLCHUS.

1.1. B Kontpakrte, BKIIOYas HacTosIee TeXHUYECKoe 3amanue (namee — T3)

HCIIOJIB3YIOTCA CIICAYIOIINEC TCPMHUHLBI, OIIPCACIICHUS U COKPAICHM !

Tepmun

AS

CE

DDoS-araka

ICMP

IETF RFC

IP cets Ucnonmuurens

IP-maker

MPLS

MPLS cets UcnonauTemns

RIPE NCC

Service Desk

SLA (aumri. Service Level Agreement)

SNMP
WEB

ABapuiiHasi CUTyalys

Onpeoenenue

Autonomous System, aBToHOMHasi cucteMma, |P cerb, Haxonsmascs MoJ eJUHBIM
aJIMUHHACTPATUBHBIM  YIIPAaBICHHEM W  HMeEoNlas  eIUHYI0  TOJUTHKY
MapuIpyTU3aIi, XapaKTepu3yeTcss HOMEPOM, KOTOPBIH BbIAAETCs O(UIIMATBHBIM
HHTEpHET-perucTparopoM (Hampumep, RIPE)

Customer Edge Router, rpaHuuHOe yCTpOWCTBO B JIOKAJIbHON BBIYHUCIHTENbHON
cern C30, Oobekra LMK, ncnonszyemoe it MapmpyTu3anuy Tpaduka U3 cetu
C30, O6bekra LIUK B cers Mcnomuurens u oopatHoO

Distributed Denial of Service, pacnipenenennas araka Ha OTKa3 B 0OCTy)KUBAHUH,
Pa3HOBUIHOCTH aTaK Ha KOMIIBIOTEPHBIC CHCTEMbI M CETH CBS3H, CBSI3aHHBIC
¢ OOJIBIIMM KOJMYECTBOM 3ampocoB (B Buje |P-m1akeToB), mockUIaeMBbIX ¢ OONBIIOr0
konuyectBa |IP-anpecoB cetm MHrepHer u HampaBiieHHbIX Ha |P-ampeca
obopynosanus C30, O6nexra [TUK.

Internet Control Message Protocol - mpoTokonm MeKCEeTeBBIX YIPABISIOMINX
COOOIIEHHI

Hoxyment (Reques For Comments) paboueii rpyTImibI 10 HHXEHEPHBIM podieMam
ceru Unutepuer (Internet Engineering Task Force)

CereBas wuHppacTpykTypa McmonHutens u mpuBiekaeMblx HcnomHutenem
CyOmoApsAAYNKOB (COMCIIONHUTENEH), COCTOsMAas U3 PACHONIOKEHHBIX Ha Y3Jax
Wcnonuurens U HPHUBJICKAEMBIX Hcnonautenem CyOmonpsaI4nKoB
(coucrionHUTENCH), YCTPOMCTB, 00ECIIEUNBAIONINX B3aMMO/ICHCTBUE MO CETEBOMY
nporokony IP (cneundpukauus IETF RFC 791), mapuipyruzanuio, KOMMYTAIUIO
U 00paboTKy Tpaduka, COSAUHAIOIMX HX MaricCTpajbHBIX KAaHAJIOB W HHBIX
CPEICTB CBA3U

Maxker 3 yposus (OSI), mapuipyrusupyemoro no nporokony IP

Multi  Protocol Label Switching, TexHOMOrMsS KOMMYTAIlMd TAKETOB
C HCIIOJIb30BAHUEM METOK

Ioctpoennass mo texHomoruun MPLS cereBast unbpactpykTypa WcmomHurens
U TpuBiekaeMbIx  VcnomHuTeneM — CyOMOApSAYMKOB  (COMCIOIHHTENEH),
BKJTFOYAIOIIAst OTIOpHBIE MapiipyTu3aTopsl (P), rpanndssie Mapinpytuzatopsl (PE),
COCIHMHSIONINE X MarHCTpaIbHbIe KaHAJIBl H HHBIE CPEACTBA CBSI3H

Pernonanehsiii EBponeiickuii Peructpatop MHTepHeT agpecos

Cucrema perucTpaniy OOpaIlleHWH, YIPABICHUS W PEIICHUS HWHIMICHTOB/
3arpocoB

Cornanrenne 00 ypoBHE MPEAOCTAaBICHHS YCIYTr — (DOPMaJIBHBIN JOTOBOP MEXIY
3akazunkoM ® VcmomHWTeneM, copepXKalmMii TpaBa W OOS3aHHOCTH CTOPOH,
a TaKXe COTIACOBAHHBIA ypOBEHb KauecTBa MPEIOCTABICHHS JAHHOH yCIIyT

Simple Network Management Protocol, poTtokoi cereBoro yrpasieHust

Bcemupras mayruna — (arria. World Wide Web) — pacnpenenennast cucrema,
[PENOCTABNAOIAS  JOCTYI K  CBS3aHHBIM ~ MEXIy COOOM  JOKYyMEHTaMm,
PACIIONOKEHHBIM Ha Pa3IMYHBIX KOMITBIOTEPAX, TOAKIIOYEHHBIX K ceTn MHTepHeT

Henoctynaocts ycayr  Hcnonnutens, BBI3BAHHAs  HEUCIPABHOCTBIO
000pyIOBaHUs, CETH, WH)XEHEPHBIX CHCTEM M HH(PACTpyKTypsl McromHnTemns
WY TIpUBJIEKaeMBbIX VcronHuTeneM cyOnoapsTunKoB (COUCTIONHATENEH), BKITIOYAst
HECaHKIIMOHNPOBAaHHbIE HEOIArONPHUATHBIE BO3/ICHCTBHS HA YKa3aHHBIE 00HEKTHI


http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Tepmun

APM

Bapuanms 3aepxku

Bnanenen UC

Buemnue IPv4 anpeca

BpemenHsIii OernbIii CIMCOK

Bpewms peaxiyu

BOJIC
BUYC

['ocynapcTBeHHBIH 3aKa3uuK - 3aKa34uK

HocrynHocTh yciayru

ECHA

ECIIJ

3anmepixkka

3asBKa

Wnas rexHomorus

Onpeoenenue

ABTOMaTH3MpPOBAHHOE pabouee MECTO

Jitter, OTKJIOHCHHE OT CPEAHCTO 3HAYCHHA BPCMCHU HNPOXOKIACHUSA IP-mmakeToB
0 Y4aCTKY U3MCPCHUA OT nepe/:[afomeﬁ CTOPOHBI K HpHeMHOﬁ CTOpPOHE

POUB, ®ONB, C30, Biaxecromuii perHOHAIBHOW W/WiIH  (enepaabHON
MH(OPMALIMOHHOH CHCTEMOM

Buemnaue (myonuunsie) IP agpeca u3 3apeructpupoBanHoro B 6ase maHaeix RIPE
NCC IP agpecor 4 Bepcuu npotokoina IP

Hepeqem, peCcypcoB B CCTU HHTepHeT, JOCTyII K KOTOPBIM pa3pCuicH
o 3amnpocam HOTpe6HTeJ’Ieﬁ U YIIOJIHOMOUYCHHBIX TOCYAAapCTBCHHLIX OPraHOB
B TCUCHUEC ONPCACICHHOI'O MPOMEKYTKAa BPEMEHHN

Cpok, B TedeHHE KOTOpOro KcmomHuTen b 00sI3yeTcsl MPUCTYIHTh K paboTe
Hal TpobieMol, oOo3HaueHHOH B 3ampoce [lomywarenss o0 WHUMAEHTE,
ompeneneHHbIi SLA

BonokoHHO-onTHYECKAS JIMHUS CBA3U

Bupryanshnas yacthas cetb C30, O0bekra LIUK, moctpoennas na 6aze MPLS cetu
Hcnonuurens )51 MPUBJICKACMBIX Hcnonuurenem Cy6HO}]pﬂ)]'—II/IKOB
(coucnionHuTeNeH), MyTeM OpraHU3alMi BUPTYAJIbHBIX KaHAJIOB MEXIY MMOpTaMH
Ha y3Jax jnocrymna cetu Mcnonnurens, k koropbim noakitoueH C30, Oowext LUK,
u olecreunBaromas mnepeqadyy pasiu4yHbIX TUIIOB TpaduKa C TrapaHTUed
IapaMeTpoB KauecTBa.

MuHucTepcTBO  1IMPPOBOTO
Poccuiickoit @eaeparym.

Pa3sBUTUA )51 MaCCOBBIX KOMMyHI/IKaLH/Iﬁ

OTHomeHne BpeMEHH HAaXOXKACHHUS OKa3bIBAEMBIX YCIYr B paboueM COCTOSHUM
K 0011eld MPOJOJKUTEIBHOCTH MHTEpBaa HaOJII0IeHHS, BEIPAXKEHHOE B IIPOLICHTAX
(mocTYymHOCTB 32 OTYETHBIN MEPHON).

@enepanpHas rocyaapcTBeHHas uHbopMmanuoHHas cuctema «EmuHas cucrema
uieHTUpUKAMK W ayTeHTHduKanuu B HHpacTpyKType, obecreduBaromieit
MH(POPMALMOHHO-TEXHOJOTHYESCKOES B3aUMOACHCTBIE MH(POPMALMOHHBIX CHCTEM,
UCIOJIb3YeMBIX ULl IPEIOCTABICHHUS TOCYIaPCTBEHHBIX U MyHHUIMIATIBHBIX YCIyT
B anektpoHHoit ¢opme» (ECUA) — wundopmanuonHas cucrema Poccuiickoi
@enepanun, obecreynBamOIas —CAHKIHOHUPOBAHHBIH  JOCTYI — yYaCTHHKOB
HUH(POPMAIIMOHHOTO B3aUMOACHCTBHS (TpaXkaaH-3asIBUTENCH U TODKHOCTHBIX JIHII
OpraHOB  HWCIONHMTENBHONM  Brmactd) K  uHpopMmamum,  comepkamieiics
B TOCYIApCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMaX W HHBIX HH()OPMAIHOHHBIX
cucTeMax

Bupryansnas uactHas ceth (cetn) McmomHmrens, obecriednBaromiasi IOCTYI
COLMANIbHO-3HAYUMBIX OOBEKTOB K HH()OPMAIIMOHHBIM CHCTEMaM M K CETH
WHtepHer, a Takke Iepenady HaHHBIX NPH  TPEJOCTABICHHHM JOCTYyIa
K MHpOPMAIMOHHBIM cHUCTeMaM U K ceTn VHTepHeT; obecnedmBaromas AOCTYI
LentpanpHoii M30UpaTenbHON KOMHCCHH, W30MpATEIbHBIX KOMHUCCHHA CyOBEKTOB
Poccuiickoit @enepanuyi W TEPPUTOPHATBHBIX M30MPATENBHBIX  KOMHCCHI
K HH(pOpPMaNMOHHBIM CHCTEMaM U K ceTd MHTepHeT.

One-way delay, Bpemst mpoxoskaenusi |P-rtakeToB M0 y4acTKy M3MEpPEHHS B OXHY
CTOPOHY (OT MepeAArOIIeH CTOPOHBI K MPHEeMHOH). OTIpeensieTcst CoraacoBaHHBIMHU
c [TorpebuTtenem MeToaMH H IPU HEOOXOMUMOCTH PaCcCUUTHIBACTCS KaK TOJIOBHHA
BPEMEHHOI'0 HHTEpBalia MKy MOMEHTOM OTIIPABJICHUS COOOIICHHS «3aIIPOC IX0»
nepeaaroleil CTOPOHOH M MOMEHTOM IIONYYeHHUsS] COOOLICHHS «OTKIHK JXO0»
ot npuemuoii cropons! (PING mporokora ICMP).

Hamnexarmum o6pazom opopmireHroe mo popme ([Ipunoxenne Nel) obpamienne
3aka3unka K VICTIOTHHUTENO ¢ YKa3aHHEM JaT U MepevHsI 00BEKTOB, U KOTOPBIX
HE00XOIUMO OKa3bIBAaTh Y CIIYTU CBSI3H.
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TexHOTOrMM JTUHUH CBSA3H, OTIWYHEIE OT TEXHOJOTHIl BOJIOKOHHO-ONTHYECKOMI
CBS3M U CIYTHHKOBOW TeXHOJOruW. Vcmonp3yercss B ciaydae HEBO3MOXKHOCTH
ucnonb3oBanus BOJIC ¢ obecnieueHreM HauOOMBINEH CKOPOCTH TTOIKITFOUCHHS.

locynapcTBeHHasi, pervoHajbHAs, MYHHUIUIIATbHAS W WHas WHGOPMAIMOHHASL
CUCTeMa, KJIacC KPUMTO3alIUTHl KOTOPOW COOTBETCTBYET Kiaccy 3amutel ECIT/,
K KOTOpPOH TNpenoCTaBIIsIeTCsl JOCTYI C MCIOJIb30BAHUEM E€AMHOW CEeTH Nepeaayuu
naHHbIx Mcnonnurens.

OmnepaTop cBs3H, C KOTOPBIM 3aKItoUYeH [ 0CymapcTBEHHBIN KOHTPAKT Ha OKa3aHUE
VYenyr cBsizu

Kanan cBszu ot C30, O6bekra LIUK no Touku npucoenunenus ECI1]

HaGop TpeboBanmii K OSKCIUTyaTallMOHHBIM TapamerpaM, COOI0IaeMbIM
HcnonHuTeeEM TpH Tepefade M0 CETH MPUMEHHUTENBHO KO BceM |P-makeram,
MPUHAISKAIITAM JaHHOMY THITY

['ocynapcTBEHHBIN KOHTPAKT Ha OKa3aHWE IOCYAapCTBEHHBIM M MYHHUIIUINAIBHBIM
00pa3oBaTeIbHBIM OpraHH3alMsIM, PEaTH3YIOUIMM 00pa3oBaTeIbHBIE MPOrPaMMbl
obmiero  oOpa3oBaHMsS W CpPemHEro  MPO(EeCCHOHAIBLHOIO  00pa30BaHUS
(manee — oOpa3oBaTeNbHbIE OPraHNU3aI|N), U30UPATETHHBIM KOMUCCHSIM CYOBEKTOB
Poccuiickoit @enepannu v TEppUTOPUANIEHBIM N30MpaTeNIbHBIM KOMUCCHUSIM (1ajiee
— u30MpareNbHble KOMHCCHH), PACIOJIOKEHHBIM Ha TEPPUTOPHUIX CYyOBEKTOB
Poccuiickoit @eneparmu (3a uckimouennem Pecyonuku Kpeim u r. CeBacromnons)
(c yueroM motpeOHOCTEW yKa3aHHBIX MOJIb30BATENEH), YCIYT MO NPEI0CTABICHUIO
C UCIIOJIb30BAHUEM ellHHOﬁ CE€THU IMepeaavr JaHHBIX NOCTYIIa K roOCyaAapCTBEHHBIM,

MYHUIUIIAJIbHBIM,
WHBIM UH(POPMALOHHBIM cucTeMam u K HUH(OPMaMOHHO-
TENEKOMM yHUKAaLlUOHHON CeTH «nTepHeT»

(manee — cerp MHTepHeT); Mo mepepade AAaHHBIX MPU OCYILECTBIEHHM IOCTYyIa
K TOCYyHapCTBEHHBIM, MYHHIMIAIbHBIM, HHBIM HH(OPMAIMOHHBIM CHCTEMaM
U K cetn MHTepHeT; mo 3amure JaHHBIX, 00pabaThlBacMBIX M IEpelaBaeMbIX
IpU OCYILECTBIEHMM [JOCTyNa K TOCYJapCTBEHHBIM, MYHMIUIAIbHBIM, HHBIM
MH(POPMALMOHHBIM CHCTEMaM M K ceTd MHTepHeT; 10 00eCreueHnIo OrpaHny eHus
JOCTyna K WH(opMaluM , pacnpocTpaHeHue KoTopoil B Poccuiickoit deneparmn
3ampemieHo, W K WHpOpMAanuW, [pUYUHAIONIEH  Bped  3IOPOBBIO
u  (WIM)  pa3BUTHIO  JIETeH, comep:kamieiics B cetu  UutepHer,
s 00pa3oBaTelbHBIX OpraHM3aldi; 110 MOHUTOPHHTY M OOECIIEUCHUIO
0e30MacHOCTH CBSI3M IIPH TPENOCTABICHUH JAOCTylla K TIOCYJapCTBEHHBIM,
MYHULIIMOAJIBHBIM, WHBIM HH(OPMALIOHHBIM CHCTeMaM M K ceTH VIHTepHerT;
IO OpraHM3alMd MOJKIIOYEHHs K ©IUHOM CceTH Mepefadyd  JaHHbBIX
00pa3oBaTeNbHBIX OpraHM3alMii W H30MpATeNbHBIX KOMHCCHH, IO Iepenade
JAHHBIX TIPU OCYIIIECTBIICHUH JOCTYIA K ATOH CETH

Cocrasisromast Y CIyr CBSI3H, ONPENENonas OHy U3 OCHOBHBIX MOTPeOHOCTEH,
YIIOBJIETBOPSIEMBIX C TIOMOIIBIO0 OKA3bIBAEMBIX Y CIIyT

Kommutekc cpencTs aBToMaTH3auu

[TapameTp, BBIpaXKaromuil BEPOSITHOCTH TOr0, YTO Todka mpucoenuuHenns ECIIJ]
OKa)XETCsI B PabOTOCIIOCOOHOM COCTOSHHM B IPOW3BOJBHBIM MOMEHT BpPEMEHH,
KpOME TIaHUPYEMBIX TEPHOOB, B TEUCHHE KOTOPHIX MPEIOCTABICHHE CEPBUCOB
HE MpeaycMaTpUBaeTCs

MaxkcumanbHas noreps IIaKCTOB — OTHOIIICHHUEC 06H.[CFO KOJIM4YCCTBa
HCOOCTABJICHHBIX IIAKCTOB K O6H.IeMy KOJIMYECTBY TMEPECHAHHBIX IIAKETOB,
BbIpaxa€Mas B IIPOLCHTAX IMOTEPAHHBIX ITAKETOB

KonrentHas ¢punbTpanus

[epconanbras crpanna s [lorpeOuTens, opraHn3oBaHHAs Ha pecypce caiTa
HcnonauTens, 10cTym Ha KOTOpYIO ocymmecTsisiercs yepe3s ECHA

MesxceteBoe OKpaHUPOBAHUC
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WuTepuer-Tpaduk, moctymarommii Ha obopymoBanme C30, O6bekra I[UK,
HAIMYHEe KOTOPOTO MOXKET OBITh o0ycioBieHo Hamuuuem DDo0S-arakw,
00 NPYrUMU HeKenaTeNbHbIMU 17151 [loTpeduTens dpakTopamu

locynapcTBeHHass WM MYHHIMIANbHAs — 0o0pa3oBaTelbHAs — OpraHH3aIlHs,
peammsyromasi mporpamMmbl  o0mero  oOpazoBaHusT W (WIM)  CpPEIHETo
podecCHOHATBHOT0 00pa30BaHuUsL

COBOKyHHOCTL TCXHHUYCCKUX CPEACTB, CPCIACTB BBIUMCIIMTEIILHON TEXHUKU
U MporpaMMHOro o6ecnequI/m, PACIIOIOKCHHBIX IO OJHOMY aJIpeCy

Lentpanbnas n3ouparenbHas KOMUCCHSL Poccuiickoii Denepanun
wim  n3buparenbHble  KomuccuH — cyObekta  Poccuiickolt  ®enepaumu
WY TepPUTOpHAIIbHBIE N30UPATENbHbIE KOMUCCHH.

Hepnoa BPEMCHH OKa3aHUs chyr CBA3U, IO OKOHYAHUHN KOTOPOr'o MpOnU3BOAUTCA
caavda-mpueMKa yCJ'IyT CBA3U U HUX OIlJIaTa

OmnepaTop CBsI3M, OKa3bIBAIOUIMI YCIYry IO KOMIIOHEHTY <«3aliTa JaHHBIX)»
Ha yvyactke oT C30 no Touku mpucoenunenuss ECIIJ] Ha MOMEHT HCHOTHEHUS
Konrpakra

dopmatupoBaHHbIil  Oiok  WH(pOpManuK, mepeqaBaeMblii [0 CETH  CBSI3H,
(hyHKIIMOHUPYIOLIEH TOCPEICTBOM TEXHOJIIOTHH KOMMYTAIIUH TTaKETOB

[Tepenaua naHHBIX
[Mone3oBarens Ycnyr cBszu winn ee Kommnonentos Ha C30, Oowexte LIUK.
Jlornueckuii unTepdeiic BUC [Morpedutens Ha y3max nocryma cetu Mcnonnurens

Ilepeuens pecypcoB B certn MHTepHET, IOCTYyl K KOTOPHIM pa3pelieH
no 3ampocam [lorpeOureneil M yIOTHOMOYEHHBIX TOCYIApCTBEHHBIX OPraHOB
Ha TOCTOSIHHOM OCHOBE

PykoBomurens coLManbHO 3HAYMMOrO O0BEKTa, B HHTEPECax KOTOPOro
HcronHuTenb OKa3blBaeT YCIYTM B COOTBETCTBUM C [ OCyAapCTBEHHBIM
KOHTPaKTOM, WIHM JIMIO, YHIOJHOMOYEHHOE B YCTAHOBJICHHOM IOpPSJKE
Ha B3auMoJelcTBYE ¢ MconHUTENeM Ipy OKa3aHuuU Y CIIyT.

PyxoBogurens obwrexta LIMK, B mHTepecax koroporo McHomHUTENns OKa3bIBaeT
YCIYTM B COOTBETCTBUM € [ 'OCYyJapCTBEHHBIM KOHTPAKTOM, WIH JIHIO,
YIIOTHOMOYEHHOE B YCTaHOBJICHHOM  MOpsAAKE  Ha  B3aUMOJEHCTBHE
¢ cnonnurenem npu oKa3aHuu Y CIIYT CBS3U.

IP packet loss ratio, oTHOIIEHIE pa3HOCTH KOIMYECTBA OTIIPABICHHBIX B KOHEUHYIO
TOYKY y4JacTka m3MepeHus |P-makeToB m KomudecTBa MPUHATHIX B 3TOH Touke |P-
MIAKETOB, K KOJNYECTBY OTHPABIICHHBIX B KOHEUHYIO TOUKY |P-makeroB

PernonanpHbli Oprad UCIOIHUTEIBHON BIACTH
HHudopmannoHHO-TeIeKOMMyHUKAalMOHHAs ceTh «IHTEpHET»
O6pa3zoBatenbHas OpraHU3aIHA.

CpencrBa kpunrorpaduieckoi 3amuTel nHGopManuu

Opranmsyemas 3aka3duWkoM CIIyx0a TexHmdeckod momaepxku I[lorpedurens,
KOTOpasi OCYIIECTBISET KOHTPONIb OKa3aHWs YCIYr CBSI3M IO OOpaIieHusM
[Morpebureneit wnm 3aka3duWka B COOTBETCTBHH C PerimamMeHTOM TeXHHYECKOM
TIOA/ICPKKH TIPH OKAa3aHUH Y CIIyT

Cucrema MEKBEAOMCTBEHHOI'O SJIEKTPOHHOI'O B3aUMOJICHCTBHSI

CHCTEMBI TEXHHYECKUX CpCaACTB Jid obecrieueHust (1)yHKHI/II\/'I OIICPATUBHO-
PO3BICKHBIX MepOHpI/ISITI/Iﬁ
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Onpeoenenue

OHI/IH U3 BHJOB KOCMUYECKOM pagnuoCBA3U, OCHOBAHHBI Ha WCIIOIL30BAHUH
B Ka4uCCTBC PETPAHCIATOPOB UCKYCCTBCHHBIX CITYTHUKOB 3emu -
CIICOHAJIM3UPOBAHHBIX CITYTHHUKOB CBS3U

CeTb CBsI3H 06H16F0 II0JIb30BaHUA

H’pI/IBHaK COCTOsSHUA O6’beKTa, IIpru KOTOPOM HcnonHuTens HE MOXET OKa3aTh
yCJ'IyTI/I CBA3U B COOTBETCTBHU C YCIIOBUAMU KOHTpaKTa

TeppuropuanbsHasi eAMHUIIA BepXHEro ypoBHA B Poccuiickoit Peneparyu.
Hacrosimee TexHMueckoe 3ajaHue

CpeJICTBa CBA3HU, BXOAAIIHME B COCTaB CCTU DJICKTPOCBA3U I/ICHOJ’IHI/ITGJ’IH,
C MOMOMIBIO KOTOPBIX OCYHICCTBIACTCA NOAKIIOYCHHUE U JOCTYIL C30, O6’LGKTOB
UK k ECITJT

COBOKyHHOCTL |P-HaKeTOB, MNEPCAaHHbIX MO CCTU NEpEAaUn TaHHBIX

Oxazanue Hcnonnutenem VYeunyr cBszu jqii C30 u  OObekroB LUK,
pacrloloKeHHBIM ~ Ha  TeppuTopusix cyObektoB  Poccuiickoit  ®eneparmn
(3a uckimouenunem Pecyonuku Kpbim u r. CeBacronorns) 1o:

mepefade JaHHBIX TPU  OCYHIECTBICHHH JOCTyNa K TOCYJapCTBEHHBIM,
MYHHIUNAJIbHBIM, WHBIM HWH()OPMAlMOHHBIM CHCTEeMaM W K ceTd VHTepHer
(Kommonent Ycnyru cBs3u «Ilepenada TaHHBIX») B COCTaBe YCIYT:

Mo  3aliuTe  JaHHbIX, o0palaThiBaeMbIX U  MeEpeaBaeMbIX
NpPU OCYILECTBICHHH JOCTYNA K TOCYIAPCTBEHHBIM, MYHHIIMIIATIBHBIM,
UHBIM WH(pOpMaLMOHHBIM cucTteMaM U K cetd Wutepher (KommnoneHT
«3amuTa TaHHBIX»);

N0  OOECIICYEHHIO  OrpaHMYeHHS  JOCTyma K HH(pOpMAauud,
pacnpoctpaHenue koropod B Poccuiickoid @enepanuu 3anpeuicHo,
¥ K uHpOpManMy, NPUYMHSIIOWEH Bpex 3J0pOBbIO U (WIH) Pa3BHTHIO
Jereit, comepxkamieiics B cetn IHTepHeT Ui 00pa3oBaTENbHBIX
opranmzaiuii (Kommonent «OrpanuueHne qocTyna K MHGOPMALU»);

MO0  MOHHMTOPUHTY M  oOOeclieueHHI0  O€30IIacCHOCTH  CBSI3H
NPU TPETOCTABICHUH JIOCTYMAa K TOCYAapCTBEHHBIM, MYHHIIUITATBHBIM,
UHBIM WH(pOpMaMOHHBIM cucTteMaM u K cetd Wutepuer (KommnoneHT
«MonuTopuHr 1 obecriedeHre 0e30MacHOCTH CBSI3N);

1o mpenocTaBieHuo ¢ ucnonb3zoBanueM ECIIJ ngoctyma k rocynapCTBEHHBIM,
MYHHIHIIAIBHBIM, MHBIM HH(QOPMALMOHHEIM CHCTEMaM M K MH(OPMALHOHHO -
TenekoMMyHuKannoHHOH cetn  «MuTeprer» (Kommonent «llpemocraBienue
JOCTYTIa).

Oxazanne MHcnomaurtenmem VYcemyr cBsasu gt C30 u  O6wekroB LUK,
PACTIONIOKEHHBIX Ha  TeppuTopwsix cyobekroB Poccuiickoit  ®enepammu
(3a uckimouennem Pecriyomuku Kpeim 1 r. CeBacTomnosnst) mo:

opranm3arn nogkroueHus kK ECIT (KommonenT «Opraam3arnms kaHana L2y);

repenade qanHbIX npu ocymectsieHnu nocrymna Kk ECIT (Komnonert «Ilepemaua
JMaHHbIX L2»)

®denepalibHbI OpraH UCIIOIHUTEIbHON BIACTH
OenepanpHas ciryx6a 6e3omacHoctr Poccuiickoit denepanuu
HentpanbHas m3buparenpHas komuccus Poccuiickort @eneparmm

Hentp 06paboTKH 1 XpaHEHUS TaHHBIX


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8
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Tepmun Onpeodenenue

UepHsblil cricok [epeuens pecypcos B cet IHTEpHET, TOCTYII K KOTOPHIM 3a0JIOKUPOBaH Ha ypOBHE
K® 1o 3armpocam [lorpeduteneii 1 yrmoIHOMOUYSHHBIX TOCY/IapCTBEHHBIX OPTaHOB

2. O0ume cBeaeHu.

2.1. OcHoBaHus oka3zaHusd Y CIyT CBI3H.

2.1.1. lloctanoBnenue IlpaBurensctBa P® ot 15 ampens 2014 r. Ne 313
«O0  yTBepXKIEHHWU TOCYJApCTBEHHOW mporpammbl  Poccuiickoit ~ Deneparnuu
«nadopmaninoHHOE 00IIECTBOY;

2.1.2. llonnyskT «O» nynkra 2 Ilepeuyns mopyuenuit no peanusanuu [locnanus
[Ipesunenta Poccuiickoit ®enepauun DenepansHomy CoOpanuto Poccuiickoii
@Oenepauuu ot 26 ¢espasis 2019 r. Ne TIp-294 mno Bompocy NOIKIIOUECHUS
o011e00pa3oBaTeNbHBIX OpraHu3aIui kK ceTu HTepHerT.

2.1.3. TlonnynkTt «B» myHkra 1 IlepeuHs mopydeHU 1O UTOTaM COBELIAHUS
[Ipesunenra Poccuiickori ®enepanun ¢  uneHamu [IpaButensctBa Pocculickoi
Oeneparun ot 23 ampens 2021 r. Ne [Ip-676 o mpuHATHM TOMOJHHUTEIBHBIX MeEp,
HAIIPaBJICHHBIX Ha HEAOIMYUIEHUE CIIy4acB HEONPABAAHHOTO 3aBBILIEHUS CTOMMOCTH
YCIIYT 10 MOAKJIIOYEHHUI0 00111e00pa30BaTebHbIX OpPraHu3alil K BBICOKOCKOPOCTHOMY
HNuTepHery;

2.1.4. Pactiopskenust [IpaButensctBa Poccuiickoit ®denepanmu ot 28 wurons
2017 r. Ne 1632-p «O0 yrBepxkaenun nporpammsel «ludposas sxonomuka Poccuiickoii
denepanumny;

2.1.5. ®enepanbHbIit MPOEKT «MupopmanmonHas UHGPACTPYKTYypa»
HanmoHabHOTO Tporpamma  «l{udpoBas sxoHommka Poccuiickoit dDenepanuny,
YTBEPKIEHHBI MPOTOKOJIOM 3acefaHusl MpEe3UJnuyMa MPaBUTEIbCTBEHHOW KOMHUCCHUH
Mo 1U(GPOBOMY Pa3BUTHIO, WCIIONH30BAHUIO ITUGPOBBIX TEXHOJOTUN JISl YIIYUIICHHS
KayeCcTBa JKU3HU U YCIOBUM BEICHUS MPEANPUHUMATEIBCKON EATEIBbHOCTH OT 06 mas
2019 1. Ne 8.

2.1.6. [lomoxenne o MunHCcTEpcTBE MUGPOBOTO PA3BUTHSI, CBSI3U U MACCOBBIX
KomMMyHukauui  Poccuiickont =~ @enepainuu, — YyTBEPKICHHOE  MOCTAHOBJICHHUEM

[TpaButenscTBa Poccuiickoit @enepanuu ot 02 utons 2008 r. Ne 418 «O MunucrepcTse
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1M(pPOBOro pa3BUTHS, CBA3U U MAacCOBBIX KOMMyHUKauuii Poccuiickoit deneparumy».
2.1.7. Oka3zanue Yciayr cBA3M JOIKHO COOTBETCTBOBATH:

—  ®enepansaomy 3akony oT 07 uronst 2003 r. Ne 126-D3 «O cBsizuy;

—  ®enepanbHoMy 3akoHy OT 27 utoist 2006 r. Ne 149-03 «O06 unpopmanmu,
MH()OPMAIIMOHHBIX TEXHOJIOTUAX U O 3aluTe UHGOPMAIIUNY,

—  @enepanibHOMYy 3akoHY OT 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
JTAHHBIXY;

—  ®enepanbHoMy 3akoHy oT 06 Mapta 2006 r. Ne 35-D3 «O npoTuBOACUCTBUM
TEPPOPUZMY»;

—  ®enepanbHoMy 3akoHy OT 26 wuroist 2017 r. No 187-®3 «O 6Ge3zomacHoCTH
KpUTHYECKON MHPpopMalmoHHON nHGpacTpyKkTypbl Poccuiickoit @enepanuu»;

—  ®enpepanbHoMy 3akoHy oT 29 nexadpst 2010 r. No 436-D3 «O 3amute aeteit
oT uHdoOpMaIuU, TPUIUHSIONICH Bpe UX 3/J0POBBIO U PA3BUTHION;

—  Vkagy [Ipe3uaenta PO ot 6 mapta 1997 r. Ne 188 «O06 yTBepKaeHnU repedHs
CBeJIeHUH KOH(MUIECHIIMATBLHOTO XapaKkTepay;

—  Tlocranornenuto IIpaButensctBa P® ot 31 nexabps 2021 Ne 2606
"O06 yrBepknenun [IpaBui okazaHus YCIyT CBSI3M 10 Tiepeade JaHHbIX";

—  Ilocranopnenuto IlIpaButensctBa P® ot 31 gexabps 2021 Ne 2607
"O06 yrBepxknenuu [IpaBui okazaHus TeIeMaTHICCKUX YCIYT CBSI3H'",

— [TocranoBnenuto IlpaButenbcTtBa Poccuiickoit ®Penmeparuu ot 30 aexabps
2020 1. Ne 2385 «O nuIeH3UPOBAHUN JCATCIIBHOCTH B O0JACTH OKa3aHUS YCIYT CBSI3U
W TPU3HAHUHA YTPATUBIIMMHU CHIY HEKOTOpPbIX akToB IIpaBurenscTBa Poccuiickon
denepanuny;

—  ITlocranoenennto IlpaButrensctBa P® ot 27 asrycra 2005 1. Ne 538
«O06 ytBepxknenun [IpaBuil B3aMMOJCHCTBHS OINEPATOPOB CBSA3H C YIIOJTHOMOYCHHBIMU
roCy/1IapCTBEHHbIMU OpraHamu, OCYLIECTBIISIOIINMHU OIEePaTUBHO-PO3BICKHYIO
JESITENIbHOCTB;

—  Ilpukazy Munuudpst Poccuu ot 18 despans 2022 N 132 "OO6 yTBepkaeHUU

TpeOGoBaHuMii K MOPSAAKY BBOAA CETEH CBSA3U B SKCIUTyaTaIlio";


http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
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—  IIpuxazy ®Cb Poccuu ot 10 utons 2014 r. Ne 378 «O6 yrBepxaenun Cocrasa

U COJEP’KaHUs OPraHU3ALMOHHBIX U TEXHUYECKUX MEp MO 00eCIeYeHNI0 0€30MacCHOCTH
NEPCOHANBHBIX JaHHBIX NpH HUX O00paboTKe B HMHPOPMALMOHHBIX CHUCTEMAX
MEPCOHANBHBIX JAHHBIX C HCIOJb30BAHUEM CPEICTB KPUOTOrPAPUUECKON 3allUThl
uH(popmali, HEOOXOAMMBIX Jisi BBINOJHEHUS YCTaHOBIEHHBbIX [IpaBuTENBCTBOM
Poccuiickoit denepannu TpeOOBaHUN K 3alllUTE MEPCOHAIBHBIX JTAHHBIX IS KaXXIO0TO
U3 YPOBHEH 3aILMILIEHHOCTHY;

—  Ilpuka3zy MuHucTepcTBa CBSI3U M MacCOBBIX KOMMYHuKauuid PO ot 16 ampens
2014 1. Ne 83 «OO0 yrBepxknenuun IlpaBun mnpuMeHeHUs OOOPYAOBAHUS CHUCTEM
KOMMYTAIlM{, BKJIIOYash NporpaMMHOe oOecreueHue, 00eCreurBalolero BbIMOJIHEHUE
YCTaHOBJICHHBIX JIEWCTBUWA MpU MPOBEICHUU OMNEPATUBHO-PO3BICKHBIX MEPONPUSATHUH.
Yacrs I11. [IpaBuna npumeHeHns 000pyA0BaHUS KOMMYTAIIMM U MapIIPYTU3AIUHU TTAKETOB
uHpOpMalMi CceTe Tmepelaud JaHHBIX, BKIIOYas TMPOTrpaMMHOE OOecTeYeHHe,
00€CTIeYnBAIOIIETO BHIIOJHEHUE YCTAHOBICHHBIX ICUCTBUH MTPH MIPOBEICHUU ONIEPATHBHO-
PO3BICKHBIX MEPOTIPUSATUII»;

—  Ilpukazy MuHuctepcTBa CBA3M U MacCOBbIX KOMMYyHUKalmii PD ot 16 stHBaps
2008 . No 6 «O0 yTBep)KIeHUM TPEOOBAHHUM K CETSAM AJIECKTPOCBS3U JJISI MPOBEICHUS
OTIEPATHBHO-PO3BICKHBIX MeponpusiTii Yacts 1. OOmue TpedoBaHus»;

—  TpeboBanusaM K MOJKIIOYSHUIO M JOCTYITY, BKJIFOYas TpeOOBaHMS K Tepeade
JAHHBIX, TOCYIApPCTBEHHBIX M MYHUILMIAIBHBIX OOpa30BaTENbHBIX OpTaHU3AIN,
peaTM3YIOIIKUX TPOrpaMMbl OOILIETO W CpeAHEero NpoecCHOHATBHOTO 00pa30BaHMUA,
n30MpaTeNbHBIX KOMHCCUE CyObekToB Poccuiickoit deneparum ¥ TeppUTOPHUATBHBIX
M30MpaTeNIbHBIX KOMUCCUHM K €IMHOM CeTH Nepe/laur JaHHbIX, YTBEPKIECHHBIM MIPUKA30M
Munmudper Poccum Ne 417, Munmnpocsemierns Poccun ot 30 ampenst 2021 r. Ne 221
«O0 yTBep)KIeHMU TpPeOOBaHUI K MOJIKIIOUEHHIO M JOCTYIY, BKJIIOYas TpeOOBaHUS
K [epefadye JaHHbIX, TOCYJapCTBEHHBIX M MYHHUIMUNAIBHBIX O00pa30BaTEIbHBIX
OpraHu3alyil, peaTu3yIIINUX IPOrpaMMbl OOLIEr0 M CPEIHEro MNpo(hecCHOHATBHOIO
oOpa3zoBaHMsi, U30MpaTeIbHBIX KOMHUCCHUH CyOBekTOB Poccmiickoit ~ deneparuun

U TEPPUTOPHUATIBHBIX N30MPATEIHHBIX KOMUCCHM K €TUHON CETH Mepeauu TaHHbIX»;
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— Texunyeckum HopmaM B cooTBeTcTBUU C «PJI 45.129-2000. PykoBonsiuit
JOKYMEHT OTpaciu. TeleMaTUdecKue CIIykKObl», YTBEPKIACHHBIM MPUKa30M MUHCBS3U
Poccun ot 23 uronst 2001 r. Ne 175 «O0 yTBepxkneHnn PykoBosIIero 10KyMeHTa OTpacin
"TenemaTuyeckue CIyx ObI»;

—  Hammonansnomy crannapty PO I'OCT P 59853-2021 «HMudopmarmonHbie
TexHosioruu.  KomIiekc  cTaHIapTOB  Ha  aBTOMATHU3UPOBAHHBIC  CUCTEMBL.
ABTOMaTHU3UPOBAHHBIC CUCTEMBI. T€pMUHBI U OTIPEICTICHUSIY;

—  MexrocynapctBennomy ctanaapty 'OCT 34.201-2020 «Mudopmanmonnsie
TexHoJioruu. KOMIUIeKC CTaHAapTOB Ha AaBTOMATU3UPOBAHHBIE CHUCTEMBI. Buuasl,
KOMIUIEKTHOCTh U OO0O3HAauCHHE JOKYMEHTOB IMPU CO3JaHUU aBTOMATHU3UPOBAHHBIX
CUCTEM;

—  TOCT 34.601-90 «MudopmanmonHass texHosiorus. KoMmriekc cTaHIapToB
HAa AaBTOMATU3UPOBAHHBIE CHCTEMBbI. ABTOMATH3UpOBaHHbIE cucTeMbl. Craauu
CO3aHU;

—  MexrocynapcrBenHoMy ctanaapty 'OCT 34.602-2020 «MudpopmarnmoHHbie
TexHojoruu. KoMiuieke craniapToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMBI. TE€XHHUYECKOE
3aJlaHKe Ha CO3/IJaHMEe aBTOMATH3UPOBAHHOMN CHCTEMBI»;

—  Hammonansuomy cranmapty PO I'OCT P 59792-2021 «HudopmamnmonHbie
TexHojoruu. KomIeke cTaHgapToB Ha aBTOMATU3UPOBAHHBIE CHCTEMbL. Buibl
UCIIBITAHUM aBTOMATHU3UPOBAHHBIX CUCTEM;

— T'OCT 27049-86 3amura 00opyI0BaHUS IIPOBOTHOM CBS3U
1 00CITY>KMBAIOIIETO TIEpCcoHaIa OT aTMOC(HEPHBIX Pa3psIOB;

—  T'OCT 28439-90 «AnnapaTypa BOJIOKOHHO-ONITUYECKUX CUCTEM IE€peayu 1o
JUHUSAM dJIeKTponepenaad mudposas. O0mMe TeXHuIecKkue TpeOOBaHUY;

—  T'OCT 5238-81 «YcTraHoBkH NpoBOAHON CBsi3U. CXEMbI 3alIUTHI OT OMACHBIX
HaIPsHKCHUH ¥ TOKOB, BOSHUKAIONUX HA IUHUAX. TeXHUYeCKne TpeOOBAHUSY;

— TIOCT P 50799-95 «COBMECTUMOCTh ~ TEXHHUYECKUX  CPEJICTB
AIEKTPOMArHUTHAS. YcroitunBocTh TEXHUYECKHUX CpeACTB paauoCBsI3u

K JJICKTPOCTAaTHUYCCKHM  pa3piaaaM, HMIIYJIbCHBIM IIOMCXaM MW JHHAMHWYCCKHM
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M3MEHEHUSM HaIpPsDKEHUS CETH 3IeKTponuTaHus. TpeOoBaHUS U METOJIbI UCTIBITAHUI»;

—  T'OCT P 53724-2009 «KauecTtBo ycnyr cBs3u. OO0ILI1e MOJI0KEHUSY,

—  T'OCT P 53731-2009 «KauecTBo ycimyr cBA3U. TEpMUHBI U ONIPEIEICHUD;

—  T'OCT P 53728-2009 «KauectBo ycnyru «llepenaua nanubix». I[lokazarenu
KauecTBay;

—  T'OCT P 53729-2009 «KauectBo ycnyru «lIpemocraBienne BHUpPTyaJbHOU
gactHo# cetu (VPN)». [lokazarenu kauecTBay;

—  MexrocynapctBennomy ctanaapty ['OCT 34.12-2018 «Mudopmannonnas
texHojorus. Kpunrorpaduueckas 3amura uapopmanuu. biounsie mmdppsi»;

—  MexrocynapctBenHoMy crtangapty [OCT 34.13-2018 «UudopmarnmonHas
texHojorus. Kpunrorpapuueckas 3ammura uHPopManuud. Pexxumbl paboThl OJIOYHBIX
muGpoBy;

— T'OCT P 34.12-2015 «Uudopmanmonnas texunonorus. Kpunrorpadguueckas

3amuta uHpopmaimu. biounsie mudpoi».

2.2. Cpok oxkazanus Ycayr cBssu. ¢ 1 centsops mo 31 mexabpst 2023 rona

BKJIIOYUTENBHO.

Yenyru CBSI3M  OKa3bIBAIOTCS HEMPEPBIBHO, KPYIJIOCYTOYHO M E€XKEIHEBHO
B COOTBETCTBHH C ycioBusimMu T3.

2.3. Oxazanne Ycayr cesazu qisi C30 um O6wektoB I[UK ocymectBusercs

B COOTBETCTBUU C 3asgBKaMH 3aka3uuika u [lenamu enunuil Ycnyru cBsaszu (Ilpunoxenne

Ne 2 x rocymapcTBEHHOMY KOHTPAKTY).

2.3.1 Ycnyru cBsi3u, COTJIACHO HAIPaBIseMbIM 3aKa34MKOM 3asBKaM, BKIIOYAIOT
B ce0s:

2.3.1.1 Okazanune Ucnonanurtenem ycnyr cBszu mina C30 u OOwektoB LUK,
pPacmoNIOKEHHBIX ~ HAa  TEeppUTOpUSAX  cyObekToB  Poccmiickoit  deneparuu

(3a uckmouenneM Pecry6muku Kpeim u r. CeBacTormosst) 1o:

1) mepenadye AaHHBIX MPU OCYIMIECTBICHUH JOCTYIA K TOCYJAapCTBCHHBIM,

MYHHUIIATIATEHBIM, HHBIM HH()OPMAaIMOHHBIM crcTeMaM U kK cetr MaTepHeT (KoMmoHeHT


https://internet.garant.ru/#/document/72689516/entry/0
https://internet.garant.ru/#/document/72689328/entry/0
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«Ilepenaya TaHHBIX») B COCTaBE YCIYT:

— O  3amuTe JaHHBIX, o0pabaThiBaeMbIX H  IEpeaaBaeMbIX
npu OCYIIECTBICHUU JOCTyTa K rOCyJapCTBEHHBIM,
MYHUIIMINIATBHBIM, WHBIM WH()OPMAIIMOHHBIM CHUCTEMaM U K CETU

Hutepret (KoMnmoHeHT «3anura JaHHBIX»);

— 10 O00€CHeueHHuI0 OrpaHHuYeHUs JOCTyna K  uH(pOpMaIuH,
pacnpoctpanenne kotopoul B Poccuiickon denepamnuu 3amnpemnieHo,
U K MHQOpMalUY, MPUUUHSIONIEH Bpea 3J0POBbIO U (UJIK) Pa3BUTHIO
neteil, conepxkaierics B cetu WHTepHeT s 00pazoBaTeIbHBIX
OopraHu3auun (KommoneHT «Orpannyenue AOCTYIA

K nHOpMAIIN);

— 0 MOHHUTOPHUHTY H  OOECIEeUCHHIO  0e30MacHOCTH  CBS3HM
npu NPEIOCTABICHUN JocTyna K roCyJapCTBEHHBIM,
MYHUIIUTAIBHBIM, UHBIM WHOOPMAIMOHHBIM CHUCTEMaM U K CETH
WNutepuer  (KommoneHT «MOHHUTOPHMHI W o0ecreveHue

0€30MacHOCTH CBSI3H»);

2) 1o upemocTaBieHHI0 ¢ ucrnonb3oBanwem  ECIIJ  moctyma
K TOCYJapCTBEHHBIM, MYHHUIIUINAIbHBIM, WHBIM HWH(QOPMAIMOHHBIM  CHUCTEMaM
U K UHPOPMAIMOHHO - TeJIeKOMMyHUKannoHHOW ceT HMutepHer (KommoHeHT

«IIpexocTaBiieHHE AOCTYIAY).

3) oprammzamuu noakiaodeHus Kk ECIIJ] (KommoHeHT «OpraHu3anus

kaHajaa L2»);

4) nepenave nanubix npu ocyuectBieHuu nocryna Kk ECILJ] (KommoneHnT

«Ilepenaua manubix L2»).

2.3.2 C 1enpo CBOEBPEMEHHOM TTOCTaBKY TOBApOB (BBITIOIHEHUS Pa00T, OKa3aHHUS
yciryr) HcmomHuTEeNnh BOpaBe COBEpIIaTh IOPUAMYECKH 3HAYUMBIC JICHCTBHS,
HE MNPOTUBOPEYAIIME 3aKOHOAATENbCTBY Poccuiickoii @enepanuu, B TOM YHCIE

MPUBJIEKATh K UCIOJHEHUIO CBOUX 0053aTeNbCTB M0 Hacrosmemy KoHTpakTy
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UCTIOTHUTENEH (COMCIIOTHUTENEH ), OCTaBasiCh OTBETCTBEHHBIM Tepe]] 3aKa3uMKoOM 3a UX
NEUCTBHS, B TOM YHCIE MO JAOTroBOpaM (KOHTpaKTaM, COTJIANICHHUSM), 3aKIFOYEHHBIM
C MOCTAaBIIUKAMHU, MOJPSATUYAKAMH, UCTIOJHUTEISIMHA HA TTOCTABKY TOBAapOB, BHIIIOJIHEHHE
paboT, OKazaHUE YCIyr, HEOOXOAUMBIX JJIsi MOCTABKU TOBAapOB (BBIMOJHEHUS padoT,
okazaHusi yciayr) no KoHTpakTy, mo 3akmrodeHuss Hactosmero KoHTpakra, a Takke

OIIaYMBATh MOCTABJICHHBIN TOBAp, BBIIIOJJHCHHBIC pa6OTBI, OKa3aHHBbIC YCIIYTH.

2.4. Mecto oka3zaHusg Y CIyr CBI3H.

Cyo0nektl Poccuiickoit ®denepanmu (3a wuckiaoueHueMm PecnyOnuku Kpbim
u 1. CeBacTomoJisi), MO0 MECTYy HAXOXJIEHUS TOUYEK MPHUCOCAMHEHUS K €IUHOU CETH
nepeayd JaHHBIX, MO MECTY HaXO0XJICHHUS TOCYJApCTBEHHBIX W MYHMIIUMAIBHBIX
o0Opa3oBaTeIbHBIX OpPraHu3alui, pean3yIIX 00pa3oBaTeIbHbIE MPOTrPAMMBbI OOIIETO
o0pa3oBaHus U cpeHero npodecCuoHaANbHOT0 00pa30BaHus, U30MPaTEeIbHBIX KOMUCCUN
cyobekToB Poccuiickoit denepaniuu U TEPPUTOPUATIBHBIX U30MpaTEIbHBIX KOMUCCHH,
0 MECTY HaxoxJeHus McnomHurens.

2.5. HcxoaHble JaHHBIC.

IIpu okazanum VYcayr cBszu  HcnolHUTENb JOMKEH PYKOBOJACTBOBATHCS
CJEIYIOIIUMHU UCXOIHBIMU JAHHBIMU:

— Hacrosammm T3;

— nepeudeM Touek npucoenunenus ECII/I;

— 3asgBKaMU Ha OKa3aHHE Y CIYT CBSI3HU.

2.6. Pesynprarhl oka3zaHusd YCIVI CBS3H.

2.6.1 Hcnonnutenem okxazanbl yciyru cBs3u it C30 um O6wektoB [IUK,
pPacmoJIOKEHHBIX ~ HAa  TEPpPUTOpPUSAX  cyObekToB  Poccmiickoit  Dexepanuu

(3a uckimouenneM Pecy6mmku Kpeim u r. CeBacTormosnst) 1o:

1) mepenadye AaHHBIX MPU OCYIMIECTBICHUH JOCTYIA K TOCYIapCTBCHHBIM,
MYHHUIIATIATEHBIM, HHBIM HH()OPMAIMOHHBIM crcTeMaM | kK cetr MaTepHeT (KoMmoHeHT

«Ilepenavya TaHHBIX») B COCTaBE YCIYT:
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— O  3aluTe JaHHBIX, o0pabaThiBaeMbIX H  IEpeaaBaeMbIX
npu OCYIIECTBICHUU JoCTyna K rOCYJapCTBEHHBIM,
MYHUIIMNATBbHBIM, WHBIM WH()OPMAIIMOHHBIM CHCTEMaM U K CETU

Hutepret (KoMnmoHeHT «3anura TaHHBIX»);

— 10 O00€CHeYeHUI0 OrpaHHYEHUs JIOCTyna K  uHGpOpMaIuH,
pacnpoctpanenre kotopou B Poccuiickon denepanuu 3amnpemnieHo,
U K MHQOpMalUY, MPUUUHSIONIEH Bpea 3J0POBbIO U (UJIK) Pa3BUTHIO
neteil, conepxkaierics B cetu WHTepHeT s 00pa3oBaTeiIbHBIX
OpraHu3auun (KommioHeHT «Orpannyenue AOCTYIA

K nHOpMAIIN);

— 0 MOHHUTOPHUHTY H  OOECIEeUCHHIO  0e30MacHOCTH  CBSI3H
npu PEOCTABICHU N JIOCTyTIa K roCyJIapCTBEHHBIM,
MYHUIIANIAJIBHBIM, WHBIM WH()OPMAIIMOHHBIM CHUCTEMaM U K CETH
WNutepuer  (KommoneHT «MOHHUTOPHMHI W o0ecreveHue

0€30MacHOCTH CBSI3H»);

2) MPEI0CTABICHUIO Cc HCTIOJIb30BAHUEM ECII/ JIocTyna
K TOCYJapCTBEHHBIM, MYHHUIIUINAIBHBIM, WHBIM HWH(GOPMAIMOHHBIM  CHUCTEMaM
U K WHPOPMAIMOHHO - TeJIeKOMMYyHHKAnoHHON cetn «Mutepuer» (KomMmoHeHT

«IIpenocTaBiieHne JOCTYIAY).

3) oprammzamuu noakiaodeHus Kk ECIIJ] (KommoneHT «OpraHu3anus

kaHajaa L2»);

4) nepenaue naHubIX npu ocymectieHuu noctyna k ECIT/ (KommoneHT

«Ilepenaua manubix L2»).

2.7. TpedoBanus k VCIIOIHUTEIIO.

HUcnonHutens JOMKEH COOTBETCTBOBAThH TpeOOBaHUAM, YCTAaHOBJICHHBIM
B COOTBETCTBMHU C 3aKOHOAATeNbCTBOM Poccuiickoit @Denepauuu K JUIAM,
OCYIIECTBIIAIONIMM OKAa3aHUE YCJIYT CBSI3M, MO3BOJISIIONIMM Ha MPOTSKECHUU JNEHCTBHS

['ocynapcTBEHHOTrO KOHTpPAaKTa OKa3bIBATh CICIYIOLINE YCIYTH:
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—  YCIOYTH CBSI3M IIO Ilepefade JaHHBIX, 3a HCKIIOYEHUEM YCIYT CBS3H
0 nepeade JaHHbIX JUIs 1eJIel epeaadu rojJJocoBOM UH(pOpMaluu;

—  TEJIEMAaTU4ECKHE YCIYTHU CBS3H;

—  YCIIyTH 10 3amuTe HHGOpMaIuH.

2.7.1. VicnonaHuTenb MJii COOTBETCTBYIOIIMX BHJOB padOT JOJKHBI HMETh
JIULEH3UH, IENCTBYIOIIME Ha TeppuTopuu Poccuiickoit denepannu Ha CIIeAYIOIINUE BUIbI
NEATEIbHOCTH

—  gquueHsun  OCTOK Poccunm Ha  OCyLIECTBIEHHE  JAESATEIBHOCTH
[0 TEXHUYECKOM 3a1uTe KOH(pHUaeHInaIbHON NHPOPMALIMK B YACTH CJIEIYIOUIUX padoT
U YCIYT, YTBEPKIACHHBIX NocTaHoBIeHUEM lIpaButensctBa Poccuiickonn denepanuu
oT 03.02.2012 Ne 79 «O nuleH3UPOBAHUU JIEITEIBHOCTU MO TEXHUYECKOM 3allUTe
KoH(uAeHITMaTbHON HHPOpMAITHI:

- KOHTPOJIb 3aIIUILEHHOCTH KOH(UIEHIIMAIBHON uHpopManu
OT HECAHKIIMOHHPOBAHHOTO JIOCTYNa U €€ MOIU(HUKAIMU B CPEIACTBAX M CHUCTEMax
uH(bOpMaTH3AIUY;

- YCTaHOBKA, MOHTa)K, UCIBITAHUS, PEMOHT CPEJCTB 3alUThl MHPOPMAIIUH
(mporpaMMHBIX  (ITPOrPaMMHO-TEXHUYECKHUX)  CPEACTB  3alIUThl  WHGOpMAIINH,
3alIMIIEHHBIX MPOTPAMMHBIX  (IIPOrPaMMHO-TEXHUYECKUX) CPEACTB  0O0pabOTKH
uHpOpMAINK, TPOTPaAaMMHBIX  (IPOrpaMMHO-TEXHUYECKUX) CPEACTB  KOHTPOJIS
3aIMIIEHHOCTH UH(OpMaIun);

- munen3un - denepanbHOl  CIyXOBI 1O  HaA30py B cdepe  CBs3H,
MH(OPMAITMOHHBIX TEXHOJIOTUH U MAaCCOBBIX KOMMYHUKAIIHA:

— Ha OKAa3aHMWE YCIYT CBSI3M MO Iepeaade JaHHBIX, 32 UCKIIOUYECHUEM YCIIyT
CBSI3M TIO TIepeade JaHHBIX IS [eJieH TIepeiadu ToJI0COBO HHpOpMaIny;

— Ha OKa3aHUE TEJIEMAaTUYECKUX YCIYT CBA3H;

- munen3un ®Ch Poccun Ha ocymiecTBieHue pa3pabOTKH, MPOW3BOICTBA,
pactpocTpaHeHus] MHUQPPOBATBHBIX (KPUMTOTPAPUIECKUX) CPEACTB, HHHOOPMAITMOHHBIX
CUCTEM M TEIEKOMMYHUKAIMOHHBIX CHUCTEM, 3alllUIICHHBIX C MCIOJIb30BAHUEM

mudpoBanbHbIX (KpUnTorpaduueckux) CpeJCTB, BHIMOJHEHHUS padOT, OKa3aHUS yCIYT



20

B oOnactu mudpoBaHuss UHPOPMAIUU, TEXHUUECKOTO OOCITYKUBaHUS MHU(PPOBATBHBIX
(xpunTorpaguuecKkux) cpeacTB, MHOOPMALIMOHHBIX CUCTEM U TEJIEKOMMYHUKALIMOHHBIX
CUCTEM, 3aIlMIIEHHBIX C MCHOJIb30BAHUEM HIM(PPOBAIBHBIX (KPUOTOIrPAPUUECKUX )
CpelCTB (32 UCKIIIOUEHUEM CIIy4asi, €CJIM TEXHHUYECKOe 00CIyKMBaHUE MHU(PPOBATBHBIX
(xpunTorpaguueckux) cpeacTB, MHOOPMAIIMOHHBIX CUCTEM U TEJIEKOMMYHUKAIIMOHHBIX
CUCTEM, 3allUIIEHHBIX C MCMHOJIb30BAHUEM HIU(PPOBAIBHBIX (KPUOTOIPAPUUECKUX )
CPEIICTB, OCYILIECTBIsIETCS JIJIsl oOecreueHnuss COOCTBEHHBIX HYXJ IOPUAMYECKOro JIMIA
WJIM UHJIMBUIYaJIbHOTO MPEAIPUHUMATEINS )» B YaCTH CIEIYIOIINX Pa0dOT U yCIyT:

- MOHTa)X,  YCTaHOBKa  (MHCTaUIALMs),  Hajdajgka  IMHQPPOBAIBHBIX
(xpuntorpadguueckux) cpeacts (n.12 Ilepednst BbIMOJHAEMBIX padOT U OKa3bIBA€MBbIX
YCIIYT, COCTaBJISIONIUX JIMIIEH3UPYEMYIO JIEATeIbHOCTh, B OTHOIICHUU HIM(PPOBATIBHBIX
(xpunTorpaguUecKux) CpeiCTB);

- MOHTAX, yCTaHOBKa (MHCTAIISAIHUSA), Halajzka  3allUIIEHHBIX
C HCII0JIb30BaHUEM MIN(POBATIBHBIX (KPUNTOTrPAPUUECKUX) CPELCTB MHPOPMAIIMOHHBIX
cucreM (1.13 ITlepeuHsi BBINOIHSAEMBIX padOT M OKa3bIBAEMBIX YCIYT, COCTAaBIISIFOIIMX
JULEH3UPYEMYIO JESTEIbHOCTh, B OTHOLIEHUU MIM(PPOBAIBbHBIX (KPUITOrpaPUUECKHX)
CPEJICTB);

- paboThl MO OOCTY)XKMBaHUIO IMU(GPOBAIBHBIX (KpUNTOrPadUUSCKUX )
CPEJICTB, MPEAYCMOTPEHHBIE TEXHUYECKOU M KCIUTyaTallMOHHON JOKYMEHTAIMEN HA 3TH
cpeacTBa (32 HCKIIOYEHHEM ciy4as, €cld YyKa3aHHble pPaldOoTbl MPOBOJSATCS
st obecnieueHust coOctBeHHBIX Hyxa) (m.20 Ilepedns BBIMOMHSIEMBIX pabOT
Y OKa3bIBAEMBIX YCIYT, COCTABIISIIONIUX JINLEH3UPYEMYIO NEATEIBHOCTh, B OTHOIIEHUHU
UG POBATBHBIX (KpUNTOTpaQUUECKIX) CPENCTB);

— nepenaya mudpoBanbHbIX (Kpunrorpaduuecknx) cpeacts (m.21 Tlepeuns
BBIMOJHSIEMBIX pabOT M OKa3bIBAEMBIX YCIYI, COCTaBJSIONIMX JIMIEH3UPYEMYIO
JeSTENHHOCTD, B OTHOIIIEHUU MU(GPOBATBHBIX (KPUMITOTPAPUIECKUX) CPEICTB);

- nepeavya  3alIUIIEHHBIX  C  HUCIOJb30BaHUEM  MU(POBAJIBHBIX

(kpunrorpaduuecknx) cpeaAcTB  MHGOpMaUMOHHBIX  cucteM (m.22  Ilepeuns
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BBINIOJIHAEMBIX pabOT M OKa3bIBa€MbIX YCIYT, COCTaBIAIOIIMX JHUIEH3UPYEMYIO
JEeSATENbHOCTh, B OTHOLIEHUU U POBAIBHBIX (KPUIITOIPa(pUUECKUX) CPEACTB);

— nepejaya CpejCTB U3TOTOBJICHUS KIFOYEBBIX TOKYMEHTOB (m.24 Ilepeuns
BBINIOJIHSAEMBIX PpabOT M OKa3blBa€MbIX YCIYT, COCTaBISIOMIUX JHUIEH3UPYEMYIO
JEeSTENbHOCTh, B OTHOIIEHUU U(POBAIBHBIX (KPUIITOIPAPUUIECKUX) CPEACTB);

JUisi TOATBEp)KIEHUST COOTBETCTBHS YKa3aHHbIM TpeOoBaHusM McnonHurensb
JOJKEH MPEIOCTaBUTh BBIMUCKY M3 peecTpa JMIEeH3uN o Hamuuuu y Mcnomnurtens
COOTBETCTBYIOIIMX  JIMIIEH3UW  WJIM  KOMHUHU  COOTBETCTBYIOUIMX  JIMLEH3UH

B YCTaHOBJIEHHOM 3aKOHOAATEILCTBOM Poccurickon denepanuu nopsiake.

2.8. Bpewms okazaHusg YCIyr CBI3H.

Ycenyru cBsizu TOJKHBI OKa3bIBAThCS 24 (IBaAIaTh YETHIPE) Yaca B CYTKH 7 (CEMBb)
JTHEH B HEJEIIO.

2.9. VYcayru cBs3u JODKHBI MPEJOCTABIATHCS IMOCPEICTBOM CETH Tepeliayu
naHHbIX McnonHuTens.

2.10. ECIIJI nmomxHa OBITh OpraHW30BaHa IO TPHUHIUITY TIOJHOCBSI3HOM,
3aIIMIIEHHON CETH CBS3HM, HW30JUPOBAaHHOM OT ceth MHTepHET M ceTed Jpyrux
MOJIb30BaTeNied Ha JIOTUYECKOM YpPOBHE, W TOJJCPKHUBAIOIICH OOMEH JaHHBIMH
(Tpacduxom) uepes y3ibl ECIIJ] Ha ypoBHE cyObekToB PD (3a uckimouennem PecryOnuku
Kpbim 1 r. CeBacTonoiis).

2.11. JIna okazanmst Ycayr cBsa3u C30 m O6bekram LUK B cocraBe ECII]
OpraHu3yITCA KaHabl nepeaayu JaHHbIX U Touku npucoenunenus ECII/I.

2.12. JIna okazaHus YcCIyr CcBs3u VICTIOMHUTENh JOHKEH HCIOJIb30BaTh
TEJIEKOMMYHHUKAIIMOHHOE 000pYyI0BaHUE, CTPAHOUN MPOUCXOKICHUS KOTOPOTO SIBIISIETCS
Poccuiickas ®epnepauusi, © CBEIEHHUS, O KOTOPOM COJEp)KATCA B IIEPEUYHE

TCICKOMMYHHUKAITMOHHOI'O 060DVI[OBaHI/I$I DOCCHﬁCKOFO IIPOUCXOKIACHUA, KOTOpBIfI

dbopmupyercs npukazamMu MHHHCTEPCTBA TMPOMBIIIIICHHOCTH M TOProBiau Poccuiickoii
Oenepauyu, uad B EIMHOM peecTpe pOCCUMCKON pPaauO3IEKTPOHHOW NPOAYKIIHH,
chopmupoBaHHOM MMHUCTEPCTBOM MPOMBIIUIEHHOCTH H TOproBiau Poccuiickoit

Oenepanun.
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2.13. Ilpu OTCYTCTBUM TEJICKOMMYHUKAIIMOHHOTO O0OpPYyAOBaHHUS, KOTOPOMY

NPUCBOEH  CTaTyCc  TEICKOMMYHUKAallMOHHOTO  OOOpYJOBAaHMS  POCCHMCKOTO

IIPOUCXOXKACHNA, 06J1az[a101uero XapaKTCPHUCTUKAMU, H€O6XOI[I/IMBIMI/I JJI4 OKazaHHu:Ad

Yemyru  cBs3u, a @ Takke B CIy4yae, €CIM  IPOU3BOAMUTENIL  TAKOTO
TEJIEKOMMYHHKAIMOHHOTO 000pYJOBaHUSI HE B COCTOSIHUM OOECIEeYUTh €ro HaJIu4yue B
JOCTATOYHOM KOJMYECTBE JJIsI Hadaja OKa3aHus Y CIyr CBSA3W WIM B TEYEHHUU CPOKA UX
okazaHus, VcnomHuTens BhpaBe mpuoOpeTaTh W UCIONB30BATh NIl OKa3aHUs Y CIyr
CBSI3M MHOE TEJIEKOMMYHHUKALMOHHOE 0OOPYAOBAaHUE TOJIBKO IOCJIE COIVIACOBAHUS €ro
UCIIOJIb30BaHMS C 3aKa34YUKOM.

2.14. 3aka3uMK COrjIacoBBIBAET MCIIOJIL30BAaHUE HHOTO TCICKOMMYHHUKAITMOHHOI'O

o0opyzaoBanus, npexycMorpenHoro 1. 2.13 T3, B cinenyronux coydasx:

— OTCYTCTBUE  TEJICKOMMYHHUKAIIUOHHOTO  OOOpYJOBaHUSA,  KOTOPOMY
NPUCBOEH  CTaTyC  TEJICKOMMYHHUKAI[MOHHOTO  OOOpyJOBaHUS  POCCHUHCKOTO
POUCXOXKIEHUS, 00JIaIaloIIer0 XapaKTepUCTUKAMU, HEOOXOIMMBIMHU JJisi OKa3aHUs
Ycnyru cBs3uy;

— mpeacTaBiaeHueM McnonHuTenem 3aka3unKy 3aBEpPEHHBIX KOMUI 3armpoca,
HAIPABJICHHOT'O MPOU3BOJUTEIIO0 TEICKOMMYHHKAIIMOHHOTO 000PYyIOBaHUS, KOTOPOMY
NPUCBOCH  CTaTyC  TEJIEKOMMYHHMKAI[MOHHOTO  OOOpYIOBaHUS  POCCHUHCKOTO
MIPOUCXOXKIEHUS, 0 BOBMOXXHOCTH OOECIIEUEHHUsI €r0 HAJIMYUA B CPOK U B KOJHMYECTBE,
KOTOpBhIE HEOOXOAMMBI [IJIsl OKa3aHUA YCIYT CBSI3HM, a TAKXKe MPEAOCTaBICHUS OTBETa
MIPOU3BOIUTEIS, TTOATBEPKAAIOIIETO HEBO3ZMOKHOCTh TAKOTO 00ECIIeYeHUSI.

2.15. Ucnonuaurtens obecreunBaeT mpucoequHeHne kaHama cBsizu mexay C30,
O6swexkramu [ITUK u ECITJ] B Toukax npucoeaunenus ECII/.

2.16. TpebGoBanusa k obopynosanuio Touek npucoennaenns ECIL pug C30:

1)  Toukori mupucoenuaenuss ECIIJ sBisercs KOMIUIEKT 00OpyIOBaHUS
HcrnomauTenst, B cOCTaB KOTOPOT'O0 BXOJIUT 00OpYAOBaHHE; C CETEBBIMU MHTepdeiicamu
s nonakmoueHns Kanamo L2 mexnay C30 um ECIIJI. KommuectBo mHTEpdericoB
I TIOAKIIIoYeHusT oOopyaoBaHus kaHaja cBsizm mexay C30 u ECIIJ momxkHO
0o0ecreunTh OKa3aHue Y CIyT CBSI3H;

2) CoctaB o6opynoBanuss Touek mnpucoenunenus ECIIJ[ momxeH ObITh
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onpeneneHn Mcnonuurenem ¢ yuetom tpeboBanuit T3;
3)  HUcnonnurtenb oOecreuymBaeT YCTAHOBKY HEOOXOAMMOTO OO0OpYIOBaHHS
B Touke npucoennnenust ECIIJ] cBoumu criiamu 1 3a CBOM CUET;
4) Anpeca pasmemienuss Touek mnpucoenuHenuss ECIIJ mpegocTtaBisitoTcs
Ha yTBepkaeHue no gopme B cooTBeTcTBUU C [Ipunoxkenuem Ne 4 k TexHUYeCcKOMY
3amanuto McnomaureneM 3aka3uuKy B CPOK, yKa3aHHbIM B 1. 7.1 T3,
2.17. TpeGosanus k 06opynopanuto Touek npucoenuuenuss ECIJI nins O0beKkToB

HUK:

1)  HcnonHuTenb o0ecrevYMBacT YCTAaHOBKY HEOOXOIUMOIO O0OPYIAOBaHMUS

B Touke nmpucoenunenus ECIIJ] cBoumu cuiiamu 1 3a CBOM CYUET;

2) Toukoit mnpucoenunenus ECIIJ[ sBaseTcs KOMIUIEKT 000pyI0BaHUsA
HcnonuuTenss win npusjiedyeHHOro VICosmHUTENEM COMCIONHUTENS, B COCTaB KOTOPOTO
BXOJIUT 000PYy/JOBaHUE C CETEBBIMU MHTEepdericamMu sl MOIKIIOYCHUS 000PYyI0BaHUS
O6wexktoB [IUK. KomuuectBo wuHTEpdENHCcOB IS TOAKIIOYEHUS OO0O0PYIOBaHUS
O6nwekroB [IUK nomxHO obecreunTh okazaHue Y Cayr CBsI3H,

3) O6opynoBanue Touku npucoenunenus ECIIH nomxHO oOecmeunBaTh
JIocTatouHoe KonmuuecTBo uHTepdeiicoB mns noaxmouenus k ECIIJ obGopynoBanus
Oo6bekta I[MUK wu pacnomaratecss Ha OO0bexkte UK B Mecte, cormacoBanHoM
IIpencraBurenem oowvekTa [{UK.

2.18. Jloctyn k cetu Uurtepuer u3z ECIIJ] nomkeH oCyecTBISATLCS Ha YPOBHE
aIMUHHUCTPATUBHBIX HEHTPOB CyOBEKTOB PD, B KOTOpBIX pacnosioxeHbl C30 u OObEKThI
UK. OcymectBienne aoctyna K cetd VHTepHET BHE aJMHUHUCTPATUBHBIX LIEHTPOB
cyobekToB P® cormacoBbiBaeTcs ¢ 3aKa34MKOM.

2.19. KommuectBo Touek mpucoeaunenus ECITJ] mis O6bvekToB LMK momkHO
cootBeTcTBOBaTh KonmmdecTBYy OObektoB [IMK, ykazanHbix B 3asiBKax, ¥ HaXOAUTHCS
mo ux paxruueckuM anpecam. Ilo cormacoBanuto ¢ [IpencraBurensimu 00bpexToB LITUK
nomnyckaeTcsa opranuzanus ogHod Touku mpucoenudenus ECIIJ nms HECKOJbKHUX
O6bektoB LUK npu ycnoBUU UX HAXOXKICHUS B OJJHOM 3/1aHUU (MIOMEIICHUN ).

2.20. Jlna O6bexroB LIUK, xoTopsie OyayT 100aBAATHCS JOMOIHUTEIBLHO, JIMHIH

CBA3HM OT CPCACTB CBA3M, BXOJAINIUMX B COCTaB CCTH JJICKTPOCBA3HU I/ICHOJIHI/ITGJ'IH,
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no Touex npucoenunenusi ECIIJ] na O6bexrax [IUK nomkusl ucnons3zoBats BOJIC.
Hcnonp3oBanue CyTHUKOBBIX KaHAJIOB CBSA3U MIPU OpraHu3aiuu Touek NprucoeIuHeHUs
ECIIZI B TpyQHOAOCTYIHBIX HACEJICHHBIX MYHKTaX JOMYCKAaeTCs TOJBKO MpH
000CHOBaHMHM JaHHOH HeoOXomuMocTH McmomHUTEIEM M 10  COIJIaCOBAHMIO
¢ 3aKa34uKOM.

2.21. B xaxnom cyobekte Poccuiickoit denepanuu A0MKHO ObITh HE MEHeEe
onHoit Touku mnpucoenunenuss ECII[] ¢ BO3MOXKHOCTBIO OKa3aHUs YCIYyr CBSI3U
(3a ucknmrouenuem Pecniyonuku Kpeim 1 r. CeBactomnouis).

2.22. Toukun mnpucoenunenuss ECIIJ pomxHbl oOecrneunBaTh JOCTATOYHOE
koudecTBo uHTepdeiicos nis noaxaoueHus kK ECIT/] Kananos L2. Turnbl aOOHEHTCKHUX
buzudeckux uHTEPENCcoB, KOTOPHIE MOTYT HCIIOIB30BAaThCA TPH MPUCOSTUHCHUHU
Kananop L2 BKITIIOYarOT B TOM YHUCJIE CICAYIOIIHUE:

— 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
— 1000 Base-LX (ogHOMOIOBOE ONTHYECKOE BOJIOKHO);

— 1000 Base-LH (ogHOMO/I0BO€E ONITHYECKOE BOJIOKHO);

— 10G Base-LR (omHOMOI0OBOE ONITHYECKOE BOJIOKHO);

— 100GBASE-LR4 (ogHOMO10BOE ONTHYECKOE BOJIOKHO).

2.23. Kanansl cBszu ECIIJ mexny Toukamu npucoenunenus ECIT nna C30,
3a7IeiCTBOBAHHBIE B OKa3aHUHU Y CIIYT CBS3H, JOJLKHBI Ucionk3oBaTh BOJIC.

2.24. JIuHMM CBSI3U, UCIIOJIB3YEMBbIE JIJISl TIPEIOCTABICHUS Y CIYT CBS3H, JTOJKHBI
HaxoAuTbcs B mpexaenax rpanun Poccuiickon ®dexnepaunu, 3a HCKIIOUYEHUEM TEX,
KOTOPBIC UCIIOIB3YIOTCS JJIA obecniedeHuss (yHKIIMOHUPOBAHUS TOYEK PUCOCTUHEHUS
ECII u O6wexroB LMK KanuuuHarpaackoi o061acTy.

2.25. He pnomyckaercss oOpraHu3aiusi KaHAJIOB CBSI3H, HCIOJB3YIOIIHXCS
s okazanus Yenyr csazu C30 u O6bvekram 1K, gepes cets MaTEpHET.

2.26. Ina C30 B cocraBe ECIIJ[ opranm3yrorcs cieaymoIIue OTIASIbHBIC
BUPTYaJIbHBIE CETH BKJIIOYAsl, HO HE OTPAHUYMBASIChH CIICTYIOIUMU.

— Tepeladyd  JaHHBIX ~ 0Opa30BaTeNbHBIX  OpraHu3allui  TpU  JOCTYyIe
K HH(OpMAIMOHHBIM CUCTEMaM | B ceTh VIHTEpHET.

2.27. lna Oo6wexkToB LUK B cocrae ECIIJl opranusyrorcs ciemyromnme
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OTZEJIbHBIE BUPTYaAJIbHBIE CETU_BKJIIOYAsl, HO HE OTPAaHUYMBASCH CIICIYIOIINMMU:
- nepenaun nanubix UK, UK CP®, TUK mis 'AC «Bbei6opbiy;
- nepenauu nanHbIx MK CPO, TUK npu npenocTaBieHUu 10CTyIa B CETh
HNHutepHer.

2.28. Tpadguk, npenHa3sHAYCHHBbIH JUIsI OTACJBHBIX BHUPTYalbHBIX CETEH,
HE JIOJDKEH MEPEMEIINBATHCS.

2.29. Toukn npucoenunenuss ECIIJ pasa C30 1gomxHBI COOTBETCTBOBATh
CJEAYIOIINM NTapaMeTpam

— xonuecTBo Touek npucoenunenuss ECII/] ne menee 83;

— B aJIMMHHCTPATUBHOM IIEHTpe Kaxx7oro cyobekra Poccuiickoit @enepanuu
(3a uckmouenueM [lonenkoit Hapognoit Pecniyonuku, Pecny6nuku Kpeim, Jlyranckoi
Hapongnoit  PecnyOmmku, — 3amopoxckod — obmacth,  XepcoHCKOW  00JacTH
u 1. CeBacTomnos) J0JDKHO ObITh He MeHee oaHou Touku npucoenunenus ECII/;

— nosioca mpomnyckanusi Ha oxHy Touky npucoeaunenuss ECIIJ momxna
oOecreynBaTh TapaHTUPOBAHHOE BHITIOJIHEHHE MTapaMEeTPOB KauecTBa NepeIaun JaHHbIX,
COOTBETCTBYIOIIMX TpeOOBaHUAM ToOAKIIOYeHHUs s Kaxkaoro C30, MOaKIIOYEHHOTO
k ECII;

— npoueHT norepu [P-nakeroB, 3anepxka nepenadn [P-rmakeToB u Bapuanus
BpeMeHU 3a7iepkku [P-makeToB 1OMKHBI COOTBETCTBOBAThH TpeOoBaHuUsIM T3;

— IPYTUM TpeOOBaHUSM, U3II0KEHHBIM B T3.

2.30. Touxkm mnpucoemunenuss ECIIJI aas Oo6bektoB LUK  1omkHBI
COOTBETCTBOBATH CIICIYIOIIUM ITAPAMETPAM:

— koinmdecTBo Touek mpucoemnmHenus ECIIJ] mna  OOwekroB 1K
ompenenseTcss B COOTBETCTBUH ¢ KoiaudecTBoM OO0wekToB [IWK, yka3aHHBIX B 3asBKaXx,
IpU 3TOM JIoNycKaeTcs opraHuszanusa onaHod Toukum npucoenunenuss ECIIJ]
1151 Heckoabkux O0bvexToB UK, pacronoXeHHBIX B OJJHOM 37IJaHUH, TTIOMEILICHUH;

— yBenuueHne/ymenbienne Touek mpucoenunenus ECIIJ npoucxomut
npu (dopmupoBanuu HOBBIX OObekTOoB I[[UK Poccuu umm ux cokpaumieHuu moclie
MOJTyYEHUS 3asIBKH;

= nojoca nponyckaHuss Ha oaHy Touky npucoenmnenus ECIIJ momxHa
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oOecreynBaTh rapaHTUPOBAHHOE BBHINIOJIHEHHUE MTApaMETPOB KaueCTBa NEPEeIaun JaHHbIX,
COOTBETCTBYIOLIUX TPeOOBaHUAM MOAKIIOUEHUs 11 kaxaoro Oowekra HUK;

— kod(ppunmrent roropHoctu cetu Kr obmuit ne menee 0,99 3a pacueTHbIi
nepuoJi (KaJCHIApHBIA MECAI), pacyeT KOTOpOoro ocyimecTBisercss B CHUCTEMHOM
MIPOEKTE;

— poueHT norepu IP-nmakeros, 3axepxka nepenauu IP-naketoB u Bapuanus
BpeMeHHU 3aJiepKku [P-makeToB JOKHBI COOTBETCTBOBAThH TpeOoBaHusIM 13;

— JIPYTUM TpeOOBaHUSAM, U3NI0KEHHBIM B T3.

2.31. Ucnonuurens 00si3aH oka3biBath Ycayru cBa3u aist C30 u O6bexToB LMK

0e3 orpaHnyeHus o0beMa nepeaadn (OS3TMMHUTHO).

2.32. Hcnomuurens camocrosrenbao npucoeanusieT Kk ECIII MC, Ha ocHOBaHUHA

3alpoCOB OT 3aKa3uMKa.

2.33. Ucnonuurens 06s3an npoussectu npucoeannenre UC x ECITJI B TeueHnue

30 (TpuauaTtu) nOHEW ¢ JaThl TMOJY4YEHHUs 3ampoca OT 3aka3uMKa WM 3alpocoB
ot BnagensueB C wnu UK, npu ycnosuu rotoBHoctu BragensueB UC wiu UK
COrJIacOBaTh U PEaJU30BaTh TEXHUYECKOE PEUICHHE MO MOAKIOYEHUIO B yKa3aHHBIN
CpPOK, a Takxke npu HazHaueHuu co cTtopoHbl MC wmmm MUK nun, oTBETCTBEHHBIX
3a TMAarHOCTUKY U ycTpaHeHue npoosem, BozHukaromux mexay ECII u UC (koHTakThI
OTBETCTBEHHBIX IepenaroTcss McnoaHuTeno nucbMoM). B ciaydae HEroTOBHOCTH
Bnagensies UC unu LUK wucnonusate ykazanubie TpeboBanus — Mcnomnurens
MIPOBOJMT 3CKANALMIO 3aKa34UHUKY JJIsI COTJIACOBAHUSI HOBBIX CPOKOB MOJKIIOUCHUSI.

2.34. VcnomauTens 3a CBOM CYET NIPOBOJHMT BCE HEOOXOAMMBIC pPabOTHI
no npucoenunennto MC x ECIIJ] B Tom uncne u nopadorky C B wactu obecrnieueHus
o0opynoBaHMEM JIg OO€CleueHus KpUNTOrpaduuecKord 3alluThl IepeaBaeMbIX
JTAHHBIX MeX Ay noab3oBatensimu u UC.

2.35. Ucnomuaurens npucoeaunsier k ECIIJl pernonanpHble 1 MYHUIIATIATBHEIC
CETH Tepeiaun JaHHBIX CyOBekToB Poccutickoii Deaepannu, mo oOpaiieHnto CyObeKTOB
Poccuiickoit ®@enepanuu. [IpucoeqnHEHNEe PETHOHAIBHBIX W MYHHIMIIAIBHBIX CETEH
nepefayu  JaHHbIX CcyObekToB Poccuiickoit ®enepauuu  MPOU3BOJIUTCS — IOCIE

COIJIAaCOBAHUA C 3aKa3YUKOM.



27

2.36. Ucnonnurens oOecrneynBaeT MaplpyTH3aluio Tpapuka u goctynHocts UC
st C30, NOAKITIOUEHHBIX K pErMOHaJIbHBIM ceTsiM cyObekToB Poccuiickoit deneparuu,
B CBOECH 30HE OTBETCTBEHHOCTH.

2.37. Vcnonuutens, Ajist odecriedeHus: Y CIIyr CBSA3M, NP MOJKIIOUCHUN 00bEeKTa
k ECII/I ennnOopa3oBo okaseiBaeT coaeiictBue C30 no HacTpoiike Bcex APM, nMmeronmx
TEXHUYECKYIO BO3MOXHOCTh mnoakimoueHus k ECIIJ. Ilocnenyromee coxpeiictue
Mo MOAKIIOUeHUI0O HOBbIX APM mnocne mnepBuuHoi opranuzamuu yciayru B C30
OKa3bIBAIOTCS ITyTEM MIPEJI0CTABICHUS HEOOXOAUMBIX HHCTPYKIIMI U KOHCYIHTAIIMOHHON
MOJIICPIKKH.

2.38. Ilpu oxazanum Yciayr CBsi3M, B TOM YHCJI€ B 4YacTU OOECIICUCHUS
¢ynkumonupoBanust ['AC «Beiboper», OOwekram [[UK Hcnonuutens o00s3aH
BBITIOJIHATE TexHuueckue tpedoBanus «Ha okazanue Yciayr CBSI3M TEppUTOPUATIBHBIM
n30UpaTeTbHBIM KOMHUCCHUSAM M H30HpaTesIbHBIM KOMHUCCHUSM CYOBEKTOB Poccuiickoii
Oenepanuu ansi obecriedeHus: pyukiuonupoBanusi ['AC «Beiboper»y (IIpumnoxkenue
Ne 7), ecnu nHOE HE YCTAaHOBJIEHO JIEHCTBYIOIIMM 3aKOHOIATEbCTBOM.

2.39. Opranmzanus Kanana L2 ot C30 go Touku npucoenunenust ECII]
IIPOBOJIUTCS B TpaHMIaX OJHOTO cyObekTa Poccuiickoit @enepanuu. [Ipu orcyrcTBUn
SKOHOMHUYECKON W TEXHUYECKOH Iiesecoobpasznoctu nmoakirodeHus Kanana L2 k ECIT/I
B TpaHMIIaX OJTHOTO cyOBhekTa Poccuiickoit deneparuu, noakiaoueHne C30 MoxeT ObITh
BbimosiHeHO K Touke mnpucoenuaenuss ECII cocemnero cyOwekta Poccuiickoit
Q®enepanuu, NOpud  3TOM  JAaHHOE pEIIEHUE corjiacoBbiBaeTcsa McnonaHuTenem
¢ 3aKa3urKOM.

2.40. Tlonkmouenue Kanana L2 ot C30, O6bekra [IUK k Touke mpucoenHeHUS
ECII/ npoBoautcs cuiiamu McoHuTE.

2.41. TpebGoBaHMs K B3aUMOIEHUCTBUIO Mexay Mcnomautesnem u [peacTaBureiemM

C30 1pu npenocTaBiIeHUN Y CIVT CBI3U:

2.41.1. UcnomHutens TmpeAocTaBiser u ycraHaBnuBaeT s Bcex C30,
npucoeauHsieMbix (moakmrouaembix) k ECIIJ, kpuntomapuipyTu3aTopbl. YCTaHOBKa
KPUIITOMAPIIPYTU3aTOPOB  OCYIIECTBIAECTCS B TEJIEKOMMYHUKAIMOHHBIE IIKa(BblI.

B ciyuae otcyrcrBust Ha 00bekTe C30 TenekoMMyHUKaIMOHHOTO mkada Mcnonuurenb
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OCYIIECTBIISIET €T0 YCTAHOBKY.

2.41.2. VYcraHoBka Kpunromapupytuzatopa HWcnonHutenem He TpeOyercs
B ciydae, ecau Ha ydyactke cetd oT C30 po Touku npucoegunenus k ECIIJ] 3amura
JaHHBIX  oOecreuuBaerca cropoHHuM  omepatopom CK3UW B coorBeTcTBUUM
¢ TpeboBanusimu T3.

2.41.3. UcnoHUTENH B TEUEHHUE BCETO CPOKA OKa3aHuUs Y CIIYT CBA3H 00eCTIeunBaeT
3a CBOW CYET HACTPOUKY, BKJIIOYAsi U3MEHEHHE HACTPOEK B COOTBETCTBUHU C 3alpOcCamMu
3aka3zuuka, TEXHHUYECKOe OOCIYKMBAaHHE M PEMOHT OOOpYJOBaHUS, B TOM YHUCIE
KPUIITOMapIIPyTU3aTOpoB, ycraHoBIeHHBIX Mcnonnutenem B C30. [lpu 3ToM cpoku
U TIOPSIOK BBINOJIHEHUS PErJaMEHTHBIX M PEMOHTHBIX pPAa0OT yCTaHABIMBAIOTCS

PernaMeHTOM TEXHMYECKON MOJACPKKHU IMpHu OKa3aHUMN YCJ'IyrI/I CBA3H, YTBCPIKACHHBIM

3aKa3uyruKOM.

2.42. TpeboBanus K B3AUMOJICHUCTBUIO MEXIY Ucnoaaurenem

u lIpencrasuresem UK npu npenocraBieHun Y CIVT CBS3HU.

2.42.1. Hcnonuurens npeaocTaBiseT U yCTaHABIMBAET JJIsi BCEX OOBEKTOB
WK, npucoenunsembix (noakmtouaembix) k ECII, xpunromapmpyTu3aTopbl
WIM  MapuipyTU3aTopbl HAa  OCHOBaHWUM 3asBOK. YCTaHOBKa 00OpyIOBaHUs
OCYIIECTBIISIETCS B TEJICKOMMYHUKaIIMOHHBIE TIKadbl. B cydae oTcyTcTBUsl HAa 00BEKTE
UK TenekoMMyHHKaIMOHHOTO mKada VCroIHUTENh OCYIIIECTBIISET €T0 YCTAHOBKY.

2.42.2. Komnonent «lIlpenoctaBinenue npocryma» il HW30MpaTEIbHBIX
KoMuccuil cyonrekToB Poccuiickoit denepannu M TEPPUTOPUATIBHBIX N30MPATEIbHBIX
KOMHUCCHMN, PACTIONOXKEHHBIX Ha Teppuropusix cyownektoB Poccuiickoit deneparu
(3a wuckmouennem Pecnyonmuku Kpeim u 1. CeBactomonsi) B COOTBETCTBHUH

c 3ampocamu [[UK P®D 6e3 ycranoBku CK3U (mns nHoBeix O0BexToB LUK, panee

He noakimoueHHbix K ECIIJ[) — Bkimtouaer B cebs yCTaHOBKY MaplIpyTuU3aTopa
Ha o0bekTe LK.
2.42.3. Hcnonnutens B TEUYEHHE BCETO CpOKAa OKa3aHWUs YCIyr CBA3U

o0OecrieurBaeT 3a CBOM CUET HACTPOUKY, BKJIKOYAsi U3MEHEHHE HACTPOEK B COOTBETCTBUU
C 3ampocaMu 3aKa3yukKa, TEXHUYECKOE OOCIy)KMBAHUE U PEMOHT 00OpYAOBaHUs, B TOM

YUCJIe KPUIITOMAPIIPYTU3aTOPOB U MAPLIPYTU3ATOPOB, YCTAHOBICHHBIX McronHuTEnEM
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B C30 B pamKax OKa3aHus yCIIyT B COOTBETCTBHH

¢ HactoAwuM T3. IIpu 3TOM CpOKH ¥ MOPSAJOK BBIITOTHEHUS PETIAMEHTHBIX U PEMOHTHBIX

paboT ycTaHaBIMBAIOTCS PeriiaMeHToM TEXHMYECKON NOIEPKKU IIPU OKa3aHUM Y CIyTU

CBSA3U, YTBEPKACHHBIM 3aKa3YMKOM.

2.42.4. TpeboBaHusa K CpeACTBAM MAPIIPYTH3AINH .

2.42.4.1. CpenctBa MapLIpyTU3alMKU JOKHBI BBINONHATH GyHKuMid Firewall u

QO0S, a TaKKe JOJDKHEI.

o0ecreynBaTh BO3MOKHOCTh MOHUTOPUHTA COCTOSIHUS 1O MpoTokosy SNMP;
NOJIEP)KUBATh CTATUYECKYI0 M JUHAMUYECKyl0 Mapupyrtusanuio |Pv4
u [Pv6 no nporokony BGPv4 (cneumudukanus IETF RFC 1771), OSPFv2,
RIPv2;

obOnagaTth Mmexanu3smamu ¢unsrpanuu Tpaduka no TCP/UDP noprawm;
NOAAEPKUBATH ITPOTOKOJIBI pe3epBupoBanus VRRP;

noaaepxuBath Mexanusm NAT,;

o0OecnieunBaTh MOAJNEPKKY HE MeHee 3 (TpeX) KJaccoB OOCIyKHBAaHUSA
Ttpaduka moaenu DiffServ;

obecnieunBaTh BO3MOXXHOCTh paboTel B kauectBe DHCP relay arenra,
KJIMEHTA, CEpBEpa;

obecreunBaTh BO3MOXKHOCTh paboThl B KadectBe DNS (knmenTa, Proxy,
ceprepa), NTP (knueHta, cepBepa);

o0ecreuynBaTh BO3MOXKHOCTh OJIEPKKH co3aanust VPN TyHHenen.

2.42.42. Pexum pabOThl CpEICTB MapIIPYTU3AIUU — KPYTJIOCYTOYHBIN

2.43.

HEOOCTyKHBaeMbIii, IO cxeMe 24 Jaca B CyTKH, 7 JHEH B HEJEIIO.

TpebGoBaHUs K MOAVILHOCTH Y CIVT CBS3H.

1) VYciyru cBs3U IOJDKHBI 00J1a1aTh MOIYJIBHOCTBIO;

2) MoaynpHOCTh  JOJKHa  OOecreYrMBaTh  BO3MOXKHOCTH  J00aBIISATH

1 KOMOMHUPOBaTh KOMIOHEHTHI B paMKax MPeI0CTaBICHUS Y CIYyT CBS3H,

3) Kaxnapiii KomnoHeHT qoinKeH 00eceunBaTh BHITOJHEHHE CBOCH (DYHKITUU.

2.44.

TpedoBaHusa K MACIITAOUPYEMOCTH Y CIVT CBSI3H:

1) HcnomHuTenb JODKEH OO0CCIICYUTh TEXHUYECKYI0 TOTOBHOCTH CETH
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nepenaun gaHHbIX McnmomHuTtens Kk okasaHuio Ycayr cBazu C30 B COOTBETCTBHM
C MOJYYEHHBIMHU OT 3aKa3uuKa 3asiBKaMU;

2) Yciyru CBs3M JIOJDKHBI 00€CTeunBaTh MacIITAOUPYEeMOCTh, JOCTATOYHYIO
st paboTel caMux YcCIayr cBs3W, a Takke Bcex KOMIIOHEHTOB B €€ cocTaBe
0€e3 JOMOIHUTENbHBIX 3aTPaT 3aKa3uMKa;

3) MacmtabupyeMocTh  YCIOyr  CBSI3M  MOXET  JIOCTUTAThCS  IyTeM
MOJICpPHU3ALIMKM T[POTPAMMHOTO W/WIKM anmapaTtHoro oOecleueHus, MOIKIIOUECHHUS
nonoiaHuTenbHbIXx cucteM K ECII/] u pacuivpenuemM nporyckHOM cnocoOOHOCTH KaHalloB
CBSI3H;

4) PacmvpeHre KaHAJIOB CBSI3W HE JODKHO TMPUBOIUTH K YXYIIICHHEO
napaMeTpoB KauecTBa Y CIYT CBSI3HM U HE JOJIKHO OKa3bIBaTh BIUsHHE HA KOMIIOHEHTHI;

5) HcnonHutenb BO BpeMs WCIOJHCHHS TOCYJapCTBEHHOTO KOHTPAKTa
CaMOCTOSATEJIbHO WJIM IO TpeOOBaHMIO 3aka3zyvKa oOIpeAesnser HeoOX0IUMOCTh
MaciITabupoBaHus Y CIyT.

2.45. TpeboBaHUs K OTKA30YCTOWYMBOCTHA Y CIVT:

1) VYcayru CBsSI3M JTOJMKHBI 00€CIIEYMBATh OTKA30YCTOWYMBOCTH B II€JIOM
¥ 0TKa30yCTOMYMBOCTh KOMIIOHEHTOB B 4acTHOCTH. B ciiydae BO3HUKHOBEHHS COOEB MU
aBapuil YCiIyru CBSI3W JTOJDKHBI MIPEIOCTaBISATH BO3MOXKHOCTh MU3MEHEHUSI allTOPUTMOB
paboThI, 1Jis1 o0ecreueHus] coXpaHeHUsT PaboTOCIIOCOOHOCTH YCIyr CBS3W B IOJTHOM
00BeEME;

2) OTKa30yCTOWYMBOCTh MOJKIIOUCHUS MPU OKa3aHWU Y CIYT CBSI3M JOJDKHA
o0ecreunBaThCs CIEAYIOMUME PEIICHUSIMA, HO HE UCKITIOYUTENIHHO!

— UCIIOJIb30BaHUE PE3EPBHBIX KAaHAJOB CBS3M HA MArMCTPAIbHBIX JTHHHUSIX
ECIIA;

— VICIIOJIb30BAHUE Ha CErMEHTax MPLS-cetn HcnomanTens
OTKa30yCTOMYUBBIX KOH(UTypaluii 00OpyAOBaHUS W MPOrpaMMHOIO oOecredeHusl,
o cxemaM N+1 umm N+N;

— WCIOJIb30BaHUE HCTOYHUKOB OecrepeboitHoro mnutanusi Ha Toukax
MPUCOEANHEHUS JIs 3alIUTHI OT MMOTEPH DIICKTPOIUTAHUS;

— IIY6JII/IpOBaHI/Ie KIIFOUYEBbIX KOMIIOHCHTOB,



31

— WCMOJIb30BAHUE  PE3EPBHBIX  KAHAIOB CBA3W B  MAruCTpaJIbHOMU
cocrapisitomiet  ECITJ] wmexny Toukamu mnpucoenuuenuss ECIII, no3Bomsronux
nepeHanpaBiATh Tpapuk B 00X0/l OTKA3aABIIETO MYyTH;

— MapHipyTuzanuo Tpaduka ¢ MNPUMEHEHHEM MPOTOKOJIOB CTAaTHYECKOMN
W TUHAMHAYECKON MaplIpyTHU3aluy;

3) B ciydae mpekpaiieHus 3HEProcHa0)KaIleld OpraHu3alueld Ioaaun
anektponutanus Ha Touky npucoenunenus ECIIJI, Ucnoaaurens 00s3aH NpOJ0KUTH
NpEeNOCTaBICHUE YCIyr CBI3U B TeueHUe 4 yacoB. boisiee mIMTENbHBIE TEPEPHIBHI
B DJEKTPOCHAOXEHWM, TOJTBEPXKICHHBIE CO  CTOPOHBI  DHEPrOCHAOKAIOIINX
OpraHu3alui, CYUTAIOTCS (HOPC-MAKOPOM.

2.45.1. TpebGoBanus K oTKazoycToiunBoctd KomnoHeHTa «MOHUTOPUHT H

obecrieyeHue 0E30IMaCHOCTH __ CBSI3H» B 4aCTHu DneMeHTa  MEKCETESBOI'O

skpauupoBanus (MCD):

1) OrkazoyctoiiunBocth MCD  [ODKHO 00CCIEUMBATHCSA — CIACAYIOIIMMHU
pEIIeHUSMMU:
- UCIIOJIb30BAaHUE  OTKA30yCTOMUMBBIX  KOH(MUTypaluid  amnmapaTHOTO
U TIPOTPaAaMMHOT0 00eCIICUCHHUS;
—  pe3epBUPOBAHUE HACTPOEK CPEJICTB 3AIIUTHI.

2.45.2. TpeboBanuss K oTkKazoycroiuuBoctu KommnoneHta «MOHHUTOPUHT

1 oOecrnieueHre 0€30IMacCHOCTH CBSA3U» B YACTH DJIEMEHTA «K3aImHuThI OT DDoS»:

1) Otka3zoycTOMUMBOCTL cpeacTB 3amuThl OT DDOS momxHO oOecrieuynBaThCs
CIEAYIOIINMU PEIICHUSIMH:

— UCIIONIb30BAaHNE  OTKA30yCTOWYMBBIX  KOHPUTYpalMii  ammapaTHOro
U IIPOTPaMMHOTr0 00eCTieUeHUS;

— UCIIOJIb30BAHUE PE3EPBHBIX KAHAJOB CBA3M B MArucTpaliu, MO3BOJSIOIIAX
MepEeHaIpaBiATh TpapuK B 00X0] OTKA3aBUIETO MYTH;

—  pe3epBUpOBAHUE HaCTPOCK CpEICTB 3aIUTHI.

2.46. TpeboBaHMsL K  peaJIu3anuu CUCTEMBI  TEXHUYECKUX  CPEJICTB

Ut ooecneueHns hVHKIIMHA OIEPATUBHO-PDO3BICKHBIX MeponpusiTuii (COPM).




32
O6ecneunts peanuzanuio pyukiuit COPM (COPM 2 u COPM 3), B COOTBETCTBUU

¢ TpeOOBaHUSAMHU HOPMATUBHO-TIPABOBBIX AKTOB:

1) TpeboBaHus K CETAM 3JIEKTPOCBSI3U AJI MIPOBEICHUS ONEPATUBHO-PO3BICKHBIX
Meponpusituii  Yacte 1. OOmme TpeboBaHust (yTB. mpuKazoM MHUHHUCTEPCTBA
WHGOPMAITMOHHBIX TEXHOJIOT | U cBsi3u PD ot 16 ssuBaps 2008 1. Ne 6);

2) IlpaBuna oxazaHusl TEJIEMAaTUYECKUX YCIYT CBs3U (yTB. MOCTAHOBJIECHUEM
[IpaButensctBa PO o1 31 nexabps 2021 Ne 2607 "O6 yrBepxkaenuu [IpaBun okazaHus
TEIEMATUICCKUX YCIIYT CBs3H");

3) IlocranoBnenue IIpaButensctBa P® ot 27 aBrycta 2005 r. Ne 538
«O0 yrBepxknenuu [lpaBusl B3auMoeCTBUSL ONEPATOPOB CBS3H C YIOJIHOMOYEHHBIMU
rOCy/IapCTBEHHBIMU  OpraHamMH,  OCYUICCTBIISIIOIIMMHU  ONEPATUBHO-PO3BICKHYIO
JeSITEBHOCTDY;

4) Ilpuka3 MuHucTepcTBa CBA3M U MaccoBbIX KOMMYyHHKanuid P® ot 16 anpens
2014 1. Ne 83 «OO6 yrtBepxuenuu IlpaBunm mnpuMeHEHHUST OOOpPYIOBaHUS CHUCTEM
KOMMYTAIlMH, BKJIIOYas MpOrpaMMHOE obOecrieueHre, 0OeCreUnBAlOIero BHITIOJHEHUE
YCTAHOBJIEHHBIX JECHCTBUM MNpPHU MNPOBEJECHUU ONEPATUBHO-PO3BICKHBIX MEPOIMPHUSATHIA.
Yacte III. IlpaBuima mpumeHeHHS OO0OpYIOBaHUS KOMMYTAIIMM W MapIIPyTHU3AIUH
nakeToB MHGOPMAIIMK CeTel Tepelayu TaHHbBIX, BKIIIOYasi MPOrpaMMHOE oOecrieyeHue,
00€eCIeunBaIONIEr0  BHITIOJIHEHUE YCTAHOBIEGHHBIX JCHCTBUH MpU  TPOBEICHUH
ONEPATUBHO-PO3BICKHBIX MEPOIPUITHII»;

5) Ilpuka3 MuHuctepcTBa 1M(GPOBOTO pPA3BUTHSA, CBA3M M MAaCCOBBIX
koMMyHUKauii PO ot 29 oxtsa6ps 2018 r. Ne 573 «O06 yrBepxkaennn TpeboBaHui
K TEXHUYECKUM M MPOTPAMMHBIM CpeJCTBaM WH(GOPMAIIMOHHBIX CHCTEM, COIEPKAITUX
0a3bl JaHHBIX a0OHEHTOB OIEpPaTOpa CBS3M W MPEJOCTABICHHBIX UM YCIyrax CBS3H,
a Takke MHPOPMAIMIO O IMOJIB30BATENAX YCIyraMu CBSI3M U O MPEJOCTaBICHHBIX UM
yciayrax CBsi3W, OOECIEUMBAIOIIMX  BBIMOJHEHHE  YCTAHOBJIEHHBIX  JIEUCTBUU
MIpU IPOBEACHUN ONEPATUBHO-PO3BICKHBIX MEPOIIPUATUNY;

6) denepanbHblid 3aK0H OT 6 nrost 2016 1. Ne 374-03 «O BHeCeHHH H3MECHEHUI
B @epnepanbHblidi  3ak0H 'O  OPOTUBOJACWUCTBUHM TEPPOPU3MY' H  OTHECIbHBIC

3aKkOHOoJarenbHble  akThl  Poccuiickon  ®depepauyn B 4YacTH  yCTaHOBJICHUS
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JOTIOTHUTEIBHBIX MEp MPOTHUBOACHCTBHUS TEPPOPU3MY U OOECIIEUCHHS OOIICCTBEHHOM
0€30MMacCHOCTIY.

2.47. TpeboBaHUI K XPaHEHUIO IepeaaBacMoro tpaduka M CO3JAHHUIK) CHUCTEM

XpaHCHUA JaHHBIX.

Ob6ecrnieunTths peanu3anuio (YHKIUMA O XpaHEHUIO TMepeaaBaeMoro Tpaduka
U CO3/IaHMIO CUCTEM XPaHEHUS JIaHHBIX B COOTBETCTBHM C TPEOOBAHUSIMU HOPMATUBHO-
NPABOBBIX AKTOB W BBIMOJHEHHs JEUCTBYIOIIETO COTJIACOBAHHOTO IJIaHa MEPONPUSTHUM
no peanusanuu Tpedoanuii PepepanbHoro 3akoHa ot 06 utonsg 2016 r. Ne 374-03 «O
BHeceHMU u3MeHeHuil B DenepanbHblii 3aK0H «O TPOTUBOJAEHCTBUU TEPPOPUIMYH
U OTJeNbHbIE 3aKOHOJIaTeNbHbIe akThl Poccuiickoit denepaiuu B 4aCTH YCTaHOBJICHUS
JOTIOTHUTENIBHBIX MEp MPOTUBOACHCTBHUS TEPPOPU3MY U oOecredeHus: OOIIeCTBEHHOM

0€30MaCHOCTIY.

2.48. TpeboBaHUSA K CHCTEMHOMY IIPOEKTY.

He mno3nnee 90 xanenmapHbix AHedl ¢ MomeHta mnoxanucanus KoHTpakxra,
Hcnonuurens JOMKEH MPENOCTaBUTh 3aKa34MKy CHUCTEMHBIM MPOEKT, OMUCHIBAIOIIUN
BOMPOCHI NMPEAOCTABICHUS Y CITYT CBSA3H, BKIIIOYAS:

2.48.1. Mopaens yrpo3 6e3o0macHOCTH HHGOPMAIIUH.

Mopenb yrpo3 6e3omacHOCTH MHGOPMAIMH JT0JDKHA COAEPKATh OMMCAHUE yTpo3
Oe3omacHOCTH HMH(pOpPMAIUM, BKIIOYAIONIEE OMHMCAHME BO3MOKHOCTEW HapylIuTeae
(MOJienh HApYIIUTENS), BO3MOXKHBIX YS3BUMOCTEH MPOTrpaMMHBIX MOAYJEH, CriocoO0B
peanu3zanuu yrpo3 0e30MmacHOCTH WH()OPMAIIUU U TIOCTEACTBUI OT HAPYIICHUSI CBOWCTB
6e3omacHocTH HH(pOpMAIUH.

Jlns onpenesneHus yrpo3 6€30nacHOCTH HHGQOPMAIUK U pa3pabOTKH MOJICIIH YTPO3
U MOJENH HapymuTens Oe30macHOoCTH WHGOPMAIMH TPUMEHSIOTCS METOIUYECKHE
JNOKYMEHTBI, pa3pabotanHbie u yrBepxkAcHHble DOCTIOK Poccun, yuuThiBaeTcs
uadopmaruss w3 banka maHHbIX  yrpo3  OesomacHocth  DCTIK  Poccum

(https://bdu.fstec.ru/), Ilpukaz ®CBb Poccum ot 10 wmroms 2014 r. Ne 378

«O0 ytBepxkaeHun CocTaBa U COJAEpKaHUS OPraHU3aAlMOHHBIX M TEXHUYECKUX Mep

no oOecneyeHUt0 O€30MaCHOCTU MEPCOHANBHBIX JIAHHBIX TMpPU HUX 00padboTke
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B WH(OPMAITMOHHBIX CHCTEMaX IMEPCOHAIBHBIX TAaHHBIX C HMCIOJb30BAaHUEM CPEIICTB
KpunTorpaduueckor  3amuThl  MHDOpPMAIUK, HEOOXOMUMBIX JUISI  BBITOJTHCHUS
yctaHoBleHHbIX [IpaButensctBom Poccuiickoit ®epepauun TpeOOBaHUN K 3alIUTE
MEPCOHATBHBIX JAHHBIX JUTSI KAXK0TO M3 YPOBHEH 3alTUIIICHHOCTH.

TpeboBanuss k  KommoneHTy — «3ammra  JaHHBIX»  ONPEACISIOTCS:
- B 3aBUCUMOCTH OT KJjacca 3alllMIIEHHOCTH M yIrpo3 Oe30MacHOCTU WHOOpMalNH,
BKJIFOUCHHBIX B MOJICIb YTPo3 0€30MmacHOCTH HH(OpMaIUy;

- ¢ yuetom ['OCT 34.602, I'OCT P 51583 u I'OCT P 51624, B uactu onpeaeacHus:

-1ieJied 1 3a7a4 00ecnedeHMs 3auThl HHpOpMaIuu;

-KJ1acca 3allMIEeHHOCTH;

-IepeYHs] HOPMATHMBHBIX TIPAaBOBBIX AaKTOB, METOJMYECKHX JOKYMCHTOB
U HallMOHAJIBHBIX CTAaHIAAPTOB, KOTOPBIM JOJDKHBI COOTBETCTBOBATH KOMIIOHEHT
«3amuTa JaHHBIX»;

-TpeboBaHMil K 3amuTe MHbOpMaMK MpU MHGOPMAIIMOHHOM B3aUMOJICHCTBUU
¢ UC u uadopMaIimoHHO-TeIEKOMMYHUKAITMOHHBIMU ceTsiMH, B ToM unciie ¢ UC ®OUB,
POUB.

2.48.2. Peammzanmo COPM.

2.48.3. Meponpusatuss 1o peanuzanuu TpeboBaHuii demepanbHOro 3aKoHa
oT 06 urons 2016 rona Ne 374-®3 «O BHeceHnHn u3MeHeHu B denepanbHblii 3aKkoH «O
IPOTUBOACHCTBUU TEPPOPUIMYH.

2.48.4. ObecnieueHue BBITIOJIHEHHUS TpeOoBaHUN K oOkazaHuio KommoHeHTa
«IIpenocraBieHue q0CTymay.

2.48.5. OOecneueHre BBITIONHEHUS TpeOOBaHWA MO oOkazaHuio KommoneHTa
«OrpaHuveHne 10CTyna K HHPOPMAIIHH.

2.48.6. OOecmeueHre BBITIONHEHUS TpeOOBaHWA MO oOkasaHWio KommoHeHTa
«MoHuTOpHHT U o0ecrieueHue 6e30MacHOCTH CBI3M.

2.48.7. OOmwue  NPUHIUIBI  TOCTPOCHHS  CETEBOM  HMH(PPACTPYKTYPHI
IJI1 OKa3aHus Y CIyT CBSI3H.

2.48.8. MmkeHEepHO-TEXHUUYECKHUE PEIICHUs IO OpraHW3aluyd OKa3aHUs Y CIyr

cesa3u o C30 wa 6a3ze ECIT/I.
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2.48.9. NHXeHepHO-TEXHUYECKHE pEUIeHUsl MO OpraHu3allud OKa3aHUs Y CiIyr
cBs13u 11 C30 Ha 6aze CIyTHUKOBOM CETH CBSI3H.
2.48.10. Onucanue u cTpykrypHble cxembl noctpoeHusi ECIIJ mo cyObekram
Poccuiickont @enepaunu.
[Ipu mnoctpoenun uHPpPacTPyKTypbl s oka3aHuss Kommonenta — «3amura
JAHHBIX», IPOBECTU OLIECHKY B COOTBETCTBYIOLIEM MOPsAKE, ycTaHOBIEHHOM D3 Nel 87
«O 6e30MacHOCTH KPUTHYECKON MHPOpMaIMOHHOMN 71t uHppacTpyKTypsl Poccuiickoit

dbenepanun» ot 26.07.2017 1.

2.49. TpeboBaHMs K TEXHUUYECKOU Hoiepkke VCIOJHUTENISA IIPU OKa3aHUuU Y CIIyT
CBSI3H.

2.49.1. B nepuon oxazanus VYceayr cBsasu  HcnonmHutens  00s3aH
OCYIIECTBIIATh TEeXHUUYECKyl momaepxkky Ilorpebuteneit (manee - TexHuueckas
MOJJIEp’KKA) TI0 BOMPOCAM OKazaHUsl YCIYTr CBS3W B COOTBETCTBHE C PerimameHTtom
TEXHUYCCKOW MOJICPKKH NMPU OKa3aHUU YCIyrH CBs3U (YTBEPXKICHHBIM 3aKa3uuKOM
B cooTBeTcTBHHM I1. 7.1. T3).

2.49.2. B nensix okazaHus JOTMOJHUTEIBHON KOHCYJIBTAlIMOHHON MOIIEPKKH
[ToTpebuTeneit mo BompocamM, CBSI3aHHBIM C OKa3aHHWEM YCIYT CBSA3M, a TaKKe B IEISIX
oOecrieueHus BO3MOKHOCTHU yIpaBlIeHUs YcCayraMu CBsi3u co cTopoHsl [loTpedOurenei,
HcnonnuTtens AOMKEH co34aTh pecypc B ceth MHTepHET, pa3MecTUTh Ha HEM
WHCTPYKIIUM W JIOTOJHUTEIbHBIE MaTtepuanbl s [loTpebuteneit u cozmarh JIMdHbIN
KaOWHET.

2.49.3. TexHuueckasi MoJJIEpKKa JOJDKHA OCYHIECTBIATHCS KPYIJIOCYTOYHO
U €XKEIHEBHO B COOTBETCTBUHU C PErmaMeHTOM TEXHUUYECKOW MOANEPKKU IPU OKA3aHUU
Yenyru cBs3m, yrBepKIaeHHBIM 3akazuumkoMm. Jlims OObvexktoB I[MK Pernament
pa3pabatrbiBaeTcsi OTAENBbHO M AoikeH ObiTh corjacoBaH ¢ [[UK Poccum. Ilocne
yTBepxkaeHusa Pernamenrta 3aka3uMkoMm, OH JOJDKEH ObITh pa3MmenieH McnomHurtenem
Ha pecypce, CO3IaHHOM B cOOTBETCTBUU ¢ 1. 2.50.2 T3, u HanpaBieH A1 03HAKOMJICHUSI
B ajpec Bcex [lorpeOuteneii, ykazaHHbIX B 3asBKax 3aka3uuMKa Ha OKa3zaHUE Y CIYrd

CBA3H.
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2.49.4. OOpaleHus B TEXHUYECKYIO MOAAEPKKY JTOJKHBI pETUCTPUPOBATHCS
MOCPEJICTBOM CJIEIYIOLIUX CIIOCOOO0B:

— 10 €IMHOMY OECIUIATHOMY KOHTAaKTHOMY HOMEpY Tene(oHa;

— TIOCPEJIICTBOM OTIIPABKU COOOIIEHUN DJJIEKTPOHHOM MOYTHI Ha €JAUHBIN
MOYTOBBIN SIIUK;

— TOCPEACTBOM JINYHOTO KaOMHETa;

— aBTOMATHYECKOE 3aBEJICHHE WHIIMJACHTOB HA OCHOBAaHUU COOBITHIA,
MOJTY4YEHHBIX B X0J1e OKa3zaHus KomnonenTa «MOHUTOPUHT
1 obecriedyeHrne 0e30macHOCTH CBsI3U» (DaeMeHT « MOHUTOPUHT MapaMeTpoB KadecTBa
NPEIOCTaBISIEMBIX YCIIYT»).

2.49.5. [IpodunakTruueckue pabOThI:

1) Tlpm mnpoeaeHnn nPOYUIAKTHYCCKUX pPabOT JIOMyCKaeTCs IepephiB
B OKa3aHUU Y CIYT CBSA3H.

2)  IlpoBeneHue yka3aHHBIX BHIOB PabOT JOJHKHO OCYIIECTBIIATHCS B Yachl
HauMeHbIel Harpy3ku W wuH@opmupoBanue mnpeactaButens C30 M0KHO OBITH
IIPOM3BEICHO 3apaHee He MEeHee YeM 3a 3 pabouux JHs A0 Havana paboT mo tenedony
WM 3JIEKTPOHHOM TOUTe.

2.49.6. [IpuopuTeThl U BpeMs BOCCTAHOBIICHHSI pabOTOCIIOCOOHOCTH Y CIIyT
ces3u st O6wvektoB LIUK onpenensercsa tpedoBanusimu [punoxenust Ne7.

2.49.7. [IpuopuTeThl U1 BpeMs BOCCTAHOBIICHHSI pabOTOCIIOCOOHOCTH Y CIIyT
cBs3u 11 OOpa3oBaTeNbHBIX OpraHU3aLNN:

1) HeucnpaBHOCTH MOAPA3NEIAIOTCS Ha YETHIPE MPUOPUTETA IO CTEICHU
CPOYHOCTH UX YCTPAHEHUS:

1-v111 npuopumem — Kpumuunuwiii:

—  COINpOBOXkAaeMas yciayra He IOCTymnHa (aBapus);

—  MaccoBble (Oosee JecsaTH oOOpallleHUH B TEUEHHE TPUJALIATH MHUHYT
or pasmuuabix C30 B otmenbHOM cyObekte Poccuiickoii Deneparin)
oOpallleHHii B TEXHMYECKYI0 MOAAECpKKYy VcnonHuTtens, cBsi3aHHBIC
C HapylleHHeM padOTOCIIOCOOHOCTH Y CIIYT CBSI3U, OTHOCSIIUECS K OJHOMY

COOBITHIO;
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2-ou npuopumem — Boicoxuii’

—  HaOmromaercs

MaccoBas Acrpaganus MMPON3BOANTCIIbBHOCTHU N

NEPUOANUYECKOE NTPEPHIBAHUE YCIYTH B HE MEHEE 5 MPOLIEHTOB O0ILEro Yucia

C30 B peruosge;

—  (UKCUpPYIOTCS TEPUOJUYECKUE MpEphIBaHUS WIM JAerpajaunus (CHUKEHHE

CKOPOCTH OTHOCHUTEJIBHO 3asiBIICHHOW) B pabote yciyru B ogHoMm C30;

3-1t npuopumem — Cpeonuii.

— HapyImCcHUC BCIIOMOTaTEJIbLHOU q)yHKI_[I/IOHaJ'IBHOCTI/I YCHyI‘ CBsI3U,

— 3aIIpocC Ha O6CJIY)KI/IB2[HI/IC HJIN U3SMCHCHUC HACTPOCK;

— 3aIllpoC Ha UBMCHCHHC KOH(i)I/II‘ypaHI/II/I 501041 (byHKHI/IOHaJ'IBHOCTI/I VCJ'IYI‘ CBsI3U,

4-11 npuopumem — Huszxuii:

—  mpobyemsl 6€3 yTpaThl CHOCOOHOCTH Y CIIYT CBSI3H;

—  3aIpoChl MO OKa3aHUIO HHGHOPMAIIMOHHON MOIEPIKKH;

— mnpexncraputento C30 Tpedyercs KOHCYIbTAIus.

[Tokazatenn Hopmatus Bpemenu peaxiuu
Pexum perucTpauuu
o6 pameHHii 24 yaca 7 IHEN B HEOEIIO
Bpewms perieHus 10* yacoB pa6ouero Bpemenu (¢ 08:00 mo 18:00
WHITUICHTOB MIEPBOTO MECTHOTO BPEMEHH MO paboynM JHIM) C MOMEHTA
MIPUOPUTETA perucTpanuu odparieHusl.
B nepuoasl mnpoBeneHUs H30UpATEIbHBIX KOMITAHUMN
Pa3IUYHOTO YPOBHSI M TEPHOJbI TPOBEACHUS EIUHOTO
rOCYyIapCTBEHHOTO SK3aMEHa- KPYTJIOCYTOYHO
Bpewms penieHus 14 * gacoB pa6ouero Bpemenu (¢ 08:00 mo 18:00
WHITUICHTOB BTOPOTO MECTHOTO BPEMEHH 10 pabovynM JHIM) C MOMEHTA
MPUOPHUTETA perucTpanuu ooparieHusl.

B nepuos nmpoBeieHust n30MpaTeIbHbIX KOMIAHUM
Pa3IMYHOTO YPOBHS U TIEPUOIBI TPOBEICHUS €TUHOTO

rOCYJJapCTBEHHOTO 3K3aMEHA - KPYIJIOCYTOYHO
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IToxa3zaTeinb Hopmatus BpemeHu peakuuu

20* yaca pabouero Bpemenu (¢ 08:00 qo 18:00
Bpewms pewienus
MECTHOr0 BpeMEeHH 1o padboyum AHsAM). B nmepuos
MHIHUIEHTOB TPETHETO .
POBEJICHUS U30MPATETbHBIX KOMIIAHUN Pa3IUYHOrO
pUOPUTETA

YPOBHSI- KPYTJIOCYTOYHO

24* yaca pabouero Bpemen (¢ 08:00 qo 18:00
Bpewms pewenus
MECTHOT0 BpeMeHH 1o padbouum aHsIM) B nepuos
UHIUJCHTOB YE€TBEPTOTO .

pOBEJICHUS U30UpATETbHBIX KOMIIAHUN Pa3IUYHOrO
npUOpHUTETA

YPOBHSI- KPYTJIOCYTOYHO

*) VkazaHo BpeMsl yCTpaHEHHS HEHCHPABHOCTHU, He Tpelyroliee BbIe3/a.
J1J1st BOCCTaHOBJIEHUS MarucTpajibHON KabenbHOM HH(pacTpyKTyphl, pabOT Ha Y3I0BOM
U MarucTpajibHOM 0OOPYIOBaHUH, 3aMEHBI 000PYI0BAaHUS/BOCCTAHOBIEHUSI KaOEIbHOM
uHppacTpyktypsl Hcnomnurens W HHBIX pabor, TpeOyrommx Bbiena B C30,
HOpPMAaTHBHBIE CPOKHU PEILICHUs UHIIUCHTA YBeTUUHBatoTCa Ha 48 yacoB. YKazaHo BpeMs
JUIsl BOCCTAHOBUTEIBHBIX paboT mHGpacTpykTypsl McnonHutens, 0e3 ydera BpeMEHH
BOCCTaHOBHUTENBHBIX paboT obopynoBanus C30, nndpacTpykTypsl HHGOPMAIIMOHHBIX
cucteM, a Taxke Hanuuus C30 B TpyJHOAOCTYITHOM HAaCEJIEHHOM ITYHKTE.

st 00OBEKTOB, PACHOJIOKEHHBIX B TPYIHOJOCTYITHBIX HACENEHHBIX ITYHKTaX
(TpYTHOJIOCTYIIHBIM HACEJIEHHBIM MYHKT - 3TO HACEJICHHBIA MYHKT, KOTOPHIA B CHIY
MOTO/IHBIX, TPUPOJHBIX, TEXHOTEHHBIX W HMHBIX OOCTOSTENbCTB M (WMJIM) OTCYTCTBUSA
AIIEMEHTOB WHQGPACTPYKTYPhl CTAHOBUTCS HEAOCTYIMHBIM WM TPYTHOJOCTHKUMBIM
JUTs1 TPAHCTIOPTHBIX CPEJICTB) CPOK PELLICHUS] HHITUACHTA JIJIsi BOCCTAHOBJIEHUS KaOEIbHOM
uHdpacTpykTypsl McnonHuTens, 3aMmeHsl 000pynoBanus VcronHuTens U UHBIX pador,
TpeOyromux Bbie3na Ha 00bekT C30, a Takke I BOCCTAHOBJICHUS MaruCTPaIbHOM
KaOenpHOW WMH(MPACTPYKTyphl, pabOT HA Y3JI0BOM M MarucTpalibHOM OOOpPYIOBaHUH,

yBenumuuBaetcs 10 10 pabounx maHEH.

PeriameHT TeXHHYECKOWM NMOMAEPKKHM IMPU OKA3aHWUU YCIYTH CBSA3U JIOJKEH

MpeycMaTpuBaTh MOPSA0K B3amMmozencTBus Mexay Ilorpebutenem, McnomHutenem
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1 3aKa34YMKOM, B TOM YHCIIE:

® [OpPSIOK PETUCTPALMM, OTKPBITUSA, OOpaOOTKHM M 3aKpbITUs OOpalieHHit
[ToTpebuteneit mo BompocaM mnpenoctaBieHus Ycnyr cBa3u CayxOoi
TEXHUUYECKOU noaaepxku 3akazurka u Cinyx00i TEXHUUYECKON MOIEPKKU
Hcnonuurens;

® [OpPSIOK PErucTpalyu, OTKPBITUS, OOpaOOTKM M 3aKpBITHS OOpallleHHH,
CO3/IJaHHBIX HA OCHOBAHUU COOBITHH, TOJYYEHHBIX B XOJE OKa3aHUS
Komnonenta «MoHuTopuHr u oOecrieueHue O€30MacHOCTH  CBS3W»
(OnemeHT «MOHHMTOPHHI IMapaMeTPOB KauecTBa IMPEIOCTABIAEMbIX
yeayr»);

e rmopsanok B3aumojeictBus [lorpebureneir, Cnayx00i TEeXHUYECKOU
nojaaepKku 3akazunka u Ciry>x00i TeXHUYECKOU nmoaAepKkku McnomauTtens
IIPY TUTAHUPOBAHUU U MTPOBEJICHUH TEXHOJOTHUYECKUX TIEPEPHIBOB;

® MOpsNOK (HOPMUPOBAHUS U TPEIOCTABICHUS 3aKa3yMKy OTYETHOCTH
no oOpamenusiM [loTpeOurteneit 1 OTUETHOCTH O KadyecTBE YCIYT CBS3HU
Komnonenta «MoHUTOpUHT U oOecrieueHre O€30MaCHOCTH CBSA3U»
(OnemeHT «MOHMTOPUHI TIApaMETPOB KadyecTBa IMPEIOCTABIISIEMBIX
YCIyT»);

® T[OPSAOK PETUCTPALIUM, OTKPBITHS, OOpPaOOTKM M 3aKpBITHS OOpalieHui
[ToTpebuTtenei, HampaBiIeHHBIX Yepe3 JINUHbIN KaOUHET.

Ilpumeuanus:

1) B ciygasix, ecimu Juist penieHusl 3asiBKH TPeOyeTCsl TOTIOTHU TeIbHAS HHPOPMAITHs
ot IloTpebuTens mam mpoBepKa pabOTOCIIOCOOHOCTH C €ro CTOPOHBI, BpeMsl MPOCTOS
HE YYUTBHIBAETCS, 0 MOJYICHHS 3aMPOIICHHON HH(POPMAIIHH.

2) OtrutrodeHust (TIepephIBbI), BRI3BAHHBIC JIFOOOH M3 MEPEUUCIICHHBIX HIKE TPUYIHH,
HE KJIacCCU(ULMPYIOTCS KaK HEJOCTYMTHOCTh UM HEUCTIPABHOCTH:

—  TIPOBEICHHME TUIAHOBBIX mpoduiakTudeckux pador (manee — TIIIP)
C yBeIoMJIEHHUEM mpejacTaBuTeneld 3akazunka u/mnu [loTpeduteneit B cpok

HE MEHee TpeX pabouux AHEH 10 BpeMEHU MPOBEACHUS paldoT;
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—  paborta Ha o0opyaoBanuu Mcnomnutens no 3anpocy I[lorpedurens;

—  TecTHUpoBaHHEe Yciayr cBs3u 1o 3ampocy llorpeOurtenss B ciyuae, Korjaa
He OBLIO BBIBICHO HUKAKOW HEHCIPABHOCTU MM HETOCTYIHOCTH;

—  HeucmpaBHOCTHU uiiu nedexTsl o0opynoBanus [loTpedbureneii;

—  TepepbIBbl B NPEIOCTaBICHUU YCIYr CBSI3U, BBI3BAHHBIC YMBIIIJICHHBIMU
WIM HEYMBIIUJIEHHBIMU eiicTBusiMU [loTpebuTeneii;

—  (dopc-Maxkop, B TOM 4HCIE JEUCTBUS, BIPSAMYIO WA KOCBEHHO BIIUSIOIINE
HA CpOKM oOpraHuzauuu pabor wimm cobmonenue HcnonHurenem
o0s3aTenbeTB B pamkax T3.

2.49.8. MHcnonHuTenr B TEUYEHHUE BCETO CpOKa OKazaHUsi YCIYr CBS3U
NpeloCTaBIsieT 3aKazyuKy AOCTYN yepe3 000pyIOoBaHUE KPUMNTO3AIIMTHI, K CUCTEME
perucTpanuu oopaleHui, ynpaBieH!s U peleHus HHIUASHTOB/3anpocoB Vcnonnurens
(Service Desk).

2.49.9. Hcnonnutenb B TEUYEHHE BCErO0 CpOKa OKa3aHUs YCIYr CBS3U
NPEIOCTaBISIET BIICIEHHBIN MHOTOKAHATBHBIN TeIe(OHHBIM HOMEp B KOJE JOCTyNa K
ycnyre anektpocBsizu «800» miis peructpauuu obpamenuit [lorpedureneit Cimyx0Ooi
TEXHUYECKOU MOAJIEPKKH 3aKa3urKa, a TaKKe MPEeJOCTaBIsAeT 3aKa3uuKy BO3MOKHOCTb
aBTOMAaTHYECKOTO pacmlpeaesicHuss BbI30BOB. Bb13oBel [loTpebuTeneit Ha BBIACICHHBIN
TeneoHHbI HOMEep VCroNMHUTENs NOMKHBI OCYIECTBISATHCA 0€3 B3UMaHUs IUIATHI 3a

UCXOJAIIEE COCAUMHEHNE Ha Bcell Tepputopun Poccuiickoit denepannm.

3. CocTaB YcJyr cBsi3H.

Oxazanue HWcnomuurenem VYcemyr cB3u maas C30 u O6wvektoB  [IUK
OCYILLECTBIISAECTCS Ha  TEePPUTOPHUIX CyOBEKTOB Poccuiickon denepanuu
(3a mckimouenuem PecnyOosmmkm Kpeim m 1. CeBactonodns)([Janee — Yeayru cBsizm)
U COCTOUT U3 cieaytronux KoMInoHeHToB:

3.1. Kowmmonent «lIpenocraBieHre n0cTymnay OOCSCIICYHMBAET IPEJIOCTABICHUE

noctynma C30, Oo0bexkram [UK, pacrnonoxeHHbIM Ha TEPPUTOPUH CYOBEKTOB
Poccuiickoit ®@enepauuu (3a uckiaouenneM Pecnybnuku Kpsim u r. CeBactomnoss)

k ECII/] B citydae ero orcyrerBus ([lanee - [IpexocraBiienne 10cTymna).
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3.2. Kowmmnonent «llepenaya maHHblx» oOecleuuMBaeT Nepefavy AaHHBIX MpU

OCYIIECTBJICHUH  JOCTyIla K  TOCYJapCTBEHHbIM,  MYHULMUIIAJIBHBIM,  WHBIM
WHPOPMAITMOHHBIM cucTeMaM W K cetn Wuteprner ([lanmee - Ilepemaya JaHHBIX)

B COCTaBe.

—  KowmmoneHT  «3ammra JIaHHBIX» OOeCleYMBaeT 3allUTy JIaHHBIX,
00pabaThIBaeMbIX M TepeaBacMbIX MPU OCYIIECTBICHUHU JOCTYIMA K FOCYIapCTBCHHBIM,
MYHHUIIMIAIBHBIM U WHBIM MH()OPMAIMOHHBIM CHCTEMaM, a Takke K ceth HHTepHer
(Janee - 3ammTa TaHHBIX);

— KomnoHeHTt ((OI‘DaHI/I‘ICHI/IC JOCTVIIa K I/IHd)ODMaLII/II/I» oOecrieunBaeT

OrpaHWYEHUE JOCTyNa K HHQOpMAIMU, paclpocTpaHeHue koTopod B Poccuiickoit
deneparnuu 3anpenieHo, ¥ K UHGOpMAIlUU, HAHOCSIIEH BpeJ 3J0POBBI0O M PA3BUTHUIO
neTel, coaeprkaiieiics B cetu MHTepHET /U1 0oOpa3oBaTeNbHbIX opranu3anuii ([lanee -
Orpannyenue J0cTyna Kk nugopmManun);

— KomnoHneHT «MOHMTOPUHT U oOecrieyeHNE OS30IAaCHOCTH  CBSA3H

oOecrieynBaeT MOHUTOPUHT U oOecrieueHne 0e30MaCHOCTH CBSI3U MPHU MPETOCTABICHUH
J0CTyNa K TOCYyJJapCTBEHHBIM, MyHUIIMITAJIbHBIM U UHBIM WH()OPMAIIMOHHBIM CHUCTEMAaM,
a takke kK cetu Muarepuer ([anee - MoOHMTOPHMHI U o0ecnedyeHHe 0€30MACHOCTH
CBSI3H).

3.3. KowmmoneHt «Opranusaius kaHajga [2» obecriedrBaeT OpraHU3aluio

KaHaJla CBSI3M, BKJIIOYAs €ro CO3JaHUE WIM MOJEPHU3ALMIO B ClIydya€ BO3MOXKHOCTHU
VIIy4IIIeHHS TapaMeTpoB KaHaa cBsi3u B cootBeTcTBUM ¢ T3, mist C30, O6wexroB UK,
PaCIOJIOKEHHBIX Ha TEPpUTOpUH CYOBbeKTOB Poccuiickoit denepannu (3a UCKIIOUCHUEM
Pecniyomukun Kpeim u 1. CeBactomonsi) ¢ uensio moakmtouenuss Kk ECII (Hamee -
Oprann3anus kanaaa L2).

3.4. Kowmmonent «llepenadya manabIx L2» obOecreunBaer mepenadyy JaHHBIX

mexay C30, Oo6wvektom [IUK, pacnonoxeHHBIMH Ha TEPPUTOPUU CYOBEKTOB
Poccwmiickoii ®enepanun (3a uckimrouennem Pecrmyonmukn Kpeim u 1. CeBacTomnods)

u ECITJ] (1anee - [lepenaua nanubix L2).
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4. TpeOoBanus K Yciayram cBsi3H.

4.1. VYcayru cBA3W JOJKHBI NPEICTaBIATh CO00M cOBOKYNHOCTh KOMIOHEHTOB

C BO3MOXHOCTbIO HUX KOMOWHAaNMU U U3MeHEeHHH. OCHOBHBIMU MPUHLIUNAMU
obecrieueHus: YCIYr CBSI3M JOJDKHBI SIBISITBCS YHUBEPCAIBHOCTh, YINPABISIEMOCTD
1 MacIITadupyeMoCTh.

4.2. VYupapiaenue YcCIyramu CBSI3H.

HcnonHuTens OOMKEH OCYIIECTBIATH YHPAaBICHUE W3MEHEHUSIMH, KOTOpPbBIE
MOTYT BKJTIOUATh U3MEHECHUS MTapaMeTpoB Y CIIYT CBS3H:

— untepdeiicel obopynosanus Touek npucoeaunenust ECIIJl, k kotopomy
noakiroyaerca Kanan L2;

— untepdeiicel obopynoBanusi Touek npucoeaunenuss ECII, x xoTopsiM
noaktouaetcs odopynoBanue KCA O6nwektos UK

— tonojiorust ECII;

— IP anpeca u noaceru;

— IPOTOKOJIbI MapIIPyTHU3ALNY;

— npodusii MOPTOB AOCTYIIA;

— OpOIyCKHAs  CHOCOOHOCTh  mepenayud  Tpaduka  pa3HBIX  THUIIOB
0 TMpenocTaBisgeMbiM KaHasmaMm cBsizm Mmexay C30, O6wekramu [[MK B 30HE
OTBETCTBEHHOCTH McrioaHuTENS;

— napameTpsl kauecTBa nepeaaun [P-maketos u Ethernet kanpos C30 mexay
C30 B 30He oTBeTcTBEHHOCTH McnomHuTeNd;

— noakiaodeHue C30 k cetn McnonHUTENA Mpy n3MeHeHuu koiandectBa C30,
anpeca mecropacroioxeHuss C30 B 30He OTBETCTBEHHOCTH McnonmHuTens,

— napameTpsl KauectBa nepegaun [P-nakeroB mexay C30, O6bvekramu HUK
B 30HE OTBETCTBEHHOCTH McnonHuTens;

— noakmoueHue O6bekroB MUK k ECIIJl nmpu u3MeHEHMH KOJIMYecTBa
O6wexToB LMK, anpeca mectopacnonoxenuss O0bekta [{K B 30He OTBETCTBEHHOCTH
Ncnonnurens (o AOMOIHUTEILHOMY COTJIACOBAHUIO C 3aKa3YMKOM);

— MIPUOCTAHOBJICHUE UJIM BO3OOHOBIICHUE OKa3aHUs Y CIIYT CBS3H;

— okazanue Ycayr cBsazu s C30, O6wexToB LMK mo cormacoBaHuio MexXTy
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3aka3unkoM M McromHuresnem;

- MpEeKpalleHue OKa3aHus Y CIyT CBSI3H;

- uHble corjlacoBaHHble McmonmuuteneM u 3aka3dyuKoOM MapaMeTpbl Y CIayr
CBS3M.

4.3. TpeboBaHusI K NPOU3BOIUTEIBLHOCTHA Y CIIVT CBS3H.

1) Ilpow3BOOUTENBHOCTh YCIYr CBS3M JOJDKHA OBITh  JIOCTATOYHOM
JUTSL BBITIOJIHEHUS BO3JIOKEHHBIX Ha Hee 3ajad. B ciydyae HeoOXOAMMOCTU yBEJIUYEHHUS
IIPOU3BOAUTENBHOCTH VICHONHUTEND JOJDKEH MPEAYCMOTPETh TAaKYH) BO3MOXHOCTH
0e3 JOMOTHUTENbHBIX KaUTAIbHBIX 3aTpart.
2) VYBeJIMYCHUE MPOU3BOJAUTEIIBHOCTH YCIYr CBSI3U JIOJDKHO JOCTHTaThCs
CJIEYIOIUMHU CIIOCOOAMMU:
—  3aMeHa WIN MOJIEpHM3AlMsl allapaTHOTO 00eCIIeueHus;
—  3aMeHa WIM MOJAEpPHU3AIUS IPOrPaMMHOI0 00eCTIeUeHHUS;

—  yBEJHMYEHHE MMPOIYCKHON CIIOCOOHOCTH KaHAJIOB CBSI3H.
5. TpedoBanusi k Kommonenram.
5.1. VYcnyru cBsi3M JOMKHBI TPENCTaBIsATH CcOOOM HabOp  CIETYHOIIMX

KOMIIOHCHTOB U 3JICMCHTOB!:

1) Komnonent «IIpenocTaBieHnne J0CTYIay.

2) KowmmoneHt «Ilepemaya JaHHBIXY:

e DOnemeHT «llepenaua nanusix B BUC ¢ 3ajaHHBIMU [TapaMeTpaMu
KauecTBay;
e DOnemeHT «llepenaya nanHbIX B ceThb IHTEpHET.

3) KoMmoHeHT «3anmTa JaHHBIX:

o OnemeHT «Kpunrtorpaduueckas 3aniura KaHaIOB CBA3N».

4) KowmmoneHT «OrpaHUYeHre JOCTYIa K HH)OPMAIIANY

e DnemeHT «KoHTeHTHAs! GUIbTpALIUS.

5) KomnoHeHT «MOHUTOPUHT ¥ 0OecrieYeHre 0e30MacHOCTH CBA3UY:
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e DJIEMEHT «MOHI/ITOpI/IHF napaMCeTpoOB Ka4€CTBa MMPCAOCTABIIACMBIX

yCIIyT»;

e DueMeHT «3ammTta oT DDoS aTtaky;

e DieMeHT «MexXceTeBoe IKPaHUPOBAHUEY.

6) Komnonent «Opranu3aims kanana L2y,

7) KowmmoneHnt «Ilepenada ganHbix [2y.

KoMmnoneHT «HpEIIOCTaB.]'IeHl/Ie A0CTYIIA».

Kommnonent ((HpGI[OCTaBJ'ICHI/Ie AOCTYyIIa» OOJDKCH ABJIATHCA YHUBCPCAJIbHBIM,

yIPaBIIEMbIM U MAaCIITAOUPYEMBIM.

5.2.1. TpeboBauus k apxurekrype Kommnonenra «IIpenocraBieHue 10CTyIIa.

Apxutektypa Komnonenta «IIpenocraBienne qoctynay» NpuBEIeHa HA pUCYHKAX

:b6benm C30 N

OGbeKm ol
3 gﬁ 444444444444444
KommyTaTop
pocryna -
) Kpunto 3
3 MapwpyTUsop
e o o CeTtb Touku e o o
..................................... Ucnonnutens B Cy6bekte PO HipUCoEOiHERUx,

30 Notpeburtens

=
KommyTatop
aoctyna -

Kpunto
mapupyrusop

30 Ucnonuutena

Ecna
(IP MPLS Ucnonxurens)

Mpumeyarus:

BYC-BUpPTYyanbHaA YacTHaA ceTb;
ECNA-eauHan ceTb nepeaayn AaHHbIX;
UC-UHdpopmaumoHHan cuctema;
NIBC-/10KaNbHO BbIYMCANTENbHAA CETb;
LLOA-LleHTp 06paboTKM AaHHbIX

Puc.1.Apxurexrypa Komnonenta «lIpenocrasnenue nocryna» g C30
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[pumeyarus:

BYC-BupTyanbHasa 4yacTHas ceTb;
ECNA-eavHan ceTb NnepeAayn AaHHbIX;
NBC-Nlo 0 BblYUCAU ceTb;
KCA-KomnneKc cpeacrs aBTomaTmsaumm

Puc.2. Apxurekrypa Kommnonenra «lIpenocraBnenue noctyna» mist OosexroB [{HUK.

5.2.2. Texuuueckue cpencrra peannzanuu Kommnonenra Yenyr «lIpegocraBieHue

TOCTYTIa.
[Toaxmrouenune Kanana L2 k Touke nmpucoeaunenust ECITI, O6wexToB [IUK

Kk Touke npucoeaunennss ECIIJ] ocymecTBisieTcss B COOTBETCTBUU ¢ TpeOoBaHUAMH T3.

5.2.3. Yupasnenue Komnonentom «lIpemocTaBieHue 10CTyIay.

Hns ykazanaeix 3akazunkoM C30, OObektoB UK HcmomnuTens mg0iDKeH
OCYIIECTBIIATh YyNpPABJICHUE HW3MEHCHHSIMHU, KOTOPHIE MOTYT BKIIOYaTh W3MEHCHHS
rmapaMeTpoB OKa3aHUs Y CIIYT CBS3H:
uHTepdeiic Ha obopyaoBanun VIcoOMHUTEINSI, K KOTOPOMY TOJIKITFOYAETCs
Kanan L2;
uHTepdeiic Ha obopynoBaHnu VICOMHHUTENS, K KOTOPOMY TOJIKITFOYASTCS
ob6opynoBanne KCA O6wekra [{UK;
tonosiorust ECII/L;

IP angpeca u moaceTwu;

MPOTOKOJIBI MapUIPYTU3AIINH;

po i MOPTOB JOCTYTIA;

Tpaduka THTIOB

Mo TpeaocTaBiIsieMblM KaHanam cBsizu Mexay C30, Oo6wektamu [IUK B 30HE

MPOMYyCKHAss  CIIOCOOHOCTh  Mepeayu pa3HbIX

OTBCTCTBCHHOCTHU I/ICHOJIHI/ITGJISI;
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— napaMeTpsl kauectBa nepegauu [P-makeroB u Ethernet kagpos C30 mexny
C30 B 30H€e oTBeTcTBeHHOCTH MCcnomHuTend,

— nogkmouenne C30 k ceru HMcnonHurtens npu M3MEHEHUHM ajpeca
MecTtopacnonoxkeHusa C30 B 30He OTBETCTBEHHOCTH McnonHurens;

— IPUOCTAHOBJICHUE WJIM BO3OOHOBJICHUE OKa3aHUsl Y CIIYTH CBSI3H;

— OpOIyCKHAs  CHOCOOHOCTh  mepenayd  Tpaduka  pasHbIX  TUIIOB
0 Mpe0CTaBIsIeMbIM KaHamaMm cBsizu Mexay O0wekramu [[UIK B 30He 0TBETCTBEHHOCTH
Hcnonuurens;

— noakmouenne OO0wvekta [MUK x ECII[ npu wusMeHeHuu anapeca
mecropacnoyioxenust Oobekra [{1K B 30He oTBeTcTBeHHOCTH cTomHUTENS;

— okazanue Ycayr cBszu s HOBbIX C30, OOwektoB I[UK B 30HE
OTBETCTBEHHOCTH  VICTIONIHUTENST MO  COrJIJaCOBAaHMIO  MEXAY  3aKa3uMKOM
u McnonHuTenemM;

— NpEeKpalIEHNEe OKa3aHUsl Y CIIYT CBSI3U 1O MPEJOCTABIEHUIO JOCTYIIA;

— UHbIE corjacoBaHHble lcmonmHurteneM W 3aKa3uyMKOM MapameTpbl Y Cayr

CBSI3U.

5.2.4. TD€6OBaHI/I}I K JAOIOJHHUTCIHbHOMY d)VHKHI/IOHaJIV N  COIPSAKCHUIO

CO CMCKHBIMU CUCTCMAMMU.

1) KOMMOHEHT JO/DKEH HWMETh BO3MOXKHOCTh PACHIUPATH (YHKIIMOHAI
MIOCPEJICTBOM MOJKITIOUEHUS K MH(DOPMAIMOHHBIM PECypcaM U cUCTeMaM, 0€3 CHUKCHUS
YPOBHA nH(pOpMaITMOHHOM 0e30MacHOCTH, E€MKOCTH Ycenyr CBSI3U
U MIPOU3BOIUTEIbHOCTH.

2) K cMeXHBIM cHCTEMaM OTHOCSITCS:

—  ceTb HuTepHer;
—  BHEITHHUE IEHTPHI 00paboTku manubix Mcnomaurens w/vnu Baagensues WC.

5.2.5. TpeboBaHus K IIPOU3BOAUTEIBLHOCTH.

HpOI/IBBOI[I/ITeHBHOCTB JOJIDKHA OBITH I[OCT&TO‘-IHOﬁ 1A BBIITOJIHCHUA
BO3JI0XXCHHBIX Ha HEC 3agad. B cliydac HGO6XOI{I/IMOCTI/I YBCIINYCHUA
IIPOU3BOAUTCIIbHOCTH HMcnonHuTenb AOJDKCH IIPCAYCMOTPETh TaKyIO BO3MOKXHOCTD.

5.2.6. Kommonent  «IIpemocraBnenue  goctyma»  JOMKEH  00ECTIEUUTH
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COBOKYIIHYI0O  MPOMYCKHYID CHOCOOHOCTh U3 pacyeTta HEO0OXOAUMOCTH
oOecrieueHust kaxaomy noakntodeHHoMy C30, B cOOTBETCTBUU C 3asiBKaMH,
CJIEIYIOIINX [TapaMeTPOB:

—  Haxojsuuecs B TOPOJACKHUX moceyieHusx — He meHee 100 (crta) Mout/c mo
HanpaBJIeHUIO «0T»/«k» C30;

—  HaxoAsIIuecs B CEJIbCKUX MOCENIeHUsIX — He MeHee 50 (marunecstu) Mout/c
1o HampasJeHUIo «oT»/«k» C30;

—  HaxoAsIIMecs B TPYAHOJOCTYIHBIX HACEJICHHBIX MYyHKTaX, MOJKIIOUYCHHbBIC
0 CIYyTHUKOBBIM KaHajaM CBsiI3M — He MeHee | (ogHoro) MoOwuTt/c 1o
HanpaBiIeHUIO «oT»/«x» C30.

s C30, noaKJIIOYEHHOMY TT0 UHOM TEXHOJIOTUU OTJIMYHOM OT BOJIOKOHHO-
ONTUYECKON M CITYTHUKOBOW TEXHOJOTUM JOMYCKAETCS aCUMMETPUYHOCTH
KaHaja CBS3H.

5.2.7. Kommnonent «IIpenocraBnenue noctymna» A0HKEH 00€CIeUUTh COBOKYITHYIO

IPOIMYCKHYIO CIIOCOOHOCTh M3 pacyeTa HEOOXOAMMOCTH O00ECTHeUeHUs KaKIOMY

noakoueHHOMY O0wekTy LUK crnenyromux mapaMmeTpos:

— THUK — ve menee 60 (mecthaecsaT) MOUT/C IO HAIIPABICHUSIM «OT»/«K»

THUK, c¢ yuerom (BKIO4Yas) TpeOOBaHMUS K CKOPOCTH Tiepefadydl JTaHHBIX

mist poctyna k 'AC «Beibopel», ykazanueix B [lpumoxenumn Ne 7 k T3

(3a uckmouenueM THUK pacnosioeHHBIX B YAAJICHHBIX UM TPYIHOIOCTYIHBIX

HACEJICHHBIX TyHKTaX);

— UK CP® - ne menee 140 (cro copok) MOuT/c 1o HampaBlICHUSIM

«o™/«x» UK CPD, ¢ ydyerom (Bkirodasi) TpeOOBaHHS K CKOPOCTH IEpeadd

nauHbIX s qoctyna kK TAC «Bwibopbi», ykazanusix B [Ipunoxkenun Ne 7 x T3

(3a uckmouennem UK CP® pacnosnokeHHBIX B yIAJICHHBIX U TPYAHOIOCTYITHBIX

HACEJICHHBIX TyHKTaX);

— HUK Poccum — He wmenee 40000 (copox Thicsu) MOuT/c

no HampaslieHusM «ot»/«k» IIUK Poccuu, ¢ ydyetom (BKiItouasi) TpeOOBaHMS

K CKOpPOCTH Tmepefauu JaHHbIX st goctyna kK [TAC «BpiOopbl», yka3zaHHBIX

B [Ipunoxenuu Ne 7 x T3;
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— Jlotst OOBeKTOB MK, PAacToN0KEHHBIX B YAAJIECHHBIX
U TPYOHOJOCTYIHBIX HACEJIEHHBIX MMyHKTax - He MmeHee | (ogHoro) Mowut/c
«ot/«x» O0bexty LUK ¢ yueTom (Bkirouas) TpeOOBaHUSI K CKOPOCTH MEepeaadn
nanHbIx s gocryna kK 'AC «Bei6opei», ykazanusix B [Ipunoxenun Ne 7 k T3.

5.2.8. Vmenuuenue npousBoautenbHoctu Kommnonenta «llpegocraBienue

JOCTYTa» JOJKHO JOCTUTAThCsl CAEAYIOLIIMMU CIIOCO0aMu:

—  3aMeHa WIN MOJIEpHM3AlMsl allllapaTHOTO 00eCIIeueHus;

—  3aMeHa WM MOJEpHU3AIMs IPOrPaMMHOI0 00eCieUeHHUS;

—  yBEJHMYEHHE MPOMYCKHOM CIOCOOHOCTH KaHAJIOB CBSI3U, MAaruCTpPajbHbIX
Y Ha YPOBHE CETEH JI0CTYIIA.

5.2.9. Komnonent «lIpegocraBienue A0cTyna» J0JKEH 00ECIeUnBaTh TOCTYI K

cetu UHTepHer u Bo3MoxHOCTh goctyma C30 k UC, momkeH obecrieuuBaTh

noctyn k cetu Wurepuer m goctyn OO0wektoB [[UK k T'AC «Bbp1GOpHI» B
COOTBETCTBUHM ¢ TpeOoBaHusIMU T3.

5.2.10. Haznauenne KommoHeHTa «IIpemocTaBiaeHUE JOCTYHAY.

Komnonent VYcayr cBsasu  «lIpemocraBineHue  JgocTymay — NpeaHa3HAuYCH
s opranuzaruu noakmrodeHus C30, O6bvekTtoB MUK uwepes Kananm L2 k Toukam
npucoenuHenus ECIIJ], OoOvexktoB MUK & Toukam mnpucoenunenus k ECIIJ]
s O6wvextoB 1IUK.

5.2.11. TpeboBanue k Komnonenry «lIpemocraBieHue H10CTYIIay:

1) ECIIJI nomkHa mpeacTaBissTh cOOOH BBIJICICHHYIO CETh, IOCTPOCHHYIO
Ha oOopynoBanuu lVcnomHUTENs W MCHOJB3YIOMIYI0O COOCTBEHHBIE KaHAJbl CBS3U
HcnonnuTens, NCKIIOYAIOIIYI0 OpraHU3alyio KaHaJloB oBepx ceTu HTepHeT.

2)  ECIIJI nomkHa OBITh TIOCTPOCHA C HCIOJIB30BAHUEM TEXHOJOTHHU
MHOTOIPOTOKOIBHOW KoMMyTaruu 1mo metkam IP/MPLS u wumeTrhr BO3MOXHOCTH
obecnieuenus cepsucon L.2/L.3 MPLS VPN.

3) ECIIJI ngomkHa mOANEpX UBATH CTATUYECKYID U JAUHAMUYECKYIO
Mapurpytuzanuio no nporokony BGPv4 (cneundukarus IETF RFC 1771).

4)  HMcnoaHUTeNnb JOJDKEH MPEJOCTaBUTh MapIIPYTH3UPYEMYIO BHPTYaJIbHYIO

YaCTHYIO ceTh 3-ro ypoBHs coriacHo kmaccudukanuu ['OCT P MCO/MBK 7498-1-99,
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IIPY 3TOM YKa3aHHas CETh JOJDKHA oOecneunBaTh nepeaayy nH(popManuu no NpoToOKOIy
IP cornacno cneuudukauuu IETF RFC 791 u obGecneunBaTh MPOXOXKACHUE MEKITY
uHTepdeiicamu gocryna odopyaosanus Ilorpedbureneii [P-naketoB pasmepom no 1514
Oaitt BrmrountenbHo (MTU) 6e3 ux ¢pparmeHTanuu.
5) ECII[ pomkHa MO3BOJATHL CO3JaHHME HECKOIbKO BbIAeACHHBIX BUC,
KKl U3 KOTOPBIX M30JMPOBAH JIPYT OT Apyra Ha JIOTHYECKOM YPOBHE.
6) ECIIJI nmomkHa WMETh BO3MOXKHOCTH OPraHHM30BaTh, KaK MHHHMYM,
canenytomue BUC:
— BYC pans B3auMoJIeUCTBUS MEXIYy 0O0pa3oBaTeIbHBIMU OpraHU3aIUsSIMU
U LEHTPATM30BAHHOIO JIOCTyna B ceTh MHTepHeT (Ha ypoBHe cyObekTa Poccuiickoit
Qdenepanuu), a TakkKe C BO3MOXKHOCThIO goctyna k HWC Ha dQeaepanbHOM
U PETHOHAJILHOM YPOBHSIX.
—  BYC gna UK, UK CP®, TUK s nepenaun nanasix ['AC «Beioopsiy,
—  BYC gna UK CP®, TUK nnsa noctyna B ceTh HTEpHET.

5.2.12. TpeboBaHUs K TOHOJIOTUUA CETH.

1) B ECIIJI HcnonHurtenb NOMKEH OpPraHuW30BaTh TOUKK MPHUCOECAUMHEHUS
ECIIJl B atMUHHCTpAaTUBHBIX IIeHTpax cyOwrekToB P® (3a uckiroueHueM PecryOnuku
Kpbim 1 r. CeBacTonoiis).

2) Touka npucoegunenus ECIIJ] qomkHa OBIT MOAKITIOYEHA K MATUCTPAIBHON
cetu Hcnomnurens npu nomouu BOJIC. IlpenmouturensHo noakirodeHue Touek
npucoeaunenus ECIIJI k wMaructpanbHoil cetu lcnonHuTens mnpu MNOMOIIU
pEe3EpPBUPOBAHHBIX KaHAJIOB.

3) ECII[] nomxHa o61agaTh BO3MOKHOCTHIO OPTaHU3AINH CIETYIOIINX TUITIOB
cesa3eit ns BUC:

— «kaxapii ¢ kaxaeiM» (Full mesh) — mexny mo6oit mapoit CE maker
MIPOXOJIUT MO ONTUMAIBHOMY C TOUKH 3pEHUS ceTH VIcronHurens Mapupyry;

— «3Be371a» WIH «4acThyHas CBs3HOCTH» (hub & spoke) — peammsyercs
CBS3HOCTh TakKuM 00pa3oM, YTO Y3JIbl CETH, OMpEeieHHbIE Kak Spoke MoydaroT
MapuIpyTHY10 uH(popMainuio ToJbKo OT hub, hub monyuaer mapiipytsl OoT Beex spoke.

DTO 03HaydaeT, 4yTo Tpaduk oT spoke MOXKET ObITh HAIpPaBIEH TOJbKO B CTOPOHY hub.
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[locne nmonyuenus u oOpabotku Tpaduka hub moxer HampaBisaTh TpaduK Ha IPYyrou
spoke, Tem cambiM 3aMmbikasg Bechb Tpadux B BUC nHa cels; 3amaun MapuipyTH3aluu
Tpaduka, mpoxoasuiero yepes hub, 6epet Ha cebst 3aka3uuk;

- «MIPOU3BOIIbHASL CBA3HOCTBY — APYTrHe BapUAHTHI TOMOJIOTUN BUPTYATbHON
YaCTHOM CeTH, HEOOXOIMMbIE 3aKa3yuKYy; JUIsl peaju3alii JaHHOTO BapraHTa B KaXI0M
KOHKPETHOM Clly4ae pa3paldaThIBaeTCsl CXeMa OpraHU3aluu yCIyTH.

5.2.13. O01wme npuHIMIILEL (GOPMUDPOBAHUSA AAPECHOTO IMMPOCTPAHCTBA .

1) ®dopmuposanue aapecHoro npocrpancrsa B ECIIJ] momkHa OCHOBBIBATHCS
Ha pexomenpanusax nqokymeHta RFC 1918 «Address Allocation for Private Internets»
(pactipenenenue aapecoB B yacTHbIX [P-ceTsix), a Takke JOMKHO YYHUTHIBATH
pekomenmaiuu RFC 6890 «Special-Purpose IP Address Registries» u RFC 2544
«Benchmarking Methodology for Network Interconnect Devices».

2) B BUC ECIIJ] momKHBI MCIIOJIB30BATHCA CETH Kilacca A U3 JuWara3oHa,
paspelieHHoro Kk nmpumeHeHuto B yacTHbIX [P-ceTsx 10.0.0.0/8. Mcnonp3oBaHne WHBIX
CeTell CoriacoBhIBAETCA ¢ 3aKa3UUKOM.

3) Kpome OCHOBHOTO aJipeCHOTO MPOCTPAHCTBA, B BUJC HCKIIFOYCHHUS, MOTYT
UCIIOJIb30BaThCs JOMOJIHUTENIBHO AHUana3onbl [IP-ceTeil 1 OTAeNnbHBIX apecoB.

4) TpaHcisiIust CETEBBIX aAPECOB B  PEXHME «OAMH K MHOTHM»
npu B3auMoAeHCTBHH MexAy lloTpeOuTensMu AOKHA OTCYTCTBOBATH. TpaHCIISIUS
aapecos B pexume «1 k 1» Bo3moxkHa 1o cornacoBanuto ¢ Mcnonaurenem. [lepeceuenue
aJpEeCHBIX MPOCTPAHCTB HCKIKOYAETCA MCIOJb30BAHUEM JIETUTUMHBIX (BBIJAHHBIX
LHEHTpaIn30BaHHO VIcrioHUTENEM ) apECHBIX ITYJIOB.

5.2.14. TpeboBaHUA K KQUECTBY OOCIIYVKUBAHUA .

1)  ECIIJI nmomkHa TpenocTaBiIsTh KaK MHHHMYM 3 Kjacca KadecTBa
obcimyxuBanusi Tpadpuka wmozenu DiffServ. Ilo cormacoBanuio ¢ 3aka3qyuKkoM
JIOIyCKAeTCsl WCIIOJIb30BAaHUE MOJIEIe KadecTBa OOCITY)XUBaHUS C OONBIIMM WU
MEHBIIINM KOJIUYECTBOM KIJIACCOB.

2) B pamkax moxmenu ¢ 3 kiaccamu OOCTY)KHMBaHUsS TpHU Tepenade Tpaduka
Mmexay [Horpedurenamu ECIIJ] nomkHa noanepKuBarth:

— Krnacc 1 — Tpaduk mnpunokeHuUM peanbHOro BpeMEHH (ToJIoC, BHUIECO),
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KPUTUYHBIN K MOTEPSIM MAKETOB, 3a/I€PKKAM U KOJICOaHUSAM 3a/1€PKKU;
—  Kiacc 2 — tpaduk KopnopaTUBHBIX HH()OPMALMOHHBIX CUCTEM, KPUTUUYHBIN
K 3aJIepKKaM U MOTEPsIM;
— Kiace 3 — tpaduk, HexkputuuHblii K 3anepxkkaMm (MHTepHET, pa3iuyHbIe
CETEBBIE CITYKOBI).
3) Knaccuduxarms Tpaduka q0KHA OCYIIECTBIATHCS T Kakaoro IP-makera
B OTHenbHOCTH, mepenaBaemoro B [P/MPLS cerp Hcnomnutens, B COOTBETCTBUU

co 3HaueHueM ero nojst DSCP, kak ykazaHo B cienyronieil Tadauue:

Tun tpaduxa 3nauenue DSCP 3aromoBka

Knacc 1 CS4

Kiacc 2 AF21

Knacc 3 Default (;1ro0bie 3HaYeHMS, OTJNYHBIE OT Ki1accoB 1 u 2)
[Ipumeyanus:

— IIpu mepenaue manubix uyepe3 IP/MPLS cerp Hcnonnurtens 3aroioBku
IP-nakeToB MEHSTHCS HE TOJKHBI.

- [Ipu npeBwimiennn Ttpadukom Krnacca 1 mpormyckHOM CIOCOOHOCTH,
yCcTaHOBJIEHHONM Ha mopty s Kiacca 1, pomkeH TpouM3BOAMTBCS — cOpOC
IP-nmakeToB ¢ kauectBoM Kiacca 3; mpu npessimennn Tpadgukom Kitacca 2, mpomyckHoi
CrocoOHOCTH, yCTaHOBJEHHOM Ha mopTy g Kiacca 2, — copoc IP-nmakeToB ¢ kKadyecTBOM
Kiacca 3; npu npepsimennn tpadukom Kiacca 3 mpomyckHOW CIOCOOHOCTH MOpTa —

copoc IP-mmakeToB.
5.3. Kommnonent «Ilepegadya 1aHHBIX».

5.3.1. Tpeb6oBanus k apxurekrype Kommonenra «llepenaya maHHbIX».

ApxurekTtypa KommnonenTa «lIlepenaua JAHHBIX» IpUBECHA

Ha pUCYHKax 3 u 4.
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BYC-BUpTYanbHaA YacTHaA ceTb;
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UC-UHdpopmaumoHHan cuctema;
JNBC-/IoKanbHO BbIYUCANTENLHASA CETb;
LLOA-LleHTp 06paboTKM AaHHbIX

Puc.3.Apxurekrypa KommonenTa «Ilepenada qaHHBIXY.
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[pumeyarus:

BYC-BupTyanbHasa 4yacTHas ceTb;
ECNA-eavHan ceTb NnepeAayn AaHHbIX;
NBC-/lo 0 BblYUCAU ceTb;
KCA-KomnneKc cpeacrs aBTomaTmsaumm

Puc.4.Apxurexkrypa Komnonenra «llepenaua qanusix» ans O6wexros LK.

5.3.2. Dnement  «llepemaua JgaHHBIX B YAaCTHOW  BHUPTYaIbHOM  CETH
C 3aJlaHHBIMU TTapamMeTpaMu kadectBa» (najee — JjaemenT 1/ B BUC).

5.3.2.1.Haznauenue Dnemenra [1J1 8 BUC.

Onement 1] B BUC npeana3znauen s nepeaauu n1aHHbix nocpenctsom ECIIJ]
Mexay Toukamm mnpucoenunenuss ECIIJ, npu ocymectBiennn poctyna C30

K rocyaapCTBCHHbIM, MYHUIIUIIAJIbHBIM U HWHBIM I/IH(bOpMaI_[I/IOHHBIM CHUCTCMaM, U CCTHU
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WNHutepHer.

Onement I/l B BUC npennasznauen mnsa nepenaun gaHHbix no ECIII mexny

Toukamu npucoenunenuss ECIIJ] npu ocymectBienun poctyna Oo0bexktoB LUK

Kk 'AC «Bb160psbI».

5.3.2.2. TpeboBaHUA K IIPOITYCKHON CIIOCOOHOCTH.

III B8 BUC pomkHa OCYHIECTBISTBCS C YYETOM CIEAYIOIIMX CKOPOCTHBIX

napameTpoB noakiaodeHus: C30 x ECII/, B cooTBeTcTBUU C 3asiBKAMU:

CkopocTh J0CTyna K CEeTU
HNutepner

s 00pa3zoBaTeIbHBIX OpraHU3allui,
HAXOJIAIIUXCSA B TOPOJICKUX MOCEICHUSIX

He menee 100 Mout/c

st 00pa3oBaTebHBIX OpraHu3allui,
HaXOJSAIIUXCS B CEIILCKUX MOCEICHUAX

He menee 50 Mowut/c

st o0pa3oBaTebHBIX OpraHMU3aIui,
MOJIKTIOYAEMbIX C MCIOJIb30BAHUEM HWHBIX JIMHUHN
CBs3M (B TOM 4YHCJE CIIyTHHKOBBIX) B CIly4yae
HEBO3MOXHOCTH Hctonb3oBanus BOJIC

He menee 1 Mowut/c

III B8 BUC pomkHa OCYHIECTBISTHCS C YYE€TOM CIEAYIOIMIMX CKOPOCTHBIX

napameTpoB nonkirouenus oobekroB UK x ECIL/:

CkopocTh f0ocTyna K CeTu

TPYAHOJOCTYIIHBIX  HACEJIIEHHBIX IYHKTax |
MOJIKJIFOYEHHBIX C UCIOJb30BAHUEM CIYTHUKOBBIX
JINHUU CBA3U

NuTtepHer I'AC

«Bw16OpEHI
Hns  llenTtpansHoil W30MpaTeNbHON KOMHCCHH - 40 T'6/c
Poccuiickoit @enepannun
Hns  M3OuparenpHbIX KOMHUcCCHUU  cyObekToB | 100 Mout/c 40 Mb6wut/c
Poccuiickoit @enepannun
s TeppuropuaibHbIX n3ouparenbHbix | 50 Mout/c 10 Mo6wut/c
KOMUCCHI
Hna  ob6wekter MUK, pacnomoxeHHBIX B | 512 kOut/c 512 x6ut/c

5.3.2.3. TpeboBaHus K Ka4eCTBY OOCTYKUBAHHUS.

1) Dnement I1J] B BUC nmomkeH mIpenocTaBisTh Kak MHUHHMYM 3 Kiacca
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Wi MCHBIITUM KOJIMYCCTBOM KJIACCOB.

2) B pamkax moxenu ¢ 3 kiaccamu OOCIY)KHMBaHUS MpHU mepenade Tpaduka

Mexay C30 ECII nommkHa noaaepKUBaTh:

MojeNell KauecTBa OOCITyXMBaHUS C  OOJBIIUM

Knacc 1 — Ttpaduk mnpunoxeHudl peanbHOro BpeMeHU (ToJioC, BHUIEO),
KPUTUYHBIN K MOTEPSIM MAKETOB, 3aJIep>KKaM U KOJIeOaHUIM 3aEPKKH;
Kinacc 2 — tpaduk koprnopaTuBHBIX HH(OOPMAIIMOHHBIX CUCTEM, KPUTUYHBIN
K 3a/IepKKaM U MOTEPSM;

Knacc 3 — tpaduk, HexkputuuHbli k 3anepxkam (MHTepHeT, paznuyHbie

CETEBBIE CITYKOBI).

3) Knaccudukarus Tpaduka q0KHA OCYIIECTBIATHCS I Kaxaoro IP-makera

B OTHenpHOCTH, mepemaBaemoro B IP/MPLS cerp Hcnomnutens, B COOTBETCTBUU

co 3HauenueM ero nosst DSCP, kak yka3aHo B cieayrolieit Tadaure:

Tun tpaduka | 3Hauenue DSCP 3aromoBka

Knacce 1 CS4

Knacc 2 AF21

Kiace 3 Default (;1r00b1e 3HaYCHMS, OTIWYHBIE OT Ki1accoB 1 u 2)
[Tpumeyvanus:

—  Ilpu mepenmaue nanubix yepe3 IP/MPLS cers Wcnomnutens 3arojoBku

IP-mmaxeToB MEHATHCI HE JTIOJKHBI;

IIpu mnpeswsimenun Ttpadukom Kiacca 1 mpomyckHOW CcHOCOOHOCTH,
yCTaHOBIIEHHON Ha mopty miua Kmacca 1, momkeH Hpou3BOIUTHCS COpOC
IP-makeroB ¢ kauectBom Kitacca 3; mpu mpeBbimennn tpadukom Kiacca 2,
MPOITYCKHOM CTOCOOHOCTH, YCTAaHOBIIEHHOW Ha mopTy Ay Knacca 2, — copoc
IP-naketoB ¢ kauectBoMm Kitacca 3; mpu npeBbiiiennu tpadukom Kiacca 3

IPOITYCKHOM criocoOHOoCTH mopTa — copoc [P-makeTos.

5.3.2.4.TpeboBanus k kauectBy DunemenTa [1J] 8 BUC.

1) TIIpwm okazanum Dnementa [1]] 8 BUC McriomHUTENb TOKEH OCYIICCTRIIATD

Mapuipytuzanuio [P-nmakeroB ¢ manaeimu C30 u obecneunBath nepeaady [P-nmakeros
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¢ mamHbiMH C30 mexnay noxakmtoueHHbIMM K cetu C30, mexny C30 m npyrumu
noakmoueHHbIMU K ECIIJL ceTsimu 1 00beKkTaMu, a Takke MEXIy ceTbio HTepHeT;

2) Ilpwm oxazanuu Dnementa [1]] B BUC HcnonHuTenb 10MHKEH OCYIIECTBIISATh
MapuipyTtuzauuio [P-maketoB ¢ manusiMu 00bekToB LIUK n obGecneunBaTh nepenauvy
IP-nakeroB ¢ manubiMu 00bekTOB LK Mexay MOAKIIOUEHHBIMU K CE€TU OOBEKTaMHU
LUK;

3) TlpomyckHas CrIOCOOHOCTH Tepeaaun JaHHBIX Mex 1y Jto0biMu 1BymMs: C30,
O6bexkramu [IUK mo xananam uepe3 ECIIJ] B 30He orBeTcTBeHHOCTH Mcmomuutens,
JOJIKHA OIpPEAeNATbCS KaK HauMEHbLIee 3HAYeHUE M3 MPOMYCKHBIX CHOCOOHOCTEM
TOJKTIOUCHUHM JaHHBIX 00bekTOB K ECII/I;

4) TapanTuu kauyectBa nepenaun [P-makeros ¢ qanHbiMu [loTpeOUTESI MEXKITY
mo6eiMu  Toukamu npucoeauHenuss ECIIJ momkHBI yHOBIETBOPATH CIEIYIOUIUM

TpeOOBaAHUSM:

3Hauenuss napamempos Kauecmea nepeoayu OAHHBIX HA NPOBOOHBIX KAHALAX
medncdy Touxkamu npucoeouHeHusi, YOAleHHbIMU Opye om Opy2a HA paccmosiHue
no npsamoti Ha kapme ne b6oaee 4000 xkm:

Tun [IponieHT MOTEPAHHBIX 3anepka repeaun Bapuanus 3anepxku,
IP-nakeToB B ogHy
Tpaduka IP-nakeToB, He Oosee He Ooutee
CTOpPOHY, He OoJee
Kiace 1 0,2% 75 mc 50 mc
Kiacc 2 0,2% 100 mc HE HOPMUPYETCS
Knacc 3 5% 125 mc HE HOPMHUPYETCS

3Hauenus napamempos Kauecmea nepeoadu OAHHLIX HA NPOBOOHBIX KAHALAX
meodncoy Touxamu npucoedunHenus, YOaieHHbIMU Opye om Opyed HA PACCMOsHUE
no npsamoti Ha kapme 6onee 4000 km:

Tun [IpoueHT NOTEPSHHBIX 3anepkka nepeadm Bapuanus 3anepxku,
IP-nakeToB B ogHYy
Tpaduka IP-nakeToB, B HE Oouee He Oouee
CTOPOHY, He OoJee
Knacc 1 0,2% 100 mc 50 mc
Knacc 2 0,2% 150 mc HE HOPMHUPYETCS
Knacc 3 5% 200 mc HE HOPMHUPYETCS
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5.3.3. Dnement «llepenaua manHwsix B cetb MuTepHeT» (nasgee —Jaement I1/]
B UHTepHeT).

5.3.3.1.TpeboBaunus k Daementy [1J1 B UaTepHeET:

1) TIlepemauya nansbix B ceth MuTepHeT u3 ECIIJ] momkHA OCYIIECTBIATHCS
Ha pecypcax Mcnonnurens, ¢ UCMoib30BaHUEM YacTHOM aapecauuu odopyaosanus C30
¥ MCIIOJIb30BaHUEM (YHKIIMHU ceTeBOi TpaHcisiuu aapecoB (NAT);

2) Dnement IIJ B MuTepHeT M0/KeH OBITH IIEHTPAIM30BaH HAa YpPOBHE
uHdpacTpyKTyphl VicnosHUTENS B aIMUHUCTPATUBHBIX IIEHTpaX cyobeKkToB Poccuiickoi
®denepanun (3a uckmouenneM Pecnyonmku Kpeim u . CeBacTormnonst), B COOTBETCTBHU
c TtpedoBanusmu T3. Onement IIJI B HHTepHET MOKEH NPEIOCTABIATHCS
B reorpaguyeckux Touykax cyObekToB Poccuiickoit ®denepanuu (3a HCKIIOYEHUEM
Pecniyonmuku Kpeim u 1. CeBactorodisi), Hanbojee OJU3KO PaCMOJOKEHHBIX K Toukam
npucoenunenus ECITJ, u3 KoTOpbIX MHULIMUPYETCS TAKOW JTOCTYIL;

3) Ilepen mauamom okazanusi I1J] B Uurepuer mms C30, O6vektoB LUK,
yKa3aHHbIX 3asBKaX, VcHoJHUTENeM [JOJDKEH TMPEJOCTaBIATHCS — BBIICICHHBIN
CUMMETPHUYHBIN AYIJIEKCHBIN AOCTYN K ceTh VHTEepHET ¢ MPOMyCKHOM CIIOCOOHOCTHIO,
cootrBeTcTBytome TpeboBanmsiMm T3. Ilpum »srom gua C30, NOAKIIOYCHHBIX
C UCMOJIb30BaHUEM MHBIX TEXHOJOTHI, JOIMYCKAETCS MPEAOCTABICHUE ACUMMETPUYHOT O
JOCTYTIA IO COIVIACOBAHUIO C 3aKa3UUKOM;

4) Wcnomnurens s okazanus I1J] B MHTEpHET NOHKEH 3ape3epBUpPOBATH
NOCTaTOYHOE KOJIMYEeCTBO BHEmHHX [Pv4 aapecoB U3 3aperucTpupoBaHHOTO
3a Ucnomaurenem B 6a3e manHbiXx RIPE NCC mnpoctpanctBa IPv4 aapecoB. O0bem
(xkommuectBo) IPv4  aapecoB  McmomHumrtens  IODKHO — OBITh  JIOCTAaTOYHBIM
s B3amMojerictBus  mosib3oBateneit  ECIIJ] ¢ wHGOpMAIMOHHBIMUA CHCTEMaMH,
pa3MElIeHHbIMA B ceTu VHTEepHET, B T.4. C CHUCTEMaMH, HWMEIOIIMNMU KECTKHE
OTPAaHUYECHUS 0 KOJIUYECTBY CECCUH, yCTaHaBIMBaeMbIX ¢ ogHoro |IPv4-anpeca;

5) HcnonHHTENh IOJDKEH OOCCIICUUTH CIICAYIONIME TOPOTOBBIC 3HAYCHHS
MapaMeTpoB KadyecTBa NEpeadd JaHHBIX B 30HE€ OTBETCTBEHHOCTH VMcmoyHUTENA

1o KaHally cBsizu Mexay Toukoi nmpucoeaunenus ECIII u pecypcamu cetu HTepHeT,
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Toukoit mpucoenunenus ECIIJ] ans O6wexkra [IUK u pecypcamu cetu UntepHer,
HETIOCPEICTBEHHO MOAKIIOYEeHHbIMHU K [P cetn Ucnonuurens:
—  TMPOUEHT MOTEPSHHBIX MAaKeTOB — He OoJee 5%;
—  3aJIep>KKa Mepeayu MaKkeToB:
- 110 IPOBOAHBIM KaHasiaM — He 6osee 250 mc;
- Ha COCTAaBHBIX KaHajJaxX C y4e€TOM HAJIMYUS OJTHOTO OECIpPOBOHOIO

ydacTka (0OJHOr0 CIIyTHUKOBOIO ckauka) — He 6osiee 1000 mc.

5.4, KoMmmnoHeHT «3a1uTa JAaHHBIXY.

5.4.1. Hasnauenue KomMmoHeHTa «3ammra TaHHBIX).

KomnoneHnT «3amura maHHBIX» MpeaHa3HA4eH IS 3alluThl JIaHHBIX,
o0OpabaThIBaeMbIX u nepeaaBaeMbIX npu OCYIIIECTBIICHUU JOCTyTa
K TOCYJapCTBCHHBIM, MYHMIIMNAIbHBIM, HWHBIM HWH()OPMAIIMOHHBIM CHCTEMaM,
TpeOYIOIIMX  3alUTHl  [epeayd  JIaHHBIX, pa3MeIIaeMbIM B  PETHOHAIBHBIX
wn denepansaom 1{O]] Binanensuer UC.

JIist TOCTH>KEeHHMSI 1IeJIei 1Mo 3aiuTe JaHHBIX VIcoTHUTEeNb JOMKEH BHIMIOJIHUTh
CJIeIyIOIINE 3aJa4H:

— 3aKa3uuK COIJIacOBbIBAaeT, a VICTIOMHHUTENb OCYIIECTBISECT pa3MEIICHHE
obopynoBaHusi  Kpuntorpaduyeckor  3amuThl  MHGOOpPMAlUMM HA  TEPPUTOPHHU
(enepanbHbIX, PErHOHAIBHBIX U (MJIM) MYHHIIMNIAIBHBIX MUIOIIaAkax Biagensies UC;

— pasMecTuTh 00Opy/IOBaHHE KpuNTOorpaduyeckod 3amuThl HHGOPMAIUU
ECIIJ] na denepanbHBIX, pETHOHATBHBIX M MYHUIIMIAIBHBIX IJIOMIAAKaX Bramenbiien
NC un obecnieunts ero noakmouenue k ECIIT/I camocTosTeIbHO U 32 CBOM CUET.

— OpraHu30BaTh KPUNTOTPAQUUECKYIO 3allUTy TepelaBaeMbIX JTaHHBIX
ot moaw3oBateneit C30 1o dhenepanbHBIX, perHOHANBHBIX WM MyHUIHTANBHBIX VIC;

— OpraHW30BaTh CBSI3HOCTh KPHUMNTOTPAPUUECKUX CPEICTB MEXKIYy COOOU
B 33J]JaHHOM KOH(UTYypaluu.

5.4.2. TpeboBaHus k apxutekrype KoMmnoHeHra.

Apxurektypa KommoneHnTa «3amura TaHHbIX» onpenaensercs Mcnonnurenem.

Hns C30 KomnoHeHT qoipkeH oOecrnieduBaTh 3amiuineHHbiil qoctyn ot C30 nmo
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HC, pacnonoxeHHbIX B (perepaqbHOM, PErHMOHAIbHOM WM MyHuuunaibHoM [[O]]
Bnanensues UC, B coorBeTcTBUM ¢ TpeOoBaHusAMHU T3. KOMIOHEHT «3amuTa JaHHBIX)
JOJKEH HCII0JIb30BaTh ECITA B Ka4yeCTBe TpaHcIopTa
TUISL 3aIIUIIAEMBIX KpunTorpapuyecKUMH CpeACTBaMHU JAHHBIX.

Hns  O6bvexktoB I[IMK  KommoneHta «3ammura  JaHHBIX»  HCIOJIB3YETCS
B Clly4yae eciii HeoOXoauMo oOecneuuBaTh 3allUileHHbId noctyn u3 O6bvexkroB [IUK
no UC, pacnonoxxeHHbIX B (heJlepalbHOM U PErHOHATIbHOM Wi MyHununaibHoM [O/]]
Bnanensues MC, B coorBeTcTBUM ¢ TpeOoBaHusaMHU T3. KoMIOHEHT «3ammuTa JaHHBIX)
JIOJKEH HCTI0JIB30BaTh ECITA B KayecTBe TpaHcIopra
JUTSL 3aIIUIIAEMbIX KPUIITOIpapUecKUMU CpeICTBAMU TaAHHbIX.

5.4.3. Yupasnenre KoMmnoHeHTOM «3ammra JaHHBIXY.

Hns ykazanaeix 3akazunkoM C30, OO0bektoB UK HcnomHuTens moikKeH
OCYIIECTBIIATh YMPABICHUE HW3MEHCHHSIMHU, KOTOPhIE MOTYT BKJIHOYaTh W3MEHCHHS
CJEIYIOIINUX MMapaMeTPOB:

—  wuHTepdeiica Ha obopynaoBaHuu McmomHUTENs, K KOTOPOMY TOJAKITIOYASTCS

ob6opynosanue C30, O6bexToB L{UK;

—  TOIOJIOTHS KpUNTOTrpauIecKon ceTu;

— 1P agpeca u noaceru;

—  TIPOTOKOJIBI MapUIPyTU3AIINH;

—  npoduIv MOPTOB AOCTYIIA;

—  TOYKH MPUCOEAMHEHUS K KpUNITOTpaUIeCcKoil ceTu;

—  mapameTpbl kadecTBa nepenayu [P-makeroB u Ethernet kagpo C30 mexmy

C30;

— moaxmodyeHue C30 x ceru HMcnomHuTens Tmpu H3MEHEHUU ajpeca

mectopacnonoxenust C30;

—  mapameTpbl kadectBa mepenaun [P-makeroB m Ethernet xampoB OOBekTOB

UK mexny O6bextamu 1K
—  moakmodeHue O6wvekToB UK k cetn UcnonHuTens npu n3MEHEHUH ajpeca
MecTtopacnonoxenus OovexkToB [IUK;

—  NPUOCTAHOBJICHHE WJIK BO30OHOBJICHUE OKa3aHUSI YCIYTH;
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— okazaHue ycayrd i HOBbIX C30 MmO COrjnacoBaHUIO MEXKIY 3aKa3uMKOM
u UcrionHuTeaeMm;

—  TMpeKpalleHue OKa3aHusl yCIyTu;

—  uHBIE corylacoBaHHble McnonHuTeneM U 3aka3uyuKkoM MmapaMmeTphl YCIYTH.

5.4.4., TpeboBauus K OpOU3BOAUTENLHOCTH KomroHeHTa Ycayr «3ammra

JAHHBIX).

5.4.4.1. IlpousBoautenbHocTh KoOMIIOHEHTA «3alUTa JaHHBIX» JOIKHA OBIThH

JIOCTAaTOYHOM, JIJIsl BHIIOJTHEHHUS BO3JI0KEHHBIX Ha Hee 3a7a4. B ciydae HeoOX0oAuMOCTH
yBEJIUYCHUS TMPOU3BOJUTEIILHOCTH. YBEIWYEHUE MPOU3BOAUTENbHOCTH KoMIOHEeHTa
JOJIKHO TOCTUTaThCs CAEAYIOIMHUMHU CTIOCOOaMu:

—  3aMeHa WIA MOJEPHM3AIMS allapaTHOro 0OecreueHu s,

—  3aMEHa WJIHM MOJICpHU3AIUS POTPAMMHOTO 00€CTICUCHUS;

—  YBEJIIMYEHHE NPOIYCKHON CIMOCOOHOCTH KaHAJIOB CBSI3M, MarucCTPabHBIX

U CETH JIOCTYTIA.

5.4.5. dnement «Kpunrorpaduyeckasi 3ammuTa KaHAJIOB CBSI3H» (Janee —

OnemenT «Kpunro3amuray).

5.4.5.1. Haznauenue Dnementa «Kpunro3amray.

Onement «Kpunrosamura» mnpeaHa3HadyeH Ui OOECHEYEeHUS TMOAAECPKKU
mHU(PPOBaHUS C HCIOIB30BAHUEM POCCUMCKUX aJTOPUTMOB JUIsl 3allMTHl JIAaHHBIX,
neperaBaeMbIX 10 KaHajlaM CBsI3M, HE TpeIHa3HAa4YeHHbIM g ceTd HWHTepHerT.
Hcnonb3yembie cpencTBa KpUNTOTpauuecKoi 3amuThl JOJDKHBI UMETh CepTU(UKAT
cootBeTcTBUsl TpeboBanusiM PCH Poccuu k mudpoBaibHbIM (KpUNITOrpaduueCKUM)
cpeactBam kiacca He Huxke KC3 u ®CTIK Poccun.

5.4.5.2. TpeboBauus K DiaemeHTy «Kpurro3ammray:

1) Dnement «Kpurnrozammra» peaqu3yeTcss Ha OCHOBE IPOTrPaMMHO-
anmapaTHBIX CPEJICTB;

2) llludpoanue momKHO obOecreYrBaTh BO3MOXHOCTH TojkimodeHus C30
k UC, TpeOyroomuM 3amuThl MaHHBIX, pPa3MENmaeMbIM BO BHEIIHUX PETHOHATBHBIX
u penepanbubix HO/;

3) lIudpoBanue peanusyercs Ha OCHOBE KPHIITOMAPIIPYTH3ATOPOB,



60

COOTBETCTBYIOLIUX TpeOoBaHusIM T3;

4) IludpoBaHue IODKHO oOecreunBaTh (DYHKIMIO 3alUThl  Tpaduka
IpU Niepeiade MepcoHaIbHBIX JaHHBIX;

5) OOs3aTenbHO HaIWYUE JACHCTBYIOIIUX CEPTH(PHUKATOB COOTBETCTBUS
tpeboBanusim ®Cb Poccum k cpeactBam kpunrtorpaduueckoit 3ammuthel kiacca KC3
u ®CTOK Poccun;

6) LludpoBanue noKHO oOecmeunBaTh IMepeaady TPEOYIOMUX 3allUThI
na"abeix OobsexToB LIUK;

7) llludpoBanue A0MKHO oOecreynBaTh (YHKIUIO 3alluThl  Tpaduka
Ipy Tiepeavye MepCoHaNbHBIX JaHHBIX, 32 HCKitoueHueM aaHHbIX [TAC «Bb1Oops».

5.4.6. CpencrBa KpUOTO3AMUTEl HHGOOPMAIIMU JTOKHBI BHIITOJIHATH .

—  mudpoBaHUE JTAaHHBIX, MIEPEIABAEMBIX 110 OTKPBITHIM KaHajlaM CBSI3U MEXTY
3aluIIeHHBIMHE cerMeHTamMu cetd L3VPN;

—  CKpBITHE BHYTPEHHEN CTPYKTYPHI JOKAJIbHBIX BEIYUCIUTEIIbHBIX CETEH;

—  npueM u nepeaady IP-maketoB mo nportokosiam cemericta TCP/IP;

—  LEHTPAJIM30BAHHOE YIPABJIECHUE 3aIIUTON CETH;

—  npueM u nepenava [P-makeros mo npotokonam cemeiictsa TCP/IP;

—  Kpunrorpaduueckoe mnpeoOpa3oBaHHE TEPElaBaeMblX W MPUHUMAEMBIX
IP-nmakeToB moipKkHBI cooTBercTBOBaTh TpebdoBanmsM: ['OCT 34.13-2018
«ndopmannonHas TEXHOJIOTHSI. Kpunrorpaduueckas 3aImTa
uHpopmanmu. Pexxumbl paboter 010unbix mudpos» u 'OCT P 34.12-2015
"Nndopmarmonnast TE€XHOJIOTUSI. Kpunrorpaduueckas 3aIluTa
uHpopmanuu. biouynsie mmdpps";

—  mmudpoBaHue HHPOPMAIIUHA HA CETEBOM YPOBHE;

—  YBEJIIMYEHHE pa3Mepa IMakKeTa C y4eToM JONoJIHUTeNlbHOro IP-3aromoBka
HE JOJDKHO IpeBbImaTh 60 OaiT;

—  BO3MOXHOCTH MOHUTOPHUHTA COCTOSIHUS KpUIITOMApIIPyTU3aTOpa
W3 3aIIMIIEHHBIX ceTel mo npoTokony SNMP;

—  pexum paboThl KpUIITOMAPIIPYTU3AaTOPa — KpPYIJIOCYTOUHBIN

HEOOCTyKUBaeMbIii, IO cxeMe 24 yaca B CyTKH, 7 THEW B HEJIEIIO;
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—  NOLIEpPKUBAaThb  CTATMYECKYI0 W JUHAMHMYECKYID  MAapLIPyTHU3ALMIO
no npotokony BGPv4 (cneundukanusa IETF RFC 1771);

—  ofecneuuBaTh TMOJJEPKKY HE MeHee 3 (Tpex) KIacCOoB OOCIYyKHUBaHUS
tpaduka mogenu DiffServ;

— obecrneunBaTh MOAJEPKKY MapKUpPOBKH BXOASIIEro Tpaduka Ha OCHOBE
IP appeca nomyuarens;

— obecrneunBaTh MOAJIEPKKY MAapKUPOBKH BXOJSIIET0 Tpaduka Ha OCHOBE
IP anpeca ucroynuka;,

—  obecrieunBaTh NOAACPKKY MAPKUPOBKHU MK POBAaHHOIO TpaduKa,;

—  CEerMEHTUPOBAaHME U pa3rpaHUyuYeHUEe MH()OPMALMOHHBIX TTOTOKOB;

—  Wurerpanus ¢ SIEM-cuctemamu, peructpanusi ¥ OTIpaBKa COOBITUN
UH(GOPMAIIMOHHON  0€30MaCHOCTH, PErJIaMEHTUPOBAHHBIX TEXHUYECKOU
Y HOPMAaTUBHOW JOKYMEHTAIlUEH;

— Bo3MOXHOCTH HMHTErpalmMuM ¢ CHUCTEMaMHM MOHMTOpUHIra Tpaduka
no npotokoiam Netflow, IPFIX.

5.4.7. JlonoaHUTEIbHBIC TD€6OBaHI/I}I K d)VHKI_II/IOHaHBHOCTI/I CpCICTB

KPHUIITO3a1ITUTHI I/IHd)ODMaHI/II/I., YCTAHOBJCHHBIX B IeHTpajlpHOM [1O]] I/ICHOJIHI/ITCJI}I,

a take B peruoHanbHbix [[OJ] Ucnomuurens mns cessu ¢ C30, O6wvekramu UK
u BHemHUME HC:

—  BO3MOXHOCTBH «TOPSYET0» PE3ePBUPOBAHUS (B PEKHUME OTKA30YCTONIMBOTO
AKTUBHO-TIACCHBHOTO KJIacTe€pa WJIM C TOMOIIbIO IPOTOKOJOB CETEeBOM
JOCTYITHOCTH M BUPTYyaJIM3allin );

—  BO3MOXHOCTh 00€CTICUMBATh MPOU3BOJIUTEIBHOCTh MHU(DPOBAHUS HE MEHEE
2,5 I'out/c;

—  KaXJbIM OOBEKT 3TOTO TUIA SBISETCA IIEHTPAIbHBIM KJIACTEPOM OTEIbHOM
3aIUIIIEHHON CeTH; LICHTP yIpaBJICHUs JAHHOW CeTU OYyNEeT pacrojaraTbCs
Ha riomaake McmomHuTes.

5.4.8. JlonoJHUTEIBLHBIE TPeOOBAHUSA K (b VHKIIMOHATLHOCTH CDENICTB

KDHUIITO3AIMTHl  MHMOPMAIMKU, VCTAHOBJIEHHBIX B  peruoHaIbHBIX  [1O]1

Ucnonuutens mis csizu nentpainbabiM [{O/] UcnionnuTens:



62

—  BO3MOXXHOCTH «TOPSYET0» PE3CPBHPOBAHUS (B PEKHME OTKa30yCTONIHBOTO
AKTUBHO-TIACCUBHOTO KJIacTepa);
—  BO3MOXXHOCTh 00€CIIeYMBATh MPOU3BOAUTEILHOCTh MHU(DPOBAHUS HE MEHEE

100, 200, 300, 500, 1000 M6wut/c.

5.4.9. JlonoJIHUTEILHBIE TPpeOOBAHUSA K (bVHKIIMOHATBLHOCTH CDENICTB

KDHUIITO3AIMTHI HHMbopManmu, vertanoBiaeHHBIX B C30:

— BO3MOXXHOCTbH «XOJIOJHOI'0» PE3CPBUPOBAHNSI,
— BO3MOKHOCTh 00€CIIeUnBaTh MMPOU3BOAUTCIIbBHOCTDH IJ_II/I(l)pOBaHI/ISI HC MCHCC
50 M6I/IT/C, HO B COOTBCTCTBHH C HpOHYCKHOﬁ CIIOCOOHOCTBIO KaHAJIOB CBs3H,

yYKa3aHHOU B 3asBKe.

5.5. KomnonenT «Orpanuvenue 10cTyna K HHYOpMALMU».

5.5.1. Komnorent «QOrpaHvyeHde O0CTyma K  WHOOPMAIMNY)  JTOJDKEH

00ecreunBaTh 6HOKI/IDOBaHI/IC noctyna K MHTepHEeT-pecypcaM B COOTBETCTBHHU C I1.2 CT.5

OdenepanpHoro 3akoHa Ne 436-D3 ot 29 gekadbps 2010 r. «O 3amure gerei
oT UH(OpMAIUU, TPUUMUHAIONICH Bped MX 3I0POBBI0 M PA3BUTHUION, TJE OINPEICICHbI
BUIBl WHGOpMAIMK, 3alpeleHHON JUIsi pactupoCTpaHEHHs Cpedau JeTeil, a Takke
C HCIOJB30BAHUEM TIOJNIOKEHHM METOAMYECKHMX PEKOMEHAAMA M0 OTpaHUYCHUIO
B 00pa3oBaTeNIbHBIX OpraHU3AIUAX JOCTyMma OOydYarIIuxcs K BHAaM HH(POpMAIUH,
pacupoCTpaHsieMON IOCPEACTBOM ceTH HHTEpHET, NPUUYUHSIOWEH BpEI 340POBBIO
U (WIM) pa3BUTHIO JIETEH, a TakKe€ HE COOTBETCTBYIONIICH 3ajayaM oOpa3oBaHUf,
YTBEPKIAEHHBIX MuHUCTEPCTBOM MpocBelieHus: Poccuiickoit @eneparuu 28 anpens
2014 r.

B pamkax OrpanuueHusi 10CTynma K HHPOPMAIUUA JODKHO OCYIIECTBISTHCS
peryysipHoe (HE peXke OJHOro pa3a B J€Hb) OOHOBJICHHE 0a3 JaHHBIX, 3aMpPEIICHHBIX
HNuTepHeT-pecypcos.

B pamkax OrpanmueHusi goctyna kK WHGOpMauHu JOJDKHA OBITH pean30BaHa
GyHKIMS aHaM3a COAEPNKUMOTO BeO CTpaHUI] JUIsl OMNpeeieHUS HEe0OXOIMMOCTH
OJIOKMPOBKM IO KOHTEHTY, BKJIIOuYas BeO pecypchbl HCIHOIB3YIOIINE CpPEACTBa

mrdpoBaHus nepeaaBaemoro tpaduka SSL/TLS.
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KomnoneHT He pomxkeH pacnopocTpaHsThesi Ha APM  anMUHUCTpaTUBHO-
XO3AUCTBEHHOTO U niegarornueckoro cocrtaBa C30.

5.5.2. TpeboBanug k apxurekrype KomMmoHenra:

- OrpaHuyeHue JOCTyna K HHPOPMALMH JIOJDKHO OBITh 0OecredyeHo
Ha OCHOBE MPOrPAMMHBIX U aIMapaTHbIX KOMIIOHEHTOB, Pa3MELIEHHBIX Ha OOBEKTax
Hcnonnurens.

- IIpeaycMoTpeTh BO3MOXHOCTh CO3/JaHMS ABYX (DU3MUYECKU Pa3eiIeHHBIX
cermeHTOB ceTd B C30 mia pa3aenbHOro J0CTyna B ceTh VHTEpHET Al ydaluxcs
Y NIEJarOTMYECKOro, a TakyKe aJIMUHUCTPATUBHO-X03s1iCcTBEHHOTO cocTaBa C30.

5.5.3. Yupasiaeane KoMmoHeHTOM.

Jns  ykazanubix 3akazunkoM C30 HcnonHuTenb AOJDKEH OCYHIECTBIISITH
yOpaBJICHUE W3MEHEHUSMH, KOTOpPbIE MOTYT BKJIIOYATh HW3MEHEHUS CIEAYIONIUX
napameTpoB k KoMnoHeHTy:

— 1P agpeca u noxcerw;

—  mpaBwia GUILTpAIUU;

—  KIIOYEBBIC CJIOBA M CIIOBOCOYETAHHUA JJIsi OPraHW3alMy MPaBUJI KOHTEHT

bunsTpanuu;

—  CIIUCKHU PECYPCOB OTPAHUYEHHOIO JI0CTYIIA;

— noaxmoyeHue C30 k ceru HMcnomHuTtens Tmpu H3MEHEHUU ajpeca

pacnionoxenus C30;

—  NPUOCTAHOBIICHHWE WJIM BO30OHOBJICHHE OKAa3aHMS YCIYTH,

—  okazaHume yciayrd s HOBbIX C30 Mo COrjacoBaHUIO MEXKIY 3aKa3dyMKOM

u Ucnonnurenem;

—  noakmodyeHue O0vekToB LHUK k cetn McrioaHuTeNs pu M3MEHEHUH a/ipeca

pacnonoxenus Oo0bexToB [{UK;

—  okazawme Ycuyr cBs3u g HOBeIX O0bekToB I{MK 1o cormacoBanmio Mexmay

3aka3zunkoM U McnonHutenem;

—  MpEKpalleHWEe OKa3aHWsl YCIYIM W HWHBIE COrJacoBaHHbIE lcmosiHUTENIEM

1 3aka3unkoM napamerpsl KomroneHra.

5.5.4. TpeboBaHusi K JOINOJHUTEIBHBIM (VHKIIMOHAIY W  COIPSHKCHUIO
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CO CMCKHBIMH MMOACUCTEMAMU U DJIeMEHTaAMU

1)  KoMIOHEHT [JOJDKEH HWMETh BO3MOXKHOCTh PACIIUPATH (DYHKIIHOHA
MOCPEACTBOM MOAKIIOUCHHS K UHPOPMAITMOHHBIM PECYpCaM M CMEXHBIM MOACUCTEMAM,
0e3 CHIKECHUS YPOBHS nH(pOpMaITMOHHOM 0€30MacHOCTH, €MKOCTH
Y TIPOU3BOUTEILHOCTH;

2) K cMeXHBIM MOJCHUCTEMaM OTHOCSITCS CIICAYIONIHUE:

—  JIOTIOJTHUTEJIbHBIE UICTOUHUKU CIIHUCKOB (PUIIBTPAIINY;

—  aemHue 1O/l UcnonHutens;

3)  JlanHble (YHKIMOHAJIbHBIC BO3MOXKHOCTH KOMIIOHEHTa MJOKHBI OBITH
UCIIOJI30BaHbl JUIS PAa3MEIICHHUS PECYpCOB, HEOOXOAMMBIX Uil OOECTCUCHUS
KomnioHeHTOB, a Takke JJIsl MOTy4eHUsl TOTOJIHUTEIbHOU HH(pOopMaIyu 1o GUiIbTpaIuu.

5.5.5. TpeboBauus Kk npon3BoaAUTENLHOCTH KOMIIOHEHTA:

1)  TlpoumsBomutenbHOCTh KoOMIOHEHTa MODKHA OBITH JAOCTATOYHOM, JIJIst
BBITIOJTHEHUSI BO3JI0KEHHBIX Ha Hee 3anad. B ciaydyae HeoOXOAMMOCTH yBEIWYEHUS
IPOU3BOJIUTEILHOCTH VICTIOTHUTEND TOJDKEH MPEAYCMOTPETh TaKyl0 BO3MOXKHOCTH 0e3
JIOTIOTHUTENIbHBIX KallUTaIbHBIX 3aTPaT;

2)  VYBenumyeHHE MPOU3BOAUTEIBHOCTH KOMIOHEHTa OJKHO JAOCTHraThCs
CJICAYIOIMMH CITOCOOaMMU:

— 3aMeHa WM MOJICPHU3AIINS alapaTHOro 00ecTeueHus;

— 3aMeHa WM MOJACPHU3AIINS TPOrPAMMHOI0 00ECTICUEeHHUS;

— YBEJIUYEHUE MPONMYCKHOW CIIOCOOHOCTH KAaHAJIOB CBSI3M, MaruCTpalbHBIX
U CETU JIOCTYTIA.

5.5.6. Dnement «KoHTeHTHasi puabTpamus» (aajee - JJIeMeHT).

5.5.6.1. TpebGoBaHUS K apXUTEKTYPE DIIEMEHTA.

ApxuTeKkTypa pemieHuil 1Mo KOHTeHTHOW QuubTparuu B pamkax ECIIJ]

MpEeACTaBICHA HAa PUCYHKE O.
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Ecna
(IP MPLS Ucnonuutens)

MpucoeduHerus

Cetb
WcnonHutens B cy6bekre
PO

| Kpunto |
DD mapLpyTHSOp® + t  t et

30 Motpeburena 30 Ucnonnutena

Mpumeyarus:

Cocras Knactepa UB:

- p «KoHTeHT-¢!

- 06opygoBaHue «MoHUTOPUHT 1 06ecneyeHne 6esonacHocTn
CBA3u» (MexceTeBoe 3KpaHUpOBaHUe, 3awmuTa ot DDoS ATak).

BYC-BupTyanbHas YacTHan ceTb; 30-30Ha OTBETCTBEHHOCTH;
ECN/-eaunan ceb nepeAauy AaHHbIX; NIBC-/I0KaNbHO BbIYUCAUTENbHAA CETh;
UB-UHd

¥ TN-Touka npucoeanHeHUA

Puc. 5. O6mas apxuTekTypa penieHuil o KOHTEHTHON (QUIbTPALIH.

O6opynoBanne K® nomkHO pacnonaratbcs B aJIMUHUCTPATUBHBIX IIEHTpPax
cyobekToB P® B coorBercTBHM ¢ TpeboBanusmu T3. (3a uckiroueHueMm PecnyOinku
Kpsim u r. CeBacrormnolis).

Onement Ycayr cBsasu «Kontentnas dunbtpanus» s OO0wvektoB UK
MPEIOCTABIISIETCS TOJBKO MO AonogHuTenbHoMYy 3anpocy LIUK Poccun.

5.5.6.2. TpeboBaHus K DIEMEHTY.

KonrenTHas punbTpalus 1oKHA TOIIEPKUBATH CIIETYIONINE QYHKIIUN:

—  KOHTpOJb BeO-Tpacduka mo nporokoram HTTP, HTTPS;

—  OJIOKMpPOBKA 3I0HAMEPEHHBIX HHTEPHET-PECYPCOB;

—  TOJJEpPKKa YePHBIX U OEIbIX CIIMCKOB HHTEPHET-PECYPCOB;

— OsiokupoBKa BpeoHocHOro I10 1 HeXXemaTeIbHOM PEeKIIaMbl;

— oOecrieueHne AHTUBUPYCHOU 3aIIUThI MOJIb30BaTENCH C30
MIpU B3aUMOJEHCTBUM C pecypcaMu cetu MHTepHeT (BeO aHTUBUPYC), BKIIOUYAs aHAIN3
COJICP)KUMOTO BEO-PECYpPCOB U MOTYyJaeMbIX/TIEpPEIaBaEMbIX BIOKCHHUIA,

— MPUHYAUTEIBHOE BKIIOYEHUE 0€30MMaCHOT0 MOUCKA /1JI TOUCKOBBIX CUCTEM

Google, Yandex, Yahoo, Bing, Rambler, Ask u moptana YouTube s Ga0KHpOBKH
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HEXEeIaTeIbHOTO KOHTEHTA;

— KYpHAJIUPOBAHHE TIOMCKOBBIX 3alPOCOB  TOJIL30BAaTENIE Ha  CpOK
110 6 MecHIeB,

— 0JIOKMPOBKa MIPUIIOKEHU I MOMYJISIPHBIX COIMATBHBIX ceTe,
C BO3MOXXHOCTBIO OTKPBITHS JOCTyma, Mo 3ampocy llorpebGutenss B COOTBETCTBUU
C 3ampalrBacMbIMU JAEUCTBUSIMHU JJI CTPAHULl KAXKIAOM OTHAECIBHO B3SITOW COLIMAJIBHOM
CeTH, MPHU YCJIOBUU TMOJJECPKKUA COLMAIBHON CEThIO pasrpaHUUYCHHS JEUCTBUN BHYTPHU
cepBucCa,

— OorpaHUYEHUE 1Mo 00beMY UCTIOIb30BaHUsI BeO-TpaduKa;

— [EHTPAJTN30BaHHOE PACIIPOCTPAHEHUE MOJUTHUK OE30MaCHOCTH Ha BCE Y3JIbI
K®;

— Benenue gocbe Ha C30, ¢ BO3MOXKHOCTBIO TMPUBA3KH Tpaduka
no nocemaemMbiMm C30 pecypcaM/KaTeropusiM pPecypcoB, U 00BEMY HCIIOIB30BAaHHOTO
UHTEepHET-TpaduKa 3a Nepuo 10 6 MECSIIEB,;

— no0aBlieHHE PeCypCcoB B CIHUCOK JJIsI KOHTEHTHOW (QUIBTpAIMU 10 3a1POoCcy
3aka3uunka;

— no0OaBiieHHE CEpPBUCOB B 00XOJ KOHTEHTHOW (UIBTpAIMU MO 3ampocy
3aka3uuka.

KonrenTHas punbTpamnus q0pKkHA 00€CIIeUnBaTh:

— ruokyto puibTpanuo HTTP tpaduka;

— ¢unprpanuro HTTPS tpaduka ¢ TOYHOCTBIO 10 MMEHH 3amlpaiiniBaeMOro
pecypca Ha ocHOBaHMM 3Ha4YeHus SNI;

— ruokyro ¢unbtpanuio HTTPS Tpaduka cpeactBamu aHanmmsza KOHTEHTA,
pa3MeIIeHHOTO Ha BeO pecypce Ha TPEAMET 3alpelieHHBIX MaTepuaioB
U (WM) KIo4YeBbIX (pas;

— ruokyro punprpamuio HTTPS tpaduka, B cmydae ycTaHOBKH Ha KIIMEHTCKHE
ycTpoiictBa ceptudukara Mcnonuurens;

— ruokyro Quibtpanmto HTTPS Tpaduka Ha MOOMIBHBIX YCTPOWCTBAX,
B clly4ae YCTaHOBKH Ha MmoOuiibHbIe ycTpoiicTBa WEB-0paysepa Mcnonnurens;

—  r1ubkyto ¢uiabtpauo HTTPS Tpaduka Ha MOOMIBHBIX YCTpOMCTBax
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B TPUIOKEHUSIX, COTJIACOBAHHBIX C 3aKa34MKOM, B pPaMKaxX peaju3aliil MPOCKTOB
MunuctepcTBa 00pa3oBaHus.

5.5.6.3. TpeboBaHUs K IPUMEHIEMBIM TEXHUUYECKUM DEIICHUSIM .

— K® gpomkna OBITH peanw3oBaHa C HCIOJB30BAaHUEM TMPOTPAMMHO-
anmapaTHBIX KOMIUIEKCOB;

— BO3MOKHOCTb, TI0 3ampocy oT [lorpedurens, aBTOMaTH3aIlMU TPOIIECCOB,
CBS3aHHBIX C TMpeaocTaBiieHneM ycinyru «OrpaHuyeHue JocTyna K HHGPOPMAIHN
nocpencTBoM dnemMeHTa «KoHTeHTHas: GUIbTpaIus».

5.5.6.4. TpeboBaHWI K aBTOMATHU3AIUH.

CpenctBa KOHTpoOJs jaoctyna B ceTb MHTepHeT W dunbTpanuu Tpaduka CETH
HNHTepHeT 10KHBI 00ECTIeUYnBaTh BBITIOJIHEHUE CIASAYIOMIMX ()YyHKIIHA:

— oOecrieueHUe M KOHTPOJIb JOCTYIa ToJib3oBaTeneld B ceTh MHTepHer
c dunpTpanuen Bxoxasmiero u ucxoxasniero HWHrepHer-Tpaduka 1Mo TPOTOKOIAM
HTTP/HTTPS;

— yIpaBlieHWe JOCTYNOM K caiiTam ceTh MHTepHEeT Ha OCHOBE «UEPHBIX)
U «OEeJbIX» CIUCKOB, COCTaBJICHHBIX C MCIOJIb30BAHUEM KATErOpU3allMM CailTOB.
OYHKIIMOHAJI HACTPOUKHU (UIBTPALMH BXOJSAMIETO U HCXOIALIEro Tpaduka TOJKEH
MO3BOJIATH YKa3bIBaTh B KauecTBE QUIBTPA MACKY MIIH PEryisipHOe BhIpakeHune. CucKu
KaTeropuil CaWTOB JOJDKHBI TMPEIOCTABISATHCS IMPOU3BOAUTENIEM CPEICTB KOHTPOJIS
noctyna B cetb UnTepHeT. /15 anMUHUCTPATOPOB MPOTPAMMHOT0O 00ecTieueHus JOIHKHA
ObITh peanu3oBaHa (YHKIHMS BHECEHUS KOPPEKTHPOBOK B JAHHBIC CIUCKH, a TaKXKe
co3aaHusi COOCTBEHHBIX KaTeropuii. CUCKU JOIKHBI (HOPMHUPOBATHCS MTyTEM BHECEHUS
HE TOJBKO OJMHOYHBIX CAaWTOB, HO M HMX CIHUCKOB (B (popMare TEKCTOBBIX (HaloB
C pa3eIUTENSIMH);

— OTKJIFOYCHHE (YHKIMOHAJa KOHTPONA JocTyna B ceTh «VHTepHeT»
u ¢unpTpanuu Tpaduka cet MHTEpHET 1Isi KOHKpeTHBIX [P-aapecoB M KOHKPETHBIX
MoJib30BatTelie, npomeamux apropuzanuio B ECUA;

— yIpaBjieHUE JOCTYNOM MOJIb30BaTENIEH K pa3IMYHbIM TUIIaM HUH(OpMaLUU
B cetu MHTEpHET (BUIECO, Ay M0, U300paKEHUS U T.]1.);

— YIIPABICHUC JOCTYIIOM MOJIB30BaTeNIEd K BO3MOKHOCTH nepcaadyn B CCThb
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WNuTepHer nHPpOpMaLuy pa3auvyHbIX TUIOB (BUAEO, ay/IU0, U300paXeHUs U T.1.);

— yBEIOMJIEHUE B OKHE Opay3epa moib3oBatenss cetu HHTepHer
0 OJIOKMPOBAHMM JOCTYyNa K 3alpallliBaéMOMY I0JIb30BaTEIEM wWeb-pecypcy B ciiydae
HapylieHus: TpeOoBaHM HHQPOPMAIIMOHHON O0€30MacHOCTH, a TakKe Ha OCHOBAaHUU
HaJqu4usli TOTEHIMAIBHO OMacHoro koja (¢ (QyHKIUEH TMpaBKU KoJAa M TEKCTa
yBEJIOMJICHUS);

— ABTOMATHYECKOE WM PYYHOE OOHOBJIEHHE MPOTrPAaMMHBIX KOMIIOHEHTOB
C canTa IPOU3BOAUTEIIS;

— yIpaBjieHUuEe JOCTYIOM K Cpe/icTBaM KOHTPOJS JOCTyna B ceTb MHTepHeT
u punbTpanuu Tpaduka cetu HTEpHET ¢ MCMOIBL30BaHUEM POJICBOI MOJICIH;

— MIPOTOKOJUPOBAHUE ICUCTBUN aIMUHUCTPATOPOB CUCTEMBI;

— oOecrieueHue OTKa30yCTOMYMBOCTHU IpOrpaMMHO-aNmapaTHbIX
KOMITOHEHTOB CHCTEMBI.

He no3anee 60 kanengapHbIx 1HeH ¢ natel 3akitoueHus Konrpakra Ucnonnurens
B JIuuHOoM kaOmHeTe, CO3JaHHOM B cooTBeTcTBMU ¢ 1. 2.49.2 T3, obecmeuuBaer
BBITIOJTHEHUE CIEAYIONIUX (PYHKITU:

— BO3MOXXHOCTh JlocTyna K JIuuHOMy KaOWHETy TyTeM aBTOPHU3AIUU
¢ wucnonb3oBanneM ECHA pabGotaukoB C30, a Takke ¢eaepaabHbIX OpPraHOB
UCITOJTHUTEILHON BJIACTH, OPraHOB HMCIIOJIHHUTEIIPHOW BIIacTH CyOBEKTOB Poccuiickoit
deneparuu, ocymecTRISIIOMUX (PyHKIMKU B cepe obmero oopa3oBaHUs U CPETHETO
po¢eCCHOHATILHOTO 00pa30BaHMS;

— BO3MOXKHOCTb T10J1a4¥ 3asBOK Ha BKJIIOYEHUE (OJIOKHPOBKY) PECYPCOB CETH
WuTepner B benbiii crincok, BpeMennslit 6emnblil ciricok, YUepHbIi CIUCOK;

— BO3MOKHOCTb OTCJICKUBAHUS CTATYCOB BBITIOJTHEHUS MMOJAHHBIX 3aBOK;

— BO3MOKHOCTb OLIEHKH Kaue€CTBA UCIIOJIHEHHUSI TIOJIaHHBIX 3asIBOK;

— BO3MOYXHOCTH ()OPMHUPOBAHUS OTYETHOCTH JIJISI KOHTPOJISI IEPEUHS PECYPCOB
cetu VHTEepHET, BKIIOUEHHBIX B benblii cniricok, BpemenHubiit Oenblii cnincok, YepHblid
CITUCOK;

= BO3MO>KHOCTb OBICTPOI MPOBEPKHU TEKyIero ctatyca noctynHoctu B ECIL/]

pecypca cetu UHTEpHET.
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5.6. KomnoneHT « MOHUTOPHUHT U o0ecniedeHNE 0€30MACHOCTH CBI3W».
5.6.1. DnemeHT « MOHUTOPHUHT MMapaMeTPOB KaueCcTBa MPEIOCTABISIEMBIX YCIyT».

5.6.1.1. TpeboBaHud K (b VHKIIMOHATY CPEJCTB MOHUTOPUHTA M OTYETHOCTH.

CpenctBa MOHUTOpPUHTA (YHKIIMOHUPOBAaHUS U (POPMHUPOBAHUS OTYETHOCTHU
JOJKHBI 00€CTICYMBATH BBITIOJHEHUE CIIETYIOMNUX (DYHKITUMN:

1) OOBEKTUBHBII KOHTPOJIb PAOOTOCIIOCOOHOCTH CPEJICTB CBSI3U U COOJIOICHUE
TpeOyeMoro KadecTBa M JOCTYIMHOCTH YCJIYT CBSI3U, IEJIOCTHOCTH M YCTONYMBOCTH
(GYyHKIIMOHUPOBAHUSL CETEeM Tmepejayd JaHHBIX, a TakkKe Oe30MacHOCTH CBSI3U TPH
NOAKIIOYEHUH U mpenoctaBieHun goctyna miga C30 K TrocyJapCTBEHHBIM,
MYHUIIMNIAIBHBIM, HWHBIM  MH(OPMAllMOHHBIM cUCTeMaM ©  cetu HHTepHer
C BO3MOXHOCThIO (opmupoBaHuss WHIMACHTOB B aBTOMAaTU3UPOBAHHOM PEXHME
MOCPEICTBOM MCITOJIb30BaHUS MPOTPAMMHO-aNapaTHOTO KOMIUICKCA;

2) IlpoTokojaupoBaHHE JCWCTBUN TMOJb30BATEIed H  aJMHHHCTPATOPOB
CUCTEMBI;

3) ®opMupoBaHKE OTYCTHOCTH C TPEAOCTABICHHEM (YHKIIMOHAIA:

- 0TOOpakeHne MHPOPMAIIUU O COCTOSTHUU 0OBEKTOB B PEKHUME PeaTbHOTO BpEMEHU
B IIBETO-TpaUuECKOM BU/IE;

- 3amanus QUIBTPOB MO BCEM (JFOOBIM) MOJSAM, MOJACPKUBAEMBIM CPEJICTBAMHU
MOHHUTOPHUHTA PYHKIITMOHUPOBAHUSA U (POPMUPOBAHUS OTUYETHOCTH;

- 3a1aHus (hopMara OTUYETOB;

4) KomrmoHeHT aomkeH obOecrieunBaTh cOOp M (HOpPMHPOBAHWE IAHHBIX IIO
yTHIM3aIuu Tpaduka B pa3pes3e MUKOBBIX 3HAUYECHUH, CPETHETO BXOIAIIETO /UCXOIAIIETO,
a TaKKe cpeaHee Mo 00beMy BXOISAIIECTO/UCXOISIIETO MOTPEOICHU JaHHBIX (B MOaiT)
o kaxaoMy O0beKTy (TPOTOKOJI sSNmp) ¢ TIyOWHON XpaHEHUs JaHHBIX 12 MecsIIeB;

5) KommoneHT nopkeH oOecrieunBaTh cOOp u (OPMUPOBAHUE IAHHBIX I10
HEJIOCTYIMHOCTH YCIYyr CBSI3U MO NPUYMHAM, HAXOASIIMMCA B 30HE€ OTBETCTBEHHOCTHU
[ToTpeOuTenst (AMEKTPONIUTAaHHE B MOMEHT BO3SHHUKHOBEHHUS COOBITHS, QyHKIUS Dying
gasp), a Takxe Mo MpUYMHaM B 30He oTBeTcTBeHHOCTH Mcmomanutens (ITIP, mpoOaembr
C KaHaJIbHOM, CETEeBOM YaCThIO KakK Ha 00BEKTE, TaK

Y Ha MarucTpajbHOM YacTH) C TIIyOMHOUM XpaHEeHUs JaHHBIX 12 MecsleB;
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6) KoMImoHeHT A0bkeH 00ecnevYnBaTh BO3MOYKHOCTH NMPUCBOCHUS NMPU3HAKOB
«CTOM-(PaKTOPOB» JEKAIIUX B 30HE OTBETCTBEHHOCTHU MOJIb30BaTENs (PEMOHT U APYTrHUe
paboThl Ha TPOJOJDKUTENBHBIM TEPUOA CBA3AHHBIE C OTKJIIOYEHUEM YCIYTH,
HO HE MPUBOJSIINE K UCKIIOUYEHUIO 00bekTa u3 3asBku K I'K) ¢ rimyOuHON XpaHeHus
TAHHEIX 12 MecAlEeB;

7) KoMIIOHEHT JO/KeH MPEACTaBIATh COOOW COBOKYITHOCTH DJIEMEHTOB C
BO3MOKHOCTBIO UX KOMOWHAIIMN U U3MEHEHUH;

8) OCHOBHBIMH TPHHIIMIIAMH MOHUTOPHHIA MU OOeCIeUeHUs Oe30MacCHOCTH
CBSI3U JIOJDKHBI SIBJIITHCS YHUBEPCAIBHOCTD, YIIPABISIEMOCTh U MaCIITA0UPYEMOCTH;

9) KOMIOHEHT JOJKEH MO3BOJISATH 3aMYCK JOTMOJHHTEIBHBIX DJIEMEHTOB IO
TpeboBaHuto 3akazunka u [loTpebuTens 6€3 TONMOJIHUTEIBHBIX 3aTPaT,

10) TexHuuyeckne MPOrpaMMHO-ANIapaTHBIE CPEACTBA,  HCIOJIb3yeMbIC
npu okazaHuu KoMmoHeHTa, JOKHBI COOTBETCTBOBATH TPEOOBAHUSIM TOCYAapPCTBEHHON
METPOJOTUYECKONM HM3MEPUTENHbHOW CHUCTEMBl HAI[MOHAJIBHOTO YpPOBHS, 3a CYET
BBITIOJTHEHUS CIAEAYIONUX TPEOOBAHUMN:

® UCIIOJIb30BaHUSI CPEACTB U3MEpeHus, BHeceHHbIX B DenepanbHbIi
UHGOPMAIIMOHHBI  (OHA 1O O00ecleueHHuI0 €IWHCTBA M3MEPEeHHH, a TaKkxke
CBOCBPEMEHHO IMPOIIEAIINX TMOBEPKY B COOTBETCTBUU C TpPEOOBaHUSAMHU CTaThu 13
®denepanpHoro 3akoHa ot 26 utons 2008 r. Ne 102-d3 «O06 obecrnieueHU €IMHCTBA
U3MEPECHUINY;

® COOTBETCTBUS BCEX MpOrpaMMHO-annapaTHbIX CpeAcTBa
TpeOOBaHUAM K U3MEPEHUSIM, OTHOCAIUMCS K c(hepe roCyIapCTBEHHOTO PETyINpOBaHUS
oOecrieueHusl eNHCTBA U3MEPEHHUN W BBHIMOJIHSIEMBIM MPU OOECIIEYEHUH IIETOCTHOCTHU
U YyCTOMYMBOCTH (DYHKIITMOHMPOBAHUS CETH CBS3M OOIIETO TOJH30BaHUSA, & UMEHHO,
B COOTBETCTBHMM ¢ TmocTtaHoBieHueM IlpaButensctBa Poccuiickonn ®@enepannu
ot 16 HOsOpst 2020 1. No 1847 «OO6 yTBepkKI€HUU TIEPEUHS] U3MEPEHUHN, OTHOCSIITIXCSI
K cpepe rocyapCTBEHHOTO PETYIMPOBAHMS 00ECIICUCHUS €MHCTBA U3MEPEHUI »;

e ceprudukanusi o0OpyJ0BaHUSI B COOTBETCTBUM C MOCTAHOBJICHUEM
[IpaButenscTBa Poccuiickoit ®enmeparun ot 04 deBpans 2022 1. Ne 113

«O0 yTBEepXKIEHHUUW TEPEYHS CPEACTB  CBS3M, IMOJJICKAIMMX  00S3aTeIbHOMN
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cepTudUKaIUN.

5.6.1.2. TpedoBanus k apxutekrype KoMroneHra.

ApxuTekTypa  JOJDKHA  CTPOUTHCA HAa  OpUHOUOAX  MOJYJBbHOCTH
Y MaclITabUpPyeMOCTH, HAa TPOrPAMMHBIX U allllapaTHbIX KOMIIOHEHTAX.

TexHuuyeckue peleHus, IpuMeHsieMble B paMKax oka3aHusi KomnoHeHTa, JOJIKHBI
MPEACTaBIATh COOON MEPAPXUUECKYIO0 CHCTEMY C BO3MOXKHOCTHIO TOPU3OHTAIBLHOTO U

BCPTUKAJIBHOT'O MaCHITa6I/IpOBaHI/I$I.

LIEHTPAJIbHBIT
Y3EJI

ATPETALIUA

/

OBBEKTLI KOHTPOJIA

Puc. 6. O6mas apxurekrypa Komnonenra

«MoHUTOPHUHT U 0OecTieueHre 0€30IMaCHOCTH CBSI3M.

[leHTpanbHBIM Y3JIOM TEXHUYECKUX PELICHUM, TPUMEHAEMBIX B paMKaxX OKa3aHUs
KomrioHeHTa, IOMKEH SABIATHCS OTKA30yCTOMYMBBIM KIIACTEP CEPBEPOB. YPOBHEM
arperali JOJDKHBI SIBISTBCA 30HIbl YPOBHSI arperauudy, pa3MeEllaeMble B 30HE
OTBETCTBEHHOCTH VcromHUTEN, 00bEKTaMU KOHTPOJISI IOJKHBI SIBJISITHCSI OKa3bIBAEMbIE
C30 B coorBeTcTBUM C 3asiBKAMH YCIYI'M CBSI3M C KCIOJIb30BAHUEM 30HJIOB,
pa3meniaeMbIx Ha ykazanHbix C30.

TexHuueckue peuieHus, NpUMEHseMble sl oka3zaHus KOMIIOHEHTa, TOTKHBI
UCIIOJIb30BaTh TOJIBKO MPOrpaMMHO-AIMapaTHbIE 30HIbl JUISI TOJYYEHUS HMCXOTHBIX
JAHHBIX O PabOTOCITOCOOHOCTH CPEJICTB CBS3M M COOJIIOJCHHUIO TPEOyeMOro KadecTBa
MPEAOCTAaBICHUSI YCIYT CBSI3U. ICMONb30BaHME MHBIX CLOCOOOB MOJTYYEHHS! MCXOJHBIX
JAHHBIX O PabOTOCITOCOOHOCTH CPEJICTB CBS3M M COOJIIOJCHHUIO TPEOyeMOro KadecTBa
MPEAOCTABICHUS YCIYT CBSI3U HE MPEeIyCMaTPUBAETC.

5.6.1.3. Vopasineane KoMIoHEHTOM.
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Jns ykazannsix 3akazunkoM C30, O0wvekroB MUK HMcnomnutens nomkeH
OCYIIECTBIIITh YMNPABJICHUE HW3MEHEHHUSIMHU, KOTOPhIE MOTYT BKJIIOYaTh H3MEHEHHS
CJEAYIONINX MapaMeTPOB OKa3aHUsI MOHUTOPUHTA U o0ecrieueHus: 0€30MacHOCTH CBSA3U:

—  Tepuoj ornpoca 000pyI0BaHUs;

—  pacnucaHhe MOHUTOPUHTIA;

—  KOJIMYECTBO OIIEHHWBAEMBIX MAPaMETPOB KauecTBa yCIyTH;

—  TapaMeTphl IS OLICHKU Ka4yeCcTBa yCIIYT;

—  00beM mapaMeTpoB OIICHKH Ka4eCTBa,

— [P agpeca u nmoacerwu;

—  npoduau NOPTOB JA0CTYMA;

—  TIPOMYyCKHAs  CIOCOOHOCTh  mepemaun  Tpaduka  pa3HBIX  THIIOB

0 TIPeI0CTaBIIIeMbIM KaHasiaMm cBs3u Mexay C30, O6bekra [{UK;

— 1P agpec nns 3amutel oT DDoS atak;

—  moakmouenne C30, O6wekra [IUK k cern UcnomHuTens mpu M3MEHEHUU

aJpeca uX MECTOPACIIOI0KEHHUS,
—  TIPUOCTAaHOBJEHHWE WM  BO30OHOBJIICHHME  OKa3aHUS  MOHHUTOPUHTA
1 o0ecnieueHus 0€30IMaCHOCTH CBSI3H,

—  Mownuropunr u obecrieueHue 6e3omacHocTH cBs3u 1t HOBBIX C30, O6bekTa
MK no cornacoBaHuio MEXAy 3aka3urukoM u McnosHuTenem;

—  TIpeKpalleHre MOHUTOPUHTA U 0OecIieueHusi 0€30IaCHOCTH CBSI3H,

— WHBIE coryiacoBaHHble McmonHuTeneM W 3aka3uMKOM — IapaMeTpbl
MOHHUTOPHHTA B 00ecIieueHus] 0€30MaCHOCTH CBSI3H.

5.6.1.4. TpeGoBaHUs K JONMOJHUTEIBHBIM (MVHKIMOHAIY W COOPSKECHUS

CO CMEXHBIMHU CHUCTEMaMHU M DJIeMCHTAMU .

1)  KoMIOHEHT JO/DKEH HWMEeTh BO3MOXKHOCTh pPacIIUpsITh (QYHKIIMOHAI
MOCPEICTBOM TIOJIKITFOUCHHSI K MH(OPMAIIMOHHBIX PECypcaM U CUCTEMaM, 0€3 CHIDKCHHSI
YPOBHS nH(OPMAITMOHHON 0e30MacHOCTH, €MKOCTH
Y MPOU3BOJAUTEIIBHOCTH;

2)  Jlanuble (YHKIIMOHAJIbHBIE BO3MOXXHOCTH KOMIIOHEHTA JOJDKHBI OBITh

HCIIOJIB30BAHLBI AJIsI MOHHUTOPHUHI'A ITAPaMCTPOB Ka4CCTBA IPCAOCTABIIICMBIX YCIIYT.
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5.6.1.5. TpeboBaHusa K MPOU3BOIUTEILHOCTH KOMITOHEHTA

1)  TlpomsBomutenbHOCT, KoOMIOHEHTa MJODKHA OBITH JOCTATOYHOH, JIJIs
BEITIOJTHEHUST BO3JIOKCHHBIX Ha Hee 3aJad. B ciydae HEOOXOTUMOCTH YBEITHMYCHUS
MIPOU3BOIUTEILHOCTH MICTIOMHUTEND TOKEH MPEIyCMOTPETh TaKYH0 BO3MOYKHOCTD;

2)  VYBeIWYeHHE TNPOM3BOAMTEIHLHOCTH KOMITOHEHTa JOJDKHO JIOCTHIaThCs
CJIEAYIOIIUMHU CIIOCOOaMU:

— 3aMeHa WJIM MOJICPHU3AIHUS allapaTHOrO 00eCIeYeHNUS;

— 3aMeHa WJIM MOJICPHU3AITUS TIPOTPAMMHOT0 00CCTICUCHHSI;

— YBEJIMUCHHUE TPOITYCKHOW CITOCOOHOCTH KAaHAJOB CBSI3M, MaruCTPaJbHBIX
M CETH JOCTYTIA.

5.6.1.6. TpeboBaHUSA K HAJIMYUE OTUYETOB.

Komnoneur JTOJDKEH o0ecrieynBaTh 10 KOKIOMY C30,
B COOTBETCTBUHU ¢ 3asBKamH, ()OPMHUPOBAHHE B IJIICKTPOHHOM BHJE (32 MCKIIOYCHHEM
CIy4yaeB COJCPXaHMUS B OTYETAX CBEICHUMN, COCTABIISIONIMX TOCYAApCTBEHHYIO TaliHY,
WIN CBEACHHI OrpaHnueHHOro goctymna («/jist cayeOHOro moab30BaHus»)) 10 3aIpoCcy
YIOJTHOMOYEHHOTO TMpEJICTaBUTENs] 3aKa3uMka W B aBTOMAaTHYECKOM PEKHUME
NpeaonpeaeICHHON  (pEerJaMeHTUPOBAHHOM) CTAaTUCTUYECKOW U aHAJIUTUYECKOMU
OTYETHOCTH O Ka4ECTBE yCIYT CBSI3HU:

—  ¢dopMupoBaHHE TEPUOJUUYCCKUX CTATHCTHYCCKUX W aHAIUTHUYCCKUX
OTYETOB O KAYECTBE YCIYT CBSI3U 110 MPEI0CTAaBICHHBIM 3aKa3uMKOM ITPEA0NpEeACICHHBIM
dbopMaM M KX aBTOMATHU3MPOBAHHYIO PACCBUIKY CPEACTBAMH AJICKTPOHHON ITOYTHI
(32 HCKIIOYEHHEM CJIydacB COJACP)KAaHHUS B OTYETAX CBEJICHHM, COCTABJISIOIIMX
rOCYJapCTBCHHYIO TaliHY, WM CBEJICHHUM OTrpaHMYeHHOro maoctyna («Jms ciyxeGHoro
IOJIb30BAHU»)) YIOJIHOMOUYCHHBIM IIPEICTABUTEIISAM 3aKa34uKKa;

—  (opmupoBaHre B DJJEKTPOHHOM BHae (32 HCKIIOYEHHEM ClIy4acB
COJEpKaHWsSI B OTYETAX CBEICHUM, COCTABISAIOIIMX TOCYJAAPCTBCHHYIO TaiHY,
WIM CBEACHHMH orpaHmueHHOro joctyma («Jlms ciaykeOHOro IoJIb30BaHHMSI))
ONEpPATUBHBIX OTYETOB 3a MPOU3BOJILHBIM IMEPHOJ BPEMEHH O KAayeCTBE KOHKPETHOM
ycayru cBsizu 111 KoHKpeTHoro C30 mpu camMoCTOSITeTbHOM OOpalieHun 3aka3zuuKa

Kk Kommonenre;
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5.6.2. dnement «3ammra oT DDoS aTak» (nanee — DiaeMeHT).

5.6.2.1. Haznauenune DuemMeHTa.

DneMEeHT IpeAHa3HauYeH JjIsl 00eCIeueHUsl 3alIUThl OT PacpeIeICHHbIX aTaK TUIa
«0TKa3 B o0ciykuBaHum». B cocraBe DnemenTta «3amnmura or DD0OS atak» Ucnonuurtens
JOJDKEH OKa3bIBaTh TEJIEMATUYECKUE YCIYTH CBS3H.

5.6.2.2. TpebGoBaHus K DIIEMEHTY:

1) AJIEMEHT J0JIKeH npeaoctabisThes 1ist Beex IP cereit C30, O6bexToB [IUK
KOTOpbIE  UCIIOJIB3YIOTCS ~ OKOHEYHBIMH  IOJB30BATEILCKUMHU  YCTPONCTBAMU
[ToTpebuTeneii,

2)  JOJDKEH MPOBOIUTHLCS aHAIN3-Tpa(uKa CICIYIOMIUX BUIOB:

— CTaTUYECKUI — Ha OCHOBAaHMM CpaBHECHHH (PaKTUUECKUX TapaMeTpoB
Nutepuer-Tpaduka c COOTBETCTBYIOIIUMHU 3HAYCHUSIMU WHIMBHUIYaJbHO
YCTaHOBJICHHBIX TPAHUYHBIX 3HAYEHU;

— TUHAMUYECKUNA — BBISBICHHE OTKJIOHEHHH peantbHOro 00beMa BCEro
Nurtepuer-Tpaduka nons3osareneii (PPS u BPS) ot cTaTucTruecku 0ObIYHBIX 3HAUEHUH;

3)  [OKEH MpPOBOIUTHCS aHanu3 MHTepHeT-Tpaduka ¢ y4eTOM CJICIyFOIIUX
npusHakoB HTepHeT-Tpaduka:

—  nmamna3zoH IP-agpecoB otnpaButens/monydarens MaTtepHeT-Tpaduka;

— nuana3oH aapecos nmoptoB TCP/UDP ornpasutens/monydarens UutepHeT-
TpaduKa;

— HaWMMEHOBaHUA U MmapameTpsl mpoTokosiaoB IP, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (manmpumep, 3nauenus TCP-dnaros nis nporokona TCP/IP);

4)  JOMKEH TMpOBOAUTHCS aHaim3 HTepHeT-Tpaduka 1O  CICAYIOIIHM
rnapaMeTpam:

—  xapaktepuctuku MaTepHET-Tpadmka (pactpeaeneHre mo mpoToKoIam);

—  KoJM4YecTBO makeTtoB MHTEpHET-Tpaduka B cekyHuay (PPS);

—  kosmuecTBO Oait MHTepHET-Tpadmka B cekynmy (BPS).

5)  HeoOxommmo omoBemarh [loTpeOUTeNIs O HAJIMYUU HEXEIATSIBHOTO
Nurtepuer-tpaduka npu ero nosieiaeHuu u3 cetu [lorpedurens;

6) B teuernme 30 MuHYT mocie OOHApYXKEHHS AaHOMAIHKA HEOOXOIMMO
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HanpaBiaTe MHTepHer-Tpaduk IloTpedburens Ha mporpaMMHO-anmapaTHbI KOMIUIEKC
HcnonHuTens, BBITOMHAKOMAN € IIOMOIUBI0 BEPOSATHOCTHBIX METONOB OYUCTKY
MoCTynawIero Ha Hero MHrepHeT-Tpadguka B LeNsAX (QUIbTpaUUU HEXKEIaTeIbHOTO
Nutepuer-Tpaduxa.

5.6.2.3. WcnonauTens nomkeH obecrneunBarh 3ammrty ot DoS/DDoS-arak

Ha 00opyrnoBaHuu McrionHUTENS.

1)  3Bammra ot DoS/DDoS artak cpeactBamu McrmomHuTens — 0JKHA
o0ecIeuynBaThCs OT CJICTYIONTUX TUIIOB aTaK:

— aTaky Ha TepernoyiHeHne KaHanoB cBsa3u (Volumetric Attacks);

— aTaku Ha ceTeByI0 uHppacTpykTypy (State Exhaustion Attacks);

— aTaku ypoBHs npuioxenuid (Application Attacks).

2)  @unbrtpanus Tpaduka JAODKHA  OCYIIECTBISATBCS IO CACAYIONIHM
KPUTCPUSIM:

— 10 reorpaduueckoMy IpHU3HaKY;

—  TI0 «4epHBIM» U «OenbsiM» ciiuckam [P agpecos;

—  TIPOTOKOJaMm;

—  TopTam;

— C TIOMONIbIO PETYIAPHBIX BBIPAKEHUM OCHOBHBIX XapaKTEPUCTHUK
IPOTOKOJIOB;

— C TIOMONIBIO PETYIAPHBIX BBIPAKEHHUM Ppa3IUYHBIX XapaKTEPUCTHUK
MIPUIIOKEHNM;

— ¢ mpumeHeHueM challenge/response KOHTpMED, IJIs1 YAOCTOBEPEHHS XOCTOB
MCTOYHUKA,

—  C OTCIIe)KUBAHWEM COCAMHEHHUI Ha HATMYUE MEJJICHHBIX aTaK.

3) Oo6opynoanue Mcnomaurens, obecneunBaromiee 3amuty ot DoS/DDoS,

JIOJI’KHO UMETh TEXHUYECKYIO BO3ZMOXKHOCTD:

— MOJIaBIIATh aTaKW JI0 YPOBHSA TPWIOKEHHS ceMmuypoBHeBor momenu OSI
eMKocThI0 He MeHee 150 I'ouT/cex;

— MO/IABJIATh aTaKH JI0 TPAHCIIOPTHOTO YPOBHS ceMuypoBHEBOM moaenu OS|

1o 2 Tout/c;
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— IpU HEOOXOAMMOCTH W BO3MOXXHOCTHU B3aUMOJIEMCTBOBATH C CHUCTEMOMU
3amutel 0T DoS/DDoS Tlotpedurens B nensix oOpabOTKHM aBTOMaTHUYECKHX 3alpOCOB
AKTUBALIMM JIONOJHUTEIBHON OYMCTKU TpaduKa U MOAABICHUS aTaK;

— B aBTOMAaTUYECKOM PEXHUME 3arpy>KaTh U MPUMEHATh «O€JIbIe» U «UEPHBIEY
cnucku [P agpecoB cetu «HTepHET» A1 TOUEK NOAKI0ueHus [loTpedurens, B KOTOPbIX
oKa3bIBaeTcs yciyra no 3amure or DoS/DDoS.

4) Pemenue 3amuthl 0T DoS/DDoS 10oDKHO MOAACPKUBATH BKIIFOUCHHE
peXrMa OYUCTKU TpauKa MepeyrcIeHHbIMUA HUXKE CIIOCO0aMu:

— B aBTOMAaTMYECKOM PEXHME IMpHU MOJIYYEHUU CBEACHHUI OT 00O0pyIOBaHUs
iomaaku [lorpeburens, rae oka3zpiBaeTcst Y ciyra CBs3H,

— B aBTOMAaTUYECKOM peXUME TMpu OOHApYyXKEHUU 000pyIOBaHUEM
Ucnonuurens anomanuu B Tpaduke [lorpedurens;

— BpyuHylo, myteM oOpamienusi Ilorpeburenem B ciayxO0y TeXHUYECKOM
NOAJEPKKU YUACTHUKA,

— BpyuHyto  Mcnonnutenem  npu  oOHapykeHMHM  0OOpyHOBaHUEM
Hcnonnurens anomanuu B Tpaduke [lorpedburens.

5.6.3. DnnemeHT «MexceTeBOE IKPAHUPOBaAHME» (J1ajiee — DIIEMEHT).

5.6.3.1. Hasnayenune DiaeMeHTa.

DneMeHT TMpeaHa3HayeH sl oOecriedeHus: WH(POpMAIMOHHOW 0e30macHOCTH
npu jgoctyne B ceTh VHTepHer, a Takke npu obOMene Tpaduxkom mexay ECII
n noakmodaembiMu K ECIIJI  Kanamamu L2, i1s  1mpeaoTBpaIICHUS
HECAHKIMOHUPOBAHHOTO J0CTyna K BHyTpeHHUM cerMeHnTam ECII/] u moneIToK B3j10MA.

DneMeHT MpeaHa3HaueH sl oOecrnedeHuss WHPOpMAIMOHHOW 0e30macHOCTH
npu jgoctymne B ceThb MHTepHer, a Takxke mpu obmene Ttpaduxom wmexay ECII
n Oobexkramu UK, nnsa npeaoTBpallleHUsi HECAHKIMOHMPOBAHHOTO JIOCTYyNa
K BHyTpeHHUM cerMeHTam ECIIJ] u monbsIToK B3j0Ma.

5.6.3.2. TpeboBaHus K DIEMEHTY:

1) DneMeHT I0JbKEeH 00eCIeUnBaTh:
— pasrpaHuyeHre WHQMOPMAIMOHHBIX TMOTOKOB, CETEBOI0 B3aMMOJCHCTBUS

MCIKAY CCTMCHTAMU,
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—  ONOKHUPOBKY 3alpelIeHHbIX TUTIOB B3aUMOJICHCTBHIA;
— KYpPHAJIUPOBAHWE WM TMOJACYET YHCJIa TMOMNBITOK OCYIIECTBICHUS
3aIpELICHHBIX B3aUMOJACHUCTBUM;

—  OJIOKMPOBKY 0OpalieHul K U3BECTHBIM CEpBEpPaM 3JI0YMBIIIEHHUKOB;

—  MOANEpkKy (DYHKIIUU BBISBICHUS BPEJOHOCHOTO Tpaduka Ha OCHOBAHHUU
CUTHATYP;

—  BO3MOXHOCTH CO3/IaHUSI OTKA30yCTOMYMBOIO Kjactepa (TUIOB active-passive
WM active-active);

2) MexceTeBbie SKpaHbI JTOJKHBI obecrnieunBaTh 3aIIUTy
OT HECaHKIMOHWPOBAHHOTO JOCTynma U3 ceTu VHTepHeT WM BHEIIHEH CeTu
no otHomenuto k ECIIJI, a Takxke KOHTpOJIb U PETYJIHUPOBKY JIOCTyIAa MOJIb30BaTENECH
BHYTPEHHEH CeTH K pecypcaM ceTd VHTEpHET U BBIJICICHHBIM CETMEHTaM
uHdpactpyktypsl [lorpedurens. MexceTeBoi dkpaH I0OHKeH obecrieurnBaTh KOHTPOJIb
BCEr0 MPOXOsIero Tpaduka u ObITh YCTOMYMBBIM K BO3/IEHCTBHUIO BHEIITHUX aTakK;

3) Ilpu BeIOOpe MCD ompenereHHOro Kjiacca 3alluThl JJIs 00ecreueHHsI
O6e3zomacHOCTH B MH(QOPMALMOHHBIX  CHCTEMax  COOTBETCTBYIOIIErOo  Kiacca
3alMIIEHHOCTH HEOOXO0IUMO PYKOBOACTBOBATHCS HOPMATUBHBIMU MPABOBBIMH aKTaMU
®CTDOK Poccum;

4) BpiOop  cepTuHMIHMPOBAHHBIX  HAa  COOTBETCTBHE  TPeOOBaHUSIM
nmo ©Oe3onmacHoctd uHpopmammu MCD, [0DKEH NPOU3BOAUTECA C  YYETOM
COBMECTUMOCTH C HMH(POPMAIMOHHBIMU TEXHOJIOTHSIMU W TEXHUYECKHUMH CPEJICTBAMU,
byHKIMH 6€301aCHOCTH ITUX CPEJICTB U OCOOCHHOCTEHN MX peann3allnuy, a TaKxKe Kiacca
3aMIUIEHHOCTH HHPOPMAITMOHHOW CUCTEMBI;

5) Jlns obecrnieueHUss HEOOXOIUMOTO YPOBHS HHPOPMAITMOHHOM 0€30IIaCHOCTH
HEOOXOIMMO TIPUMEHITh B KA4ECTBE KITIOYEBON HACTPOMKHA MEKCETEBOTO DJKpaHa
MIPUHIIMUII «3arnpenieHo Bece». OTkpbiBaThess HAa MCD NOMKHBI TOJIBKO T€ YCIYTH, XOCTHI,
CETH M TIPOTOKOJIbI, KOTOPBIE HYXHBI NIl oOecreueHus pabotel cuctem [lorpedburens.
Bce nHeucnonb3dyeMmble aapeca, CeTH, MPOTOKOJbI W yciyrd Ha MCD JoJKHBI OBITH
3anpelleHbl;

6) MCD nomkeH colepkaThb CpeICTBa, OOECIEYUBAIONIME KOHTPOJIb
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3a 1eJIOCTHOCTBIO CBOEH MPOrpaMMHON ¥ MH(GOPMAIIMOHHON YacTH. MeXceTeBOoi 3KpaH
JIOJDKEH TMpeaycMaTpuBaTh MNPOLEAYPY BOCCTaHOBIEHHS THocie cO0EB M OTKa30B
00opyAOBaHMs, KOTOpas J0JKHA 00E€CeunBaTh BOCCTAHOBJIEHUE CBOMCTB MEKCETEBOIO
sKpaHa. B MexceTeBOM sKpaHe JT0JKHA 00€CIeYMBaThC BO3MOXKHOCTh PErJIaMEHTHOTO
TECTUPOBAHUS,

7) B oxypHamax wim log-aiimax B 00s3aTeBHOM TOPSAAKE JAOJDKHBI
PETUCTPUPOBATLCA BCE COOBITUS O COEAUHEHMSIX, yCTaHaBIMBaeMbIXx uepes MCDO
U XpaHuthcsi cnonnureneM B TeueHue 12 mMecsIes;

8) Ilpu BO3MOXHOCTM JO/DKHA OBITh  oOecrieueHa  aBTOMATHYECKas
peructpanus ciaeayouux coObITH HHPOPMAIIMOHHOM 0€30MMacHOCTH:

—  moOblIe MOMBITKA BX0/1a/BbIX0a CYyOBEKTOB JJOCTYIA B CUCTEMY/U3 CUCTEMBI;

—  W3MCHEHHE TIpaB M CHUCTEMHBIX TPUBWJIETHMH  YYETHBIX  3alucei
N0JIb30BATENEH;

—  u3MeHeHue HacTpoek MCD;

9) 3ammra Ha ocHoBe MCD J0DKHA pealu30BbIBATH  CIICAYIOIINE
BO3MOKHOCTH:

—  (unpTpalis Ha OCHOBE CETEBBIX aJ[PECOB OTIIPABUTENS MOTYydaTeNs;
—  JIOKaJIbHAasl CUTHAJIU3allUs MOTBITOK HApYIIEHUS TTPaBuI (PUIIbTPAIINN;

10) MCD noykeH OBITh HCITOJIB30BaH IS :

— OTpAaHUYEHUS WIM 3alpelieHusl [OCTyla XOCTOB BHYTPEHHEW CEeTH
K cepBHUcaM BHewHew cetu HTepHerT;

— OTpaHUYEHHUS JOCTYIa BHEUIHUX MOJIb30BATENECH K BHYTPEHHUM pecypcam
KOPIIOPAaTUBHOW CETH;

— NOJICPKKU TpeoOpazoBanus ceTeBbix aapecoB (NAT), uro mo3Boiser
HCMOJIb30BAHUE BO BHYTPEHHEHN ceTH NpuBaTHBIX [P agpecos;

11) Ins  obecniedeHuss WHPOPMAIIMOHHOW  O€30MaCHOCTH TNPU  OOMEHE
uHdopmarmeit mexay BHyTpeHHuME nojceTssmu ECITJ] nomkus! yctanaBiuBatbess MCD
Ha CTBIKE y3JI0B CETH, CO3JaBas MPU ATOM JIOMOJIHUTENIbHbIE TOYKA KOHTPOJISI HOCTYyIA,
KOTOpbI€ JOJKHBI OOECleunBaTh OrPAaHUYEHHE CIOCOOOB B3aUMOJCHUCTBHUS MEXIY

CCrMCHTAaMHU CCTH.
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5.7. KommnoneHT «Opranu3anusi kanajaa L2».

5.7.1. Ha3znaueune KomMiioHeHTa.

KoMmnoHneHT Yceiyr cBsi3u J0JKeH 00ecreuynBaTh OpraHu3aliio KaHajaa CBA3U OT
C30, O6bekToB [ITUK k Toukam npucoenunenus ECII] o cetu MPLS UcnionHuTens.

5.7.2. TpeboBaunus k KoMIoHeHTY:

1) Opranu3oBaHHBIC KaHAJIbl  CBSI3W  JOJDKHBI  HPEJACTaBIATH  COOOM
BBIJICJICHHYIO CETh, IOCTPOCHHYIO Ha 000pyaoBanuu McronmHuTens;

2) OpraHu30BaHHBIC KaHAJbBI CBSI3U IOJIKHBI OBITh CO3/IaHbI C UCIIOIb30BAHHEM
TEXHOJIOTHM:

— BOJIC;
— CITyTHUKOBBIM KaHaJl CBSI3H;
— HWHBIE TEXHOJIOTUHU, 00ECIICUNBAIONINE HANOOJIBIIYIO TaAPpaHTUPOBAHHYIO
CKOPOCTb TTOJIKTFOUCHUS .
[TpuopuTeTHOM TeXHOMOTHEH OAKIIOUeHHST 00heKTOB sBisieTcs BOJIC.
[lonkntouenne OOBEKTOB TIO CIYTHUKOBOM TEXHOJOTHU WJIM HWHBIM
TexHojorusiM, omnuHbiM 0T BOJIC, momkHO OBITH coriacoBaHo Vcmomnurtenem c
3aKa34rKoM;

3) OpraHu3oBaHHBIC KaHaJbl CBSI3W HAYMHAIOTCS Ha 00OPYJIOBaHUU
Ucnonnurens B C30, O6wekrax [IMK um 3akanumBarorcs B Touke mpucoeaMHEHUS
ECIIL;

4)  OpraHu30BaHHBIC KaHAJBI MOTYT OBITh YACTUYHO OPT'AaHU30BAHEI Yepe3 CETH
TPETHUX ONEPATOPOB, IPU ATOM TOYKH CONpsiKEeHUs ceTed VcnmoiHuWTens u TpeTbux
OmepaTopoB MOT'YT He coBnaaaTh ¢ Toukamu npucoenunenuss ECII/I;

5)  OpraHu30BaHHBIC KaHAJBI CBS3U MOT'YT OBITH TIPEJOCTABIICHBI B BU/IE:

a. BBIJEIICHHBIX KaHaoB i1 ogHoro C30, O6bsekra LUK,

b. BUC o6wseaunstonux Heckoabko C30, O6wektoB UK. B pamkax Takux
BUYC gomxHo ObITh HckIoueHO B3aumoackcTteue C30, O6wekToB LUK,
munys ECII/I;

6) OpranuzoBaHHble KaHaIbI cBs3U (BUC) MOTyT OBITH peaTn30BaHbl HA BTOPOM

WU TpeTheM ypoBHEe cereBoil mozaenu OSI mpu ycioBuu COONIOAEHUS BCEX MPOUYUX
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TpeboBaHuii HacTosuiero T3;

7) OpranmzoBannbie s npocryna Kk ECIIJ xaHamel He TpeaHa3HAYCHBI
JUTSL Iepeaduu BUaeo-Tpaduka;

8)  HanmexHOCTh OpPraHM30BaHHBIX KAaHAJIOB CBS3M HE JOJDKHA OBITh HIKE
noctynHoctu yenyru ECII/ B nenom, onpenenenHoit T3;

9) OpranuzoBanHele ¢  ucnosib3oBanuem BOJIC  kaHanbl  TOJKHBI
obecrnieunBaTh MPOX0OXKaeHUe makeroB pazmepom ao 1500 Gaitt BrmtounutenbHo (MTU)
0e3 ux (parMeHTaIny;

10) OpraHu30BaHHBIC KaHAIBI JOJDKHBI IPEIOCTABIIATH KAK MHHUMYM 3 Kjacca
KauecTBa oOciyxkuBaHus Tpaduka. Ilo corjmacoBaHuio ¢ 3akazyMKOM J1OMYyCKaeTCs
UCIIOJIb30BaHUE MOJeNIe KayecTBa OOCHTY>KMBaHMsS C OOJBIIMM WJIM MEHBIIUM
KOJIMYECTBOM KJIACCOB.

5.7.3. TpeboBaHUs K IPOITYCKHOM CIIOCOOHOCTH.

OpFaHI/ISOBaHHLIG KaHaJIbl JOJIDKHBI oOecneunBaTh CICAYIOIIYIO CKOPOCTH

nepcaadyn JaHHbIX, B COOTBCTCTBUU C 3asiBKaMH.

Has C30:

CkopocTh ocTyna
Jl1s1 oOpa3oBaTeNIbHBIX OpraHU3aIui, HaXO0ISAITUXCS He menee 100 Mowut/c
B TOPOJICKHX MOCETICHUSIX
Jl1s1 0Opa3oBaTeNIbHBIX OpraHU3aIui, HaXOISAITUXCS He menee 50 Mowut/c
B CEJIbCKUX MOCEJIEHUIX
s o0pa3oBaTeIbHBIX OpraHu3anuu,
MOJKIIOYAEeMBIX C HCIIOJIB30BAHHMEM HHBIX JIMHUU He menee 1 MoOut/c
CBiA3u (B TOM 4HCJE€ CHOYTHUKOBBIX) B CIlydae
HEBO3MOKHOCTH Hcnonb3oBanus BOJIC

Jas OobexToB [HIUK:
CkopocTb 1ocTyna K CeTH
HNuTtepHer I'AC
«Bb100pBI»
Hns  LlentpanbHoit U30UpaTENbHONM KOMHUCCUU - 40T6/c
Poccuiickoit @enepannn
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Jns  M30uparensHbiXx Komuccuih  cyObektoB | 100 Mout/c 40 Mb6wut/c
Poccuiickont Penepannu

st TepputopuaabHbIX u3buparenbHbix | 50 Mour/c 10 Mo6wut/c
KOMHUCCHH

Hnsa  obvexktoB LUK, pacnonoxennsix B | 512 x6ut/c 512 xb6ur/c
TPYAHOAOCTYIHBIX  HACEJICHHBIX MyHKTaX W

MOJIKJIFOYCHHBIX 110 CIYTHUKOBBIM KaHaJlaM CBS3H

5.8. Kommnonent «Ilepenaua nannpix L2».

5.8.1. Ha3znauenue KomMriioHeHTa.

KomnoneHnT gomken obecneunBath nepeaady nanasix oT C30, O6wektoB [[UK k

Toukam npucoenunenus ECII/I.

5.8.2. TpeboBaHus K OPOIMYCKHOM CIIOCOOHOCTH.

Opranu3oBaHHbIE KaHaJbl JOJDKHBI OOECHEeYMBaTh CIEAYIOIIYI0 CKOpPOCTb

nepeaadun JaHHbIX, B COOTBCTCTBUU C 3asiBKaMH.

Has C30

CKopocTh JocTymna
Jl1s oOpazoBaTeNbHBIX OpraHU3aIui, HAXOISIITUXCS He menee 100 Mout/c
B TOPOJICKHX ITOCETICHUSIX
Jl1s oOpa3zoBaTeNbHBIX OpraHU3aIui, HAXOISITUXCS He menee 50 Mowut/c
B CEJIbCKUX MOCEJIEHUIX
s 00pa3zoBaTebHBIX OpraHMU3aIlni, He menee 1 Mourt/c
MOJIKIIOYaEeMbIX C HCIIOJB30BAaHUEM WHBIX JIMHUH
CBA3u (B TOM 4YHCIE€ CHOYTHUKOBBIX) B CIydae
HEBO3MOXXHOCTH Hcnoab3oBanus BOJIC

Jas OobexToB [HIUK:
CkopocTb 1ocTyna K CeTH
HNuTtepHer I'AC
«Bp100pBI»
Hns  LlentpanbHolt M30MpaTENbHOM KOMHCCUHU - 40T6/c
Poccuiickoit @enepannn
Hns  M3OuparenbHblx KoMuccuil  cyObekToB | 100 MoOut/c 40 Mowurt/c
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Poccuiickon Penepannu

TPYAHOAOCTYITHBIX HAaCCJIICHHBIX ITYHKTax u
MOAKIIIOYCHHLIX 110 CITYTHUKOBBIM KaHaJIaM CBSA3HU

st TepputopuanbHbIX n30uparenbHbIx | 50 Mout/c 10 Mo6wut/c
KOMMCCHUU
Hns  obwvexktoB UK, pacnonoxenubix B | 512 x6ut/c 512 xb6ur/c

5.8.3. TpeboBaHus K KaUeCTBY OOCIYKUBAHU.

B pamkax mozxenu c¢ 3 kimaccamu OOCTY>KUBaHUS MpU mepenade Tpadguka Mexmy
C30 u y3noMm HMcnonHuTens A0JKHA TOAAEPKUBATH:

— Kiace 1 — tpadux mnpunoxeHuil peanbHOro BpeMeHU (ToJioC, BHUIEO),

KpPITPI‘IHBIﬁ K IMOTCPAM IMAKETOB, 3aJICPKKAM U KOJICOaHUSIM 3aCPIKKHU;

—  Kiace 2 — tpaduk KoprnopaTUBHBIX HHOOPMAIIMOHHBIX CUCTEM, KPUTUYHBIN

K 3aJICPKKaM U IOTCPIAM;

—  Knacc 3 — Ttpaduk, HEeKpuTHUHBIN K 3azepkkaM (MHTEpHET, pa3audHbIe

CeTEeBbIE CITY>KOBI).

Knaccupukanus tpaduka [ODKHA OCYHIECTBISATBCA JUI  Kaxaoro L2-makeTa

B OTACJIIBHOCTH, B COOTBCTCTBHHU CO 3HAYCHHCM CI'0 3aroJIOBKOB 8021p, KaK YKa3aHO

B CIIeAyIOIIeH TabuIle:

Tun tpaduxa 3HaueHUe 3aroJI0BKa

Kmacc 1 5 (VO)

Knacc 2 3(CA)

Kiacc 3 Default (;r00b1e 3HaueHUs, OTTUYHBIE OT Ki1accoB 1 u 2)
[Ipumeyanus:

— [Ipu mepemaue maHHBIX Yepe3 KaHal cBsi3M 3aroioBok 802.1p He momxeH

HU3MCHATBCA.

- [Ipu npeBwsmennn Ttpadukom Krmacca 1 mpomyckHOM CHMOCOOHOCTH,
yCTaHOBJIEHHOW Ha mopty jis Kiacca 1, momkeH MNpOU3BOAMTBCS COpPOC MAKETOB
¢ kauectBoM Knacca 3; mpu mnpeBbimieHun Tpadukom Kiacca 2, mpormyckHOM
CrocoOHOCTH, YCTaHOBIIEHHOW Ha mopty st Kiacca 2, — cOpoc makeToB ¢ KauyeCTBOM

Kunacca 3; npu npesiiiennu tpadukom Kiacca 3 nponmyckHON cOCOOHOCTH mMoOpTa —

cOpOC TTaKETOB.
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YAOBJIETBOPSTH CIACAYIONIUM TPEOOBAHUSM:

I'apanmupoeannsie

SHAYCHUA napamempoes

[TapameTtpnl kauecTBa nepenaun L2-makeToB uepe3 KaHad CBSI3U JIOJKHBI

Kawecmea nepeoavu  OAHHbLIX

no xaumanam ceazu om C30, Ob6wvexmos I[UK k Toukam npucoeounenus ECII/],
opeanuszosannvim no BOJIC:

Tun [IpouieHT nOTEPAHHBIX 3ajepikka nepejiadn Bapuanus 3anepxku,
L2-makeToB B OJIHY
Tpaduka L2-nmakeroB, He Oonee He Ooree
CTOPOHY, He Ooee
Kimacc 1 0,2% 15 mc 10 mc
Knacc 2 0,2% 20 mc HE HOPMUPYETCS
Knacc 3 5% 25 mc HE HOPMUPYETCS

Cpeonecmamucmuueckue yenesvle 3HA4eHUs NApamMempos8 Kauyecmea nepeoavu
oannvix no kauanam ceazu om C30, Obvexmos LUK k Touxam npucoeounenus ECII/,

OpP2AHU308AHHbBIM C UCNOJIb30BAHUEM CNYMHUKOBbLIX JUHUL CBA3U:

Tun [IpouieHT MOTEPAHHBIX 3anepxia nepesiatn Bapuanus 3anepxku,
L2-makeToB B OJIHY
Tpaduka L2-nakeToB, He OoJee He Oouiee
CTOpOHY, He OoJiee
Kiacc 1 0,5% 500 mc 50 mc
Kiacc 2 1% 550 mc HE HOPMUPYETCS
Kiace 3 5% 600 mc HE HOPMUPYETCS

Cpednecmamucmuyeckue yenegvle 3HAUEHUS NAPAMEMPO8 Kayecmea nepeoavu
oannwvix no kananam ceszu om C30, Obowvexmos LUK k Touxam npucoeounenus ECII/,

OpP2aAHU306AHHBIM NO Hnoim mexnonocusm

Tun [IpoueHT NOTEPSAHHBIX 3ajepxKa nepesain Bapuanus 3anepxku,
L2-makeToB B OJIHY
Tpaduka L2-makeToB, He Oonee He Oomee
CTOPOHY, He OoJee
Knacc 1 0,5% 100 mc 50 mc
Knacc 2 1% 200 mc HE HOPMHUPYETCS
Knacc 3 9% 300 mc HE HOPMHUPYETCS
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6. IHopsinok B3aumoneiicteuss CTOPOH B paMKaXxX OKa3aHHUs Y CJIYI CBA3H.

6.1. Oxaszanue Ycayr cesasu McnonaHutenem OCyLIECTBISETCS Ha OCHOBaHUM

3agBOK 3akaszuuka 1o gpopme 3asBku ([Ipunoskenne Ne 1).

6.2. CocTaB 3asBKH JOJKEH BKJIIOUYATh CIEIYIONYI0 HHGOPMAIUIO:

—  Howmep;

—  Copepxanue;

—  CocTaB KOMIIOHEHTOB;

—  Ilapamerpsl Ycuyr cBsizu;

—  Cpok okazaHusi YCiIyr CBs3H;

—  Croumocts cormaciHo llenam emunun Yenyru (Ilpunoxenne Ne 2
K TOCYIapCTBEHHOMY KOHTPAKTY) U 00beMy Y CIIYT CBSI3H;

—  Appecnslii nepeuens C30.

6.3. 3asBka popMupyetcs 3aKa3urMKOM B dJICKTPOHHOU (hopMe (3a UCKITIOUCHHEM
CIIy4aeB COJAEpKaHHUsI B 3aiABKE CBEJCHUH, COCTABISIONIMX TOCYIApPCTBEHHYIO TailHY,
WM CBEJACHUN orpaHuyeHHOro jocTyma («Jjis caykeOHOro Mmojab30BaHUS»), KOTOPHIC
bopMupyroTcs Ha OyMa)kHOM HOCHTEJIE) M HanpasisieTcs B aapec Mcnonuutens. B yactu
KomnonenTa «IIpemoctaBieHue AocTymay HEe MeHee 4eM 3a 15 paboumx mHEH, s
KomnonenTa «Opranuzanus kaHana L2 3asBKU HaIIpaBJsFOTCSL B CPOK HE MEHEE YeM 32
30 pabouux gHEH 0 MaThl Hayajga OKa3aHUs Y CIIYT CBSI3HM, YCTAHOBICHHOUW 3asiBKOM.

6.4. 3asBka MOJDKHA OBITH IOJIKMCAHA YIOJHOMOYEHHBIM JIMIIOM 3aKa3uukKa
B DJICKTPOHHOU ¢opMe (3a HCKIIOUEHHEM CIydaeB COACP)KaHHUS B 3asBKE CBEICHUM,
COCTaBJISIIOIIMX TOCYJapCTBEHHYIO TalHy, WJIHW CBEJACHUM OrpPaHWYEHHOrO JIOCTYyIIa
(«nst cmy»keOHOro MOJB30BaHUsA» ), KOTOPBIE HAIIPABJISAIOTCS COTJIACHO YCTAHOBJIEHHOTO
MopsiJiKa I TaKUX JOKYMEHTOB) W HampaBlieHa B ajapec Mcmomnutens oduimaaibHbIM
IMMCHMOM.

6.5. HcnomauTeNs B CPOK HE MO3HEE 5 paboumx JHEH ¢ IaThI MOTy4YeHUs 3asBKU
obUIMaTLHBIM THMCHMOM 34 TMOJMKHCHIO YIOJHOMOYEHHOT'O JHIla HWHPOPMUPYET
3aka3urka 0 MpUHATUN 3asgBKU B paOOTy U Hayajie €€ UCIIOJHECHUS.

6.6. HcnomHutens mo wmTOoraM MTPOPaOOTKM BO3MOXKHOCTH OKa3aHUS YCIYTH
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nmo Kommonenty «Opranmsamus ka"Hama L2» B cooTBeTcTBUM C  3asiBKOU
B CpOK He mo3aHee 15 paboumx gHeW ¢ AaThl MOTy4YeHHs] 3asiBKM BIIPABE HANPaBUTh
3aKa3yuKy YyBEJOMJICHHE O HEBO3MOXHOCTH MOJKIIOUEHHUS O0BEKTa C TpeOyeMbIMU
napaMeTpaMM M HEOOXOJMMOCTH BHECEHUsS W3MEHEHUH B 3asBKy B clydae,
€CJIM OKAa3aHWE JAaHHOM YCIyTHW CBA3M BO3MOKHO II0 MHOW TEXHOJIOTWH, OTIUYHOU
OT YKa3aHHOU B 3asiBKeE.

6.7. 3akazuuk uMeeT mpaBo 10 (opmMupoBaHUsS 3asBKU HAMPaBUTh B aJpec
Hcnonnurtenss 3ampoc Ha oOmpejereHue TEeXHUYECKOM BO3MOXXHOCTH W TEXHOJIOTHUU
noAkItoueHus: o00bekToB. McmomHutenbs o00si3aH MPENOCTaBUTh OTBET 3aKa3uHUKy
Ha 3arpoc B TeueHue 30 KaJleHJapHbIX JHEH.

6.8. Hcnonnutenp 00s13aH yBEJOMUTh 3aKa3urka O HEOOXOAUMOCTH BHECEHUS
W3MEHEHU B 3asBKY B CJICIYIOIIUX CIydasiX:

— eciu HauMmeHoBaHus U (unun) aapeca C30 u O6wektoB UK, ykazanHbIe
B aJJpECHOM TE€peyYHe K 3asgBKE HE COOTBETCTBYIOT (DAKTUUECKUM;

— ecimm C30 m (wm) O6wvekt WK mnpexpaTwin/puocTaHOBUIN CBOO
NEeATEIbHOCTB;

— npu mnepemeniennn C30 u (uwmu) OOwexkra UK Ha HOBBIH aapec
pa3MenIeHus: OpraHu3aliy B IPEAeIaX HACEIICHHOTO ITyHKTA.

6.9. Ilpu HeoOXogUMOCTH BHECEHHS H3MEHEHM B 3asBKy VcmomHUTEND
HaIlpaBsieT B aJpec 3aKa3uhka COOTBETCTBYIOUIEE YBEIOMIICHHE, IOJAMNUCAHHOE
YIOJIHOMOYEHHBIX JIMIIOM.

6.10. IIpu mepeeznme C30 Ha HOBBIA aapec pa3sMENICHUS, 8 npeodeiax 00HO20
HacenenHo20 nyHkma, OKazaHue Ycuyr cBsa3u HMcnonnurenem no KommoHenTam
«Ilepenaua nanubix» u «llepenaya nanupix L2» Mo HOBOMY afipecy OCyIIECTBIsETCS 0e3
Kommonenta «Opranms3anus kaHana L2» Ha OCHOBaHMHM MHCHMEHHOTO OOparieHus
3aka3urka U 3asiBKHU.

6.11. TIpu mepeeznge C30 Ha HOBBIM agpec pPasMEIICHUS B UHOU HACETeHHbIl
nyHkm okazanue Yciuyr cBa3u Ucnonnutenem o Komnonentam «llepenavya qanHbIx» u
«Ilepenaua manabpix L2» C30 mo HOBOMY ajapecy OCYIIECTBISECTCS HAa OCHOBAHUU

MUCBMEHHOTO oOpaleHus 3aka3zuuka u 3asBku 0e3 Kommnonenta «Opranuzaius kaHana
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L2» mpu ycnoBuu Hamumuuss BOJIC mo HoBomy anpecy pasmemienuss C30. Ilpu
orcyrcteuu  BOJIC mno HoBomy anpecy pasmemienus C30, HcnonHutenem
noarsepxaaercs orcyrctBue BOJIC B muceMenHoit ¢opme B aapec 3aka3zuvka M
okazanue Ycuyr cBa3u no Komnonenram «llepenaua nanueix» u «llepemaua maHHbIX
L2» ocymectBusiercss Ucnonuurenem ¢ Komnonentom «Opranuzanus kaHana L2» Ha

OCHOBAaHUU 3agABKHU.

7. ITopsiIOK KOHTPOJISL, MPUEMKH M U3MEPEHUS KayecTBa
NPeA0CTABJICHHUSA Y CJIYI CBA3H.
7.1. VicnonmHWTENb MPEIOCTABISIET 3aKA3UHKY:
7.1.1 Ha yrBepxnaenue, He no3gHee 30 padouyux aHeH €O AHS MOANMHCAHMS
KonTpakra:
1) [Inan opranmzamuu Touexk npucoenunenuss ECIIHA mo dopme
B cooTBeTCTBUHM C [Ipunoxennem Ne 4 k TexHnueckomy 3aJJaHHUIO;

2)  ®dopmy ordera 00 WCHOJIB30BAHUU OOOPYIOBAHUS POCCHHUCKOTO

IPOUCXOKACHUS;
3) ®opmy oTueTa o npucoequHeHHbIx NC;
4) Mertoauky npoBeAeHUs IPUEMO-CAATOYHBIX UCIIBITAHUI;
5) PernaMeHnT TexHuueCKOW NOAACPKKN MPU OKa3aHUU Y CIIYTU CBSI3H;
6) @®opmy CBOAHOrO akTa O MPEPHIBAHUM B NPEAOCTABICHUU Y CIYT

CBsI3M (CozepiKaliero B TOM YHUCJE TEepeueHb OOBEKTOB, IIUTEIBHOCTH IMEPEPHIBOB

B IIPEIOCTABIICHUH Y CIYT CBSI3H);

7) ®opmy otdeTa 0 QYHKIIMOHUPOBAHUU AeMeHTa «3ammTa oT DD0S
aTaK»;

8) Q®opmy oTdeta O (PYHKIHMOHUPOBAHUU IieMEHTa <« MexXceTeBoe
SKPAHUPOBAHUEY;

9) dopmy otduera no GpyHKIMOHUpOoBaHU0 KommonenTa « MOHUTOpHUHT

1 obecriedyeHue OE30MACHOCTU CBSI3M» DleMEHT «MOHHUTOPUHI MapaMeTpoB KadyecTBa
MPEAOCTABISIEMBIX YCIIYT;

10) ®opMmy oTueTa 1o ucroaHeHno KoMnoneHTa «3ammuTa JaHHbIX ).
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7.1.2. Ha ytBepxaenue He no3aHee 30 kajgeHIAapHBIX JHEW C JaThl 3aKJIIOUCHUS

Kontpakra UncTpykuuto o padote Ilons3oBarens B JInunom kabuHere.

7.2. B cpok jno:

- 31 suBapa 2024 roaa BKIAKWUYMTENBLHO VcmomHUTENb HampaBiseT 3aKazuuKy
JOKYMEHTHI B cooTBeTcTBUU C¢ 1. 7.11.1. T3 mo mToram okazaHusi B COOTBETCTBUH C
3asBkamu B pamkax Konrtpakta Ycayr cesazu C30, O6wekram UK ykazanHbiM B
3asBKax 3aka3uHKa,

7.3. B cpok, ykazanuwiii B n. 7.2. T3, VMcnonHutenb NpenoCTaBiIsieT OTYET

00 HMCHOIB30BAaHUU TCICKOMMYHUKAITMOHHOI'O O6ODVI[OB21HI/I$I IpHu HMCIOOJHCHHUHU

Kontpakra jus  KomnoHeHTOB «Opranm3aius KaHajia L2» wu «IIpenocraBieHue

IOCTYNa», CTPAHOW MPOUCXOXKIACHUS KOTOporo sBisiercss Poccuiickas ®enepanus 1o
dbopme, pazpabOTaHHOM B COOTBETCTBUH C M. 7.1 U yTBEP>KICHHOU 3aKa3unKOM.
7.4. B cpok, ykazaHHplii B 1. 7.2. T3, VcnomHHUTENIs MPEAOCTABISET OTYET

o nmpucoeanHEHHbIX K ECIIJI C u perunoHanbHBIX CeTel mepenayu TaHHbIX CyObEKTOB

Poccuiickoit deaeparuu, B cOOTBETCTBUM C 11. 2.32. u 1. 2.33. T3.
7.5. B cpok, ykazanueii B 1. 7.2. T3, McnomHurtenb npenocTaBisieT KOMUU

cornamenuid ¢ omneparopom CK3HW, 3aBepennbix HMcnonnutenem, pusa C30,

npucoeauHeHHbIX K ECIIJ] B cootBeTcTBUM € 1. 2.42.2 T3.
7.6. B cpok, ykazannbiii B 1. 7.2. T3, B pamkax Komnonenta «MOHUTOPHUHT U
oOecrieueHue 6€30MaCHOCTH CBsI3W» VIcTIoMHUTEh TIPEIOCTABIISIET:

— Konuro CBI/II[eTeJ'IBCTBa 00 YTBCPXKACHUM THIIA CPCACTB H3M€D€HHI>1

WJIU PETUCTPAIMOHHBIA HOMEP cpeJicTBa u3MepeHui B denepaabHoM HHOOPMAIIHOHHOM

donme mo obecneyeHUI0 eAMHCTBA M3MepeHuil. [IpegocraBnsercs s KaXXAoro TUIIA
CpEIICTB U3MEPEHUH, JIJIA:

- CHCTEMBI B IIEJIOM (TE€XHUUYECKOTO PEIICHUs );

- anmnapaTHbIX CPEACTB KOHTPOJIS YPOBHSI arperaiuy;

- anmaparHsIX cpencTBa KOHTpouis ypoBHs C30;

- pabouero »TajoHa — cepBepa TOYHOTO BPEMEHH.

—  Komurw gaenctByiomero CBUIETEILCTBA O IMOBEPKE CPENCTB W3MEPEHUU
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(mpemocTaBisAeTCs AT KKIOr0 CPEICTBA H3MEPECHHUN ).

7.7 Jna C30, O6bexToB [I1K, koTOpbIM OKa3bIBAIOTCS Y CIYTH CBSI3U, HATMYUE
noctyna k uHbopmanuoHHbiM cucteMam U cetu Mutepner Ha C30, O6bekrax MUK
onpeaensieTcs 3aka3unuKoM MOCPEJACTBOM Komnonenta «MOHUTOPUHT
u obecrnieueHrne 0e30MacHOCTH CBsI3W». B cpok, ykazanusiil B 1. 7.2. T3, Ucnonuurens

MpCAOCTABIIACT CIKCMCCAYHLIC OTYCTEI 110 d)VHKHI/IOHI/IDOBaHI/IIO:

1) DnemenTa « MOHUTOPHHT MAPAMETPOB Ka4eCTBA MPEAOCTABIISIEMBIX YCIIYTY;
2) Dnement «3amuTa ot DDoS arak»;
3) DiiemeHT «MexKCceTeBOe IKPAaHUPOBAHUECY.

7.8. B cpok, ykazanuwiii B n. 7.2. T3, Ucnoauurenb mpeaocTaBisieT OTYET IO

dynkmonupoBannio KomnonenTa «3ammra JaHHBIXY.

7.9. 3aka3yuk UMEET IMPaBO IMPOBOJUTH BBIOOPOUYHYIO MPOBEPKY OKA3bIBAEMBIX
Yenyr cBsa3u. Breibopounas mnpoepka mpoBoautcss Ha C30, O6wekrax [UK
B cooTBeTCTBUH C [Iporpammoii u Mmetoaukoit ucneitanuit (Ipunoxenne Ne 2).

7.10. Tlo uroram mpoBenE€HMS] HUCIBITAHUN B paMKax BBIOOPOYHON MPOBEPKU

cocTaBIIsr0TCS [IpOTOKOJI MPOBEICHUS TECTUPOBAHUS yCJIYPI/I CBsA3U (I[aJICe - HpOTOKOJI)

(ITpunoxxenne Ne 6) ¢ ykazaHueM pe3yJbTaTOB HCIBITAHUN MO KaXIAOMY MapaMeTpy
3akazaHHbIX KoMnoneHnToB. [Ipotokon 3aBepsiercss McnonHuTeneM, yrmoaHOMOYEHHBIM
npeAcTaBUTENEM  3aKa3uuKa, OTBETCTBEHHBIM MPEACTaBUTENEM MUHUCTEPCTBA
npocsemeHuss Poccuiickoit ®epepanun (ana C30), npeacrtaButenem UK (ams
oowektoB [IMK), mnpeacraBuTenem opraHa ToOCyJapCTBEHHOW BIacTH CyOBEKTa
Poccuiickoit ®enepanuu v (Uian) OpeICcTaBUTEIEM OpraHa MECTHOTO CaAMOYIIPABIICHUS,
M0 COTJIACOBAHUIO - TPEJICTABUTETIEM TEPPUTOPUATBLHOTO opraHa (pemepaibHOro opraHa
WCIIOJIHUTEIFHOM BIACTH, OCYIIECTBISIONMIETO (PYHKITUU TI0O KOHTPOITIO B chepe CBA3H.
7.11. Ha ocnoBanuu [IpoTokosia mpoBeAeHUsI TECTUPOBAHUS COCTABISIETCS AKT

npoBepku  okazanmst  Ycayr  cBs3u  ([Ipunoxenue Ne 3),  moammchiBaeMbIid

HcnonnureneM, yNoOJTHOMOYEHHBIM MpeACTaBUTENEM 3aka3uuka, OTBETCTBEHHBIM
npeacraBurenieM MunuctepctBa npocBenienus Poccuiickoit @epepamuu (st C30),
orBeTcTBeHHBIM mnpeacraButenem LIUK (s o6bexroB LIUK), npencraButenem oprana

rocyJapCcTBEHHOU BiacTH cyObekTa Poccuiickoit denepanuu u (Wim) npeacraBuTeeM
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opraHa MECTHOI'O CaMOYIpaBJE€HHUS, IO COIJacOBaHUID — MPEICTABUTEIEM
TEPPUTOPUAIBHOIO  OpraHa  (eAepallbHOr0 oOpraHa MCIOJIHUTENbHOW  BJIACTH,

OCYIIECTBIISIIOIIETO (DYHKIIMH 10 KOHTPOJIIO B c(hepe CBA3M.

7.12. 3aka3uMK MPOU3BOAMUT HNPUEMKY OKA3aHHBIX YCIYI CBS3M B CIEAYIOIIEH
NIOCJIEA0BATENBHOCTH:
7.12.1. VicnonHuTenb NpeoCTaBISIET 3aKa3uuKY:

— AxTel 00 okazanuu Ycuyr ceasu (o dopme Ilpunoxenus Ne5 k T3),

noanucanueie VcnomHUTENEM W YIMOJIHOMOYEHHBIM TpeacTtaButTereM kaxjaoro C30,
O6nbekra [IUK. [lo mucbMEeHHOMY COTJIACOBAaHMIO C 3aKa3uuKoM AKThI 00 OKa3aHHU
Yenyr cBszu (1o popme [punoskennst No5 k T3) moryT ObITh monucansl MicrionHuTeeM
U TPETHUM JIUIIOM, HE SBISOmMUMCs pykoBoauTeraeM C30 uiau pykoBoauTesieM o0beKTa
UK, a wuMeHHO: pykoBoauTeneM  (YIMOJTHOMOYEHHBIM  TPEIACTABUTEIIEM)
rOCy/IapCTBEHHOTO opraHa cyObekta Poccuiickoit ®enepanum, opraHa MeECTHOTO
caMOYTIpaBJICHUS;

— CBojiHBIC aKThI O MPEPLIBAHUHU B MPEIOCTABICHUM Y CIIVT CBSI3H,

— Otuersl 10 ucnojHeHn0 KommnoHeHTa «MOHUTOPUHI U oOecneueHue

0E€30IIaCHOCTH CBA3M» DIEMEHT «MOHMTOPHUHT TapaMETPOB KAYECTBA MPEIOCTABISIEMBIX

YCIIYI».

7.12.1.1. B cnydae eciiu orpaHUYMBACTCS AOCTYIl K AKTaMm 00 OKa3aHUH Y CIIyT
CBSI3M, OHU HampapJsitoTcst VicnomauTeneM 3aka3unKy B COOTBETCTBHU C TPEOOBAHHUSIMHU
K JOKYMEHTaM, COCTaBISIOMIUM TOCYIapCTBEHHYIO TailHy, WIH CBEICHHIM

orpaHu4eHHOTro fgoctyna («Ims ciyxeOHOro Monb30BaHUS).

[Ipu nampaBieHun AkTa 00 OKa3aHWM YCIYT CBSI3H B (OpPME DIIEKTPOHHOTO
JOKYMEHTa B ciydae, eciiu 3asBKa coryiacHo 1. 6.4 T3 HampaBiieHa B COOTBETCTBHUH C
TpeOOBaHMAMH K JOKYMEHTaM, COCTaBIISIONINM TOCYAApPCTBCHHYIO TaWHy, WIH
CBEJICHUSIM OTpaHW4YeHHOTro noctyna («Ilist ciy:keOHOTO ToNb30BaHMs») B AKTEe 00
okazaHuu Ycuyr cBsasu Anpec O0wekra, Illupota, [onrora, [TonHoe HanmMeHOBaHUWE
yupexenus 1 Touka npucoenunenust kK ECIT] mopt Ne ve ykassiBatorcsi. Undopmanms
o0 cootBeTcTBUU AJpeca OO0ObeKkTa MO0 KOTOPOoMY (aKTHUECKH ObUIM OKa3aHbl Y CIyru

cBsa3u Anpecy OObekTa, ykazaHHOMYy B 3asiBKe, oTpaxaercsi B I'padpe Ne 5 Axra 00
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OKazaHuM Ycuyr cBs3u. B ciydae HecooTBeTcTBUs Aapeca OO0beKkTa, MO KOTOPOMY
dakTUecKu ObUIM OKa3aHbl Ycayru cBsizu, Anpecy OObekTa, yKa3aHHOMY B 3asiBKe,
Ucnonnurens B gonoaHeHne K AKTy 00 oka3aHUU YCIyr CBSI3U B CPOK HE mo3gHee 3
pabouux JIHEW mocie noAnucaHus Akra 00 okazaHuWU YCIYr CBS3M 00s3aH HANpPaBUTh
3akazunky uHpopmanuio o paxkruueckom Anpece O0bEKTa, IO KOTOPOMY OBLITH OKa3aHbI
VYenayru cBsizu, OQOPMIIEHHYIO B COOTBETCTBUM C TpeOOBaHUSMHU K JOKYMEHTaM,
COCTaBJIAIOIIMM TOCY/apCTBEHHYIO TallHY, WJIM CBEACHHUSIM OTPAaHUYEHHOI'O JIOCTYIa

(«mst cmy>ke0HOT0 MOJIB30BAHUY).

7.12.2. KoHTponb oOkazaHusi YCIyr CBSI3M OCYHIECTBISIETCS 3aKa3uMKOM

Ha OCHOBAHHHU OTYCTOB CJ'IV}K6BI TEXHUYECCKON TOJJICPIKKU 3aka3yMKa M OTYCTOB

Komnonenrta «MoHUTOpUHT M oOecliedeHHe O€30MaCHOCTH CBA3M»  ODJIEMEHT
«MOHUTOPUHT TAPAMETPOB KaueCTBA MPEAOCTABISIEMbIX YCIYT».

7.12.3. JIoKYMEHT 0 mpHEMKEe MOoAIuchIBacTca McnoaHureiaeM u 3aKka3uynukoM Ha

OCHOBaHUHW TIpeaocTaBieHHBIX McmomHutenem AKTOB 00 oOKa3aHWHM YCIyT CBS3H,
oryetoB CiayXObl TEXHHYECKOM MOAIepXKH 3akazunka W CBOAHBIX AKTOB
O TMpepbIBaHUSIX B MPEAOCTABICHUU YCIyr CBs3M M OTYETOB MO HCIOJIHEHUIO
Komnonenta «MoHuUTOpUHT # o0ecredeHre O€30MacHOCTH CBSI3M»  DJIEMEHT
«MOHUTOPHUHTI MapaMEeTPOB KAYECTBA MPEIOCTABISAEMBIX YCIYT».

7.12.4. Onnata Ycayr cBsi3u OCYIIECTBISAECTCS 3a (DAKTUUECKU OKa3aHHBIE Y CIyTH

cBa3u B coorBeTcTBHM ¢ 3asiBkamu U llenamu enuuun Ycmyru (Ilpunoxenue Ne 2 k
rOCy/IapCTBEHHOMY KOHTpaKTy). [Ipu 3TOM pacyeT crommMocTH (PaKTUYECKH OKa3aHHBIX
Yenyru cBsasu no komnoHeHTaM «llepenava manubeix» u Yenyru cssu «llepenaua
nanHbeix L2» (manee — Ycayru) ocyuiecTBisgeTcs coriacHo llenam eaunuin Yciyru
(ITpunoxenne Ne 2 K TroCyZapCTBEHHOMY KOHTPAKTy), MpeaycMaTpUBaIOLIUM
a0OHEHTCKYIO CHCTEMY OIUIaTHI U3 pacdeTa 3a | kajneHmapHbIid mecsil. B cioydae, ecnu
VYenyru cBs3u (paKTUUECKH OKa3bIBAIMCH HE TOJHBIA KAJICHIAPHBIM MECSI], CTOMMOCTh
VYcayr cBsi3H MOJUISKHT TIepepacueTy mo ciaeayromei popmyne:
C=T-((T/Am) x ), rae:
C — crouMoCTh YCayru CBsI3U B paCCUYUTHIBAEMOM MECHIIIE;

T — Ilena equHUIBI Y CIIYTH CBSI3H;
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JIM — KOJIMYECTBO THEU B MECALE, 38 KOTOPBIN IIPOU3BOJIUTCS PACUET;
JIH — KOIM4YeCTBO THEMN, KOTAA Y CIYTH CBSI3U HE OKA3bIBAJIUCH.

B cnydae, ecnu kodDPUIMEHT JOCTYNMHOCTH YCIYr CBSI3M B OTHOIICHUU

koHKpeTHOro C30 minu o0wekra [IUK (Ka €30 3a kaneHIapHbBIH MeCsI] COCTaBUI MEHEES
0,98, Ycayru cBsa3u a1 Takoro C30 unn oobexta LMK 3a nanHblil KaneHaapHbINA MecsI]
HE MoJJIeXkaT oIaTe.

7.13. UcnonneHnue 0053aTeNbCTB MO OKA3aHUIO YCIYT CBSI3M CUMTACTCS
HEHAJIeKAUTUM B CIEAYIOUIUX CIydasX:

7.13.1. Ucnonaurens gomkeH odecneynBath Ko puuueHT gocTtynHoct Y ciryr

K 06mmii ne menee 0,98 ot obuero konudecTna npeaocrapisieMbix no Konrpakry, B
KaX bl KaJICHAAPHBIA MECHILI.

7.13.1.1. Kosdbduiment mocrtynHoctd Ycayr Kn oommii menee 0,98 cunraercs

HEHaJJIeKAIUM OKa3aHUEeM Y CIIYT CBSI3U U ¢ VICTIONTHUTENS B COOTBETCTBUU C YCIOBUSIMU
KonTpakra B3umaetcs mrpad B pazmepe, mpeaycMoTpeHHom 1. 6.3 T'K.

7.13.1.2. nsa pacuera kodddummerTa nocTymHOCTH Yeayr cBsasu Ka o0mmii

UCTIOJNIb3YyeTCA cheayromas Gpopmyna:

%1
Kn o6mui = (Z (Kn,))/M

re:
Kn — xoapduruent nocrynuoctu Ycenyru cBa3u mo kaxaoMy C30 win 00beKTy

WK 3a kaneHgapHBIN MECSII, pACCUUTHIBACMBIN 110 opMyIe:

J1 — xonmrMuecTBO KAIEHAAPHBIX THEW OKa3aHUs Y CIYT CBS3U B MECALE;

M — KonnuecTBO 00BEKTOB, KOTOPHIM OKa3bIBAIOTCSI Y CIIYTH CBSI3U B PacUE€THOM
KaJIeHJapHOM Mecsle B cooTBeTcTBHE ¢ ['K

B1 — o6miee gakTrueckoe BpeMsi TEXHOJIOTUUECKUX MEPEPHIBOB 32 KaJeHIApHbII

MECAL B HaCaX, BBI3BAHHBIX!
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- IPOBEICHUEM IJIAHOBBIX MPOPUIAKTUYECKUX padOT.

HcnonnuTens  OpOBOAUT  TEXHOJOTHMYECKHUE  TEPEPhIBBI B TOPSJIKE,
IPELyCMOTPEHHOM PerinaMeHToOM TEXHUYECKOU MOANEPKKU IIPU OKa3aHUHU Y CIIYT CBSA3H,
pa3pabOTaHHBIM B COOTBETCTBUU € HMYHKTOM 7.1 T3 M yTBep>KIAEHHBIM 3aKa3uHKOM.
Cymmapnoe Bpemsi TexHosorudeckux mnepepsiBoB B C30, O6wekte UK He momxHO
MPEBBILLIATH 17151 1000 Y ciayru cBsi3u 6 (1IECTh) YaCOB B TEUEHUE KAJIEHIAPHOTO MECSIIA.

B2 — o0uiee dakTudeckoe BpeMs IepephiBa B MPEIOCTABICHUN YCIYr CBS3U B
KaJIGHJIapHOM Mecslie B pabouux yacax, KOTOPOE PaBHSAETCS BPEMEHH HEIOCTYIMHOCTH
VYceayr cBsizu 0e3 yuera:

- TEXHOJIOTUYECKUX MEPEPHIBOB;

- paboT Ha 0O6opynoBaHuU VcrioTHUTES, BBITIOIHAEMBIMU T10 3aMpOCy 3aKa3unKa;

- HeucnpaBHOCcTel o0opyaoBanus [lotpedurens;

-neiictBuii  [loTpeOuteneil, BbI3BAaHHBIX B TOM  4YHCJIE  OTKIIOYCHUEM

ANIEKTpONuUTaHusl 060pynoBanusa McrnoaHuTens.

[lopsiAOK OTKpBITHS W 3aKpbITUS HMHIUAEHTOB [JIs MOJCYETa BPEMEHU
HEJOCTYIIHOCTH YCIYyT CBSI3M OINpPEAENSIETC B COOTBETCTBUHM ¢ PernmameHToM
TEXHUYECKOW MOJACPKKU MPU OKa3aHUM Y CIIYT CBA3H, pa3pabOTaHHBIM B COOTBETCTBUU
c nyHktoM 7.1. T3 u yTBepkIeHHBIM 3aKa3zuyukoM. B ciydae, ecinu B T€UEHHUE OJTHOTO
KaJICHJIapHOTO MECsa OTKPHITO MHIMACHTOB B 30HE OTBETCTBEHHOCTU McmomHuTens ¢
IPEBBIINICHUEM BPEMEHH pEIIeHUsS HWHIMJACHTOB B KonudecTBe 3 (Tpex) u Oojee
MPOLIEHTOB 0OIIero KoJlnW4yecTBa TMpeaocTaBisieMbix mo Konrtpakry VYcmyr cBssy,
oOs3aTenbcTBa  VcomHUTENS CYMTAIOTCS HEHAJJIe)KAlle WCIOJHEHHBIMU U C
Hcnonuurtens B COOTBETCTBUU C yclnoBusiMu KoHTpakTa B3uMmaeTcs mtpad B pa3mepe,
npegycmotrpenHom . 6.3 I'K.

7.13.2. B cnyyae eAMHOBPEMEHHOTO (B TEYEHHWE OJIHUX KaJEHAAPHBIX CYTOK)
oTKaza 8 (BOChMHM) M 0OoJiee MPOIECHTOB YCIYr CBSI3M 00s3aTenbcTBa lcmomHurtens
CUMTAIOTCSI HEHAJJIe)KaIllee HCIOIHEHHBIMH W C McrnojmHuTens B COOTBETCTBHM C
ycnoBusimu KoHTpakTa B3uMaetcst mTpad B pasMmepe, npeaycMorpeHHoMm 1. 6.3 T'K.
[IpoueHT YcCiIyr CBS3M PacCUUTHIBACTCS KAaK BEJIWYMHA OTHOLICHUS CTOMMOCTH Y CIYT

CBsA3H, OKAa3bIBACMbIX C OTKIOHCHHMEM OT 34aJaHHBbIX IIapaMCTpPOB yCJ'IyF CBA3HU, K
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3a()UKCUPOBAH COOTBETCTBYIOIINN OTKa3 Y CIIYyT CBSI3H.

KonuyecTBa mnpenocTtaBisieMbix o Kontpakty VYemyr cBasu umeror Koadduiument
noctynHoctu meHee 0,98, To Yenyru cBs3u 151 00111eT0 KOJWYECTBA MPEI0CTABISIEMbIX
o KouTtpakty Yciyr cBA3u B JaHHOM KaJICHJIapHOM MECSIIE CUMTAIOTCS HE OKa3aHHBIMU

N HC IOAJICKAT OIIaTC, IMPU 3TOM B COOTBCTCTBUU C YCIIOBUAMU KOHTpaKTa B3UMACTCA

7.13.3. B cnydae, ecnu B TeueHue ogHoro Mmecsamna Oonee 20% ot oOuiero

mrpad B pazmepe, npeaycmorpenHom 1. 6.3 T'K.

[Tpunoxenus:

1. 3asBka Ha okazanue Ycuyr cBsizu (Dopma);

2. IlporpamMmma u METOJMKA UCTIHITAHUIA;

3. AxT npoBepku okazanus Yciyr cBs3u (Dopma)

4. IInan opranuzauuu Touek npucoenunenus (Gopma);

5. AKT 00 oka3zaHMHM YCIyr CBSA3W 3a MEepUOA € «  » 202 1. 10 « _ »

202 r. (Dopma);

6. IlpoToxois mpoBeneHus TeCTUpOBaHUA Y cayr cBsi3u (Dopma);

/. TexHuueckue TpeOOBaHMS Ha OKa3zaHHe YCIYr TEepPPUTOPHAIBHBIM
n30UpaTeIbHBIM KOMHCCHSM M HM30UpaTeIbHBIM KOMHCCHSM CYOBEKTOB
Poccutickoii deneparuu I oOecrieyeHus (GYHKIIMOHUPOBAHUS
I'AC «Bw16opsi».

ot 3aka3umka: ot Ucnosnurens:
3amecTuresb MuHucrpa Crapumii Bune-IIpe3uaenr no
G poBOro pa3BuTHs, CBA3M U padoTe ¢ KOPIOPATUBHBIM U

MacCCOBbIX KOMMYHI’IKaIII/Iﬁ

Poccuiickoit @egepanun «PocTesiekom»

[ A.M.Kum / / B.B.Epmaxos /

rocygapcrBeHHbimM cermentamu ITAO
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	2.42.     Требования к взаимодействию между Исполнителем  и Представителем ЦИК при предоставлении Услуг связи:
	2.44.      Требования к масштабируемости Услуг связи:
	2.45.    Требования к отказоустойчивости Услуг:
	2.46. Требования к реализации Системы технических средств  для обеспечения функций оперативно-розыскных мероприятий (СОРМ).
	2.47. Требования к хранению передаваемого трафика и созданию систем хранения данных.
	2.48. Требования к системному проекту.
	2.49. Требования к технической поддержке Исполнителя при оказании Услуг связи:
	3.1. Компонент «Предоставление доступа» обеспечивает предоставление доступа СЗО, Объектам ЦИК, расположенным на территории субъектов Российской Федерации (за исключением Республики Крым и г. Севастополя)  к ЕСПД в случае его отсутствия (Далее - Предос...
	3.2. Компонент «Передача данных» обеспечивает передачу данных при осуществлении доступа к государственным, муниципальным, иным информационным системам и к сети Интернет (Далее - Передача данных)  в составе:
	3.3. Компонент «Организация канала L2» обеспечивает организацию канала связи, включая его создание или модернизацию в случае возможности улучшения параметров канала связи в соответствии с ТЗ, для СЗО, Объектов ЦИК, расположенных на территории субъекто...
	3.4. Компонент «Передача данных L2» обеспечивает передачу данных между СЗО, Объектом ЦИК, расположенными на территории субъектов Российской Федерации (за исключением Республики Крым и г. Севастополя)  и ЕСПД (Далее - Передача данных L2).
	4. Требования к Услугам связи.
	4.1. Услуги связи должны представлять собой совокупность Компонентов с возможностью их комбинации и изменений. Основными принципами обеспечения Услуг связи должны являться универсальность, управляемость  и масштабируемость.
	4.2. Управление Услугами связи.
	4.3. Требования к производительности Услуг связи:
	5. Требования к Компонентам.
	5.1. Услуги связи должны представлять собой набор следующих компонентов и элементов:
	5.2. Компонент «Предоставление доступа».
	5.2.1. Требования к архитектуре Компонента «Предоставление доступа».
	5.2.2. Технические средства реализации Компонента Услуг «Предоставление доступа».
	5.2.3. Управление Компонентом «Предоставление доступа».
	5.2.4. Требования к дополнительному функционалу и сопряжению  со смежными системами:
	5.2.5. Требования к производительности.
	5.2.8. Увеличение производительности Компонента «Предоставление доступа» должно достигаться следующими способами:
	5.2.9. Компонент «Предоставление доступа» должен обеспечивать доступ к сети Интернет и возможность доступа СЗО к ИС, должен обеспечивать доступ к сети Интернет и доступ Объектов ЦИК к ГАС «Выборы» в соответствии с требованиями ТЗ.
	5.2.10. Назначение Компонента «Предоставление доступа».
	5.2.11. Требование к Компоненту «Предоставление доступа»:
	5.2.12. Требования к топологии сети:
	5.2.13. Общие принципы формирования адресного пространства:
	5.2.14. Требования к качеству обслуживания:
	5.3. Компонент «Передача данных».
	5.3.1. Требования к архитектуре Компонента «Передача данных».
	5.3.2. Элемент «Передача данных в частной виртуальной сети  c заданными параметрами качества» (далее – Элемент ПД в ВЧС).
	5.3.3. Элемент «Передача данных в сеть Интернет» (далее –Элемент ПД  в Интернет).
	5.4. Компонент «Защита данных».
	5.4.1.    Назначение Компонента «Защита данных».
	5.4.2. Требования к архитектуре Компонента.
	5.4.3. Управление Компонентом «Защита данных».
	5.4.4. Требования к производительности Компонента Услуг «Защита данных».
	5.4.5. Элемент «Криптографическая защита каналов связи» (далее – Элемент «Криптозащита»).
	5.4.6. Средства криптозащиты информации должны выполнять:
	5.5. Компонент «Ограничение доступа к информации».
	5.5.1. Компонент «Ограничение доступа к информации» должен обеспечивать блокирование доступа к Интернет-ресурсам в соответствии с п.2 ст.5 Федерального закона № 436-ФЗ от 29 декабря 2010 г. «О защите детей  от информации, причиняющей вред их здоровью ...
	5.5.2. Требования к архитектуре Компонента:
	5.5.3. Управление Компонентом.
	5.5.4. Требования к дополнительным функционалу и сопряжению  со смежными подсистемами и Элементами:
	5.5.5. Требования к производительности Компонента:
	5.5.6. Элемент «Контентная фильтрация» (далее - Элемент).
	5.6. Компонент «Мониторинг и обеспечение безопасности связи».
	5.6.1. Элемент «Мониторинг параметров качества предоставляемых услуг».
	5.6.2. Элемент «Защита от DDoS атак» (далее – Элемент).
	5.6.3. Элемент «Межсетевое экранирование» (далее – Элемент).
	5.7. Компонент «Организация канала L2».
	5.7.1. Назначение Компонента.
	5.7.2. Требования к Компоненту:
	5.7.3. Требования к пропускной способности.
	5.8.1. Назначение Компонента.
	5.8.2. Требования к пропускной способности.
	5.8.3. Требования к качеству обслуживания.
	6. Порядок взаимодействия Сторон в рамках оказания Услуг связи.
	6.1. Оказание Услуг связи Исполнителем осуществляется на основании заявок Заказчика по форме Заявки (Приложение № 1).
	6.2. Состав заявки должен включать следующую информацию:
	6.3. Заявка формируется Заказчиком в электронной форме (за исключением случаев содержания в заявке сведений, составляющих государственную тайну,  или сведений ограниченного доступа («Для служебного пользования»), которые формируются на бумажном носите...
	6.5. Исполнитель в срок не позднее 5 рабочих дней с даты получения Заявки официальным письмом за подписью уполномоченного лица информирует Заказчика о принятии Заявки в работу и начале ее исполнения.
	6.7. Заказчик имеет право до формирования Заявки направить в адрес Исполнителя запрос на определение технической возможности и технологии подключения объектов. Исполнитель обязан предоставить ответ Заказчику  на запрос в течение 30 календарных дней.
	6.8. Исполнитель обязан уведомить Заказчика о необходимости внесения изменений в Заявку в следующих случаях:
	6.10. При переезде СЗО на новый адрес размещения, в пределах одного населенного пункта, оказание Услуг связи Исполнителем по Компонентам «Передача данных» и «Передача данных L2» по новому адресу осуществляется без Компонента «Организация канала L2» на...
	6.11. При переезде СЗО на новый адрес размещения в иной населенный пункт оказание Услуг связи Исполнителем по Компонентам «Передача данных» и «Передача данных L2» СЗО по новому адресу осуществляется на основании письменного обращения Заказчика и Заявк...
	7. Порядок контроля, приемки и измерения качества предоставления Услуг связи.
	7.1. Исполнитель предоставляет Заказчику:
	7.2. В срок до:
	7.4. В срок, указанный в п. 7.2. ТЗ, Исполнитель предоставляет отчет  о присоединённых к ЕСПД ИС и региональных сетей передачи данных субъектов Российской Федерации, в соответствии с п. 2.32. и п. 2.33. ТЗ.
	7.5. В срок, указанный в п. 7.2. ТЗ, Исполнитель предоставляет копии соглашений с оператором СКЗИ, заверенных Исполнителем, для СЗО, присоединенных к ЕСПД в соответствии с п. 2.42.2 ТЗ.
	7.6. В срок, указанный в п. 7.2. ТЗ, в рамках Компонента «Мониторинг и обеспечение безопасности связи» Исполнитель предоставляет:
	7.7  Для СЗО, Объектов ЦИК, которым оказываются Услуги связи, наличие доступа к информационным системам и сети Интернет на СЗО, Объектах ЦИК определяется Заказчиком посредством Компонента «Мониторинг  и обеспечение безопасности связи». В срок, указанн...
	7.12.1.1. В случае если ограничивается доступ к Актам об оказании Услуг связи, они направляются Исполнителем Заказчику в соответствии с требованиями к документам, составляющим государственную тайну, или сведениям ограниченного доступа («Для служебного...
	При направлении Акта об оказании услуг связи в форме электронного документа в случае, если Заявка согласно п. 6.4 ТЗ направлена в соответствии с требованиями к документам, составляющим государственную тайну, или сведениям ограниченного доступа («Для с...

	7.13.  Исполнение обязательств по оказанию Услуг связи считается ненадлежащим в следующих случаях:

